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ABSTRACT-Internet or the network of networks has become the inseparable part of the human life. 

Security’s essential for the data and communication. Illegitimate attacks must be shunned. Some of 

the information/communications is so pivotal they employ special technique cryptography Classical 

cryptography depends mainly on the assumption of virtual indivisibility of large prime numbers. If the 

Moore’s law validates as predicted by 2030 the transistors will be of atomic size. This introduces 

incongruities in the processing; we can instead use quantum physics and produce mind-blowing 

speeds. If quantum computers become a reality the present day security is at a stake. So we have to 

employ entirely different approach quantum cryptography the Heisenberg uncertainty principle and 

quantum entanglement can be exploited for achieving secure communication what is known as the 

Best-Kept Secrets 
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1.INTRODUCTION 

Data encryption is overarching in financial institutes, military and government applications, 
commercial satellites where secrecy is of primary importance and any kind of intrusion is 
intolerable. The communication lines should also be free from eavesdropping.(1-2)  The expansion 
of the connectivity of computers makes ways of protecting data and messages from tampering or 
reading important. One of the techniques for ensuring privacy of files and communications is 
Cryptography. Cryptography is the art of devising codes and ciphers, and crypto analysis is the art of 
breaking them. The purpose of cryptography is to transmit information in such a way that access to 
it is restricted entirely to the intended recipient. Originally the security of a crypto text depended 
on the secrecy of the entire encrypting and decrypting procedures; however, today we use ciphers 
for which the algorithm for encrypting and decrypting could be revealed to anybody without 
compromising the security of a particular cryptogram. In such ciphers a set of specific parameters, 
called a key, is supplied together with the plaintext as an input to the encrypting algorithm, and 
together with the cryptogram as an input to the decrypting algorithm the encrypting and 
decrypting algorithms are publicly announced; the security of the cryptogram depends entirely on 
the secrecy of the key, and this key must consist of any randomly chosen, sufficiently long string of 
bits.(3-8) 

II.QUANTUM COMPUTING: MOORE'S LAW AND THE FUTURE OF COMPUTERS 

 

In 1965 Intel co-founder Gordon Moore noted that processing power (number of transistors and speed) 
of computer chips was doubling each 18 months or so. This trend has continued for nearly 4 decades. 
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But can it continue? The basic processing unit in a computer chip is the transistor which acts like a small 
switch. The binary digits 0 and 1 are represented by the transistor being turned off or on. Currently 
thousands of electrons are used to drive each transistor. As the processing power increases, the size of 
each transistor reduces. If Moore's law continues unabated, then each transistor is predicted to be as 
small as a hydrogen atom [11] by about 2030. At that size the quantum nature of electrons in the atoms 
becomes significant. It generates errors in the computation. However, rather than being a hindrance, it 
is possible to exploit the quantum physics as a new way to do computation. And this new way opens up 
fantastic new computational power based on the wave nature of quantum particles.(9-14) 

III.QUANTUM CRYPTOGRAPHY 

The seeds for quantum cryptography were sown in 1989 when Bennett and colleagues John A. Smolin[7] 
and Gilles Brassard undertook a groundbreaking experiment based on the principles of quantum 
mechanics. The qubits in the quantum computer constitutes a cryptographic "key" that could be used to 
encrypt or decipher a message. What kept the key from prying eavesdroppers was Heisenberg’s 
uncertainty principle[6]—a foundation of quantum physics that dictates that the measurement of one 
property in a quantum state will perturb another. In a quantum cryptographic system, any interloper 
tapping into the stream of photons will alter them in a way that is detectable to the sender and the 
receiver. In principle, the technique provides the makings of an unbreakable cryptographic key. 
Quantum cryptography provides means for two parties to exchange an enciphering key over a private 
channel with complete security of communication. Another great advantage in quantum cryptography is 
that the presence of an eavesdropper can always be identified unlike in classical cryptography.(15-19) 

IV. TRENDS AND FUTURE 

The practical implementations of quantum cryptography are far behind its theoretical propositions. 
Initial efforts were started in 1989 by Benett[5] and John A. Smilon. In that experiment the transfer 
distance is only for 30cms! Today quantum cryptography has come a long way from the jury-rigged 
project. Recently many corporate companies are interested and invested in the research of this field and 
they have achieved 150 kms transfer distance.(22-28) But still this is a long cry from globalizing the 
method The current uses for quantum cryptograph are in networks of limited geographic reach. The 
main problem is that amplifying the signals that carry quantum keys is not possible. An optical amplifier 
would corrupt qubits. Strangely it is the strength of the technique that none can spy on a key transmittal 
without changing it unalterably.To extend the distance of these links, researchers are looking beyond 
optical fibers as the medium to distribute quantum keys. Scientists have trekked to mountaintops--
where the altitude minimizes atmospheric turbulence--to prove the feasibility of sending quantum keys 
through the air. By optimizing this technology--using bigger telescopes for detection, better filters 
antireflective coatings--it might be possible to build a system that could transmit and receive signals 
over more than 1,000 kilometers, sufficient to reach satellites in low earth orbit. A network of satellites 
would allow for worldwide coverage.(16-21) 

V. CONCLUSION 

Quantum cryptography is a conglomeration of quantum physics, computers, and cryptography and it is a 
relatively young discipline. (29-33) Hence a lot of research and developments will eventually take place. 
Indubitably it has the potential to create Best-Kept Secrets on the planet. Inevitably this field would 
have an epoch making influence in the domain of network security.(34-36) 

REFERENCES 

International Journal of Pure and Applied Mathematics Special Issue

2066



1. Hameed Hussain J., Anbazhgan G., Improve of the cop of vapour compression refrigeration 

system by using thermoelectric cooler, International Journal of Pure and Applied Mathematics, 

V-116, I-14 Special Issue, PP-585-589, 2017 

2. Nakkeeran S., Hussain J.H., Innovative technique for running a petrol engine with diesel as a 

fuel, International Journal of Pure and Applied Mathematics, V-116, I-18 Special Issue, PP-41-44, 

2017 

3. Naveenchandran P., Vijayaragavan S.P., A sensor less control of SPM using fuzzy and ANFIS 

technique, International Journal of Pure and Applied Mathematics, V-116, I-13 Special Issue, PP-

43-50, 2017 

4. Hameed Hussain J., Nakkeeran S., Design and development of pepper plucking equipment, 

International Journal of Pure and Applied Mathematics, V-116, I-14 Special Issue, PP-573-576, 

2017 

5. Naveenchandran P., Vijayaragavan S.P., A high performance inverter fed energy efficient cum 

compact microcontroller based power conditioned distributed photo voltaic system, 

International Journal of Pure and Applied Mathematics, V-116, I-13 Special Issue, PP-165-169, 

2017 

6. Golden Renjith Nimal R.J., Hussain J.H., Stress analysis of gear tooth using metal, International 

Journal of Pure and Applied Mathematics, V-116, I-17 Special Issue, PP-317-322, 2017 

7. Hameed Hussain J., Hariharan R., Development of temperature-time and pressure-time 

diagrams for diffusion bonding ti-aa7075 dissimilar materials, International Journal of Pure and 

Applied Mathematics, V-116, I-14 Special Issue, PP-493-499, 2017 

8. Udayakumar R., Khanaa V., Saravanan T., Saritha G., Cross layer optimization for wireless 

network (WIMAX), Middle - East Journal of Scientific Research, V-16, I-12, PP-1786-1789, 2013 

9. Khanaa V., Thooyamani K.P., Udayakumar R., Cognitive radio based network for ISM band real 

time embedded system, Middle - East Journal of Scientific Research, V-16, I-12, PP-1798-1800, 

2013 

10. Khanaa V., Mohanta K., Saravanan T., Comparative study of uwb communications over fiber 

using direct and external modulations, Indian Journal of Science and Technology, V-6, I-SUPPL.6, 

PP-4845-4847, 2013 

11. Kumarave A., Udayakumar R., Web portal visits patterns predicted by intuitionistic fuzzy 

approach, Indian Journal of Science and Technology, V-6, I-SUPPL5, PP-4549-4553, 2013 

12. Thooyamani K.P., Khanaa V., Udayakumar R., An integrated agent system for e-mail 

coordination using jade, Indian Journal of Science and Technology, V-6, I-SUPPL.6, PP-4758-

4761, 2013 

13. Sengottuvel P., Satishkumar S., Dinakaran D., Optimization of multiple characteristics of EDM 

parameters based on desirability approach and fuzzy modeling, Procedia Engineering, V-64,  PP-

1069-1078, 2013 

14. Udayakumar R., Khanaa V., Saravanan T., Synthesis and structural characterization of thin films 

of sno2 prepared by spray pyrolysis technique, Indian Journal of Science and Technology, V-6, I-

SUPPL.6, PP-4754-4757, 2013 

15. Udayakumar R., Kumarave A., Rangarajan K., Introducing an efficient programming paradigm for 

object-oriented distributed systems, Indian Journal of Science and Technology, V-6, I-SUPPL5, 

PP-4596-4603, 2013 

International Journal of Pure and Applied Mathematics Special Issue

2067



16. Kerana Hanirex D., Kaliyamurthie K.P., Multi-classification approach for detecting thyroid 

attacks, International Journal of Pharma and Bio Sciences, V-4, I-3, PP-B1246-B1251, 2013 

17. Udayakumar R., Khanaa V., Kaliyamurthie K.P., Performance analysis of resilient ftth architecture 

with protection mechanism, Indian Journal of Science and Technology, V-6, I-SUPPL.6, PP-4737-

4741, 2013 

18. Udayakumar R., Khanaa V., Kaliyamurthie K.P., Optical ring architecture performance evaluation 

using ordinary receiver, Indian Journal of Science and Technology, V-6, I-SUPPL.6, PP-4742-4747, 

2013 

19. Udayakumar R., Khanaa V., Saravanan T., Chromatic dispersion compensation in optical fiber 

communication system and its simulation, Indian Journal of Science and Technology, V-6, I-

SUPPL.6, PP-4762-4766, 2013 

20. Sundarraj M., Study of compact ventilator, Middle - East Journal of Scientific Research, V-16, I-

12, PP-1741-1743, 2013 

21. Udayakumar R., Khanaa V., Saravanan T., Analysis of polarization mode dispersion in fibers and 

its mitigation using an optical compensation technique, Indian Journal of Science and 

Technology, V-6, I-SUPPL.6, PP-4767-4771, 2013 

22. Gopalakrishnan K., Prem Jeya Kumar M., Sundeep Aanand J., Udayakumar R., Thermal 

properties of doped azopolyester and its application, Indian Journal of Science and Technology, 

V-6, I-SUPPL.6, PP-4722-4725, 2013 

23. Udayakumar R., Khanaa V., Kaliyamurthie K.P., High data rate for coherent optical wired 

communication using DSP, Indian Journal of Science and Technology, V-6, I-SUPPL.6, PP-4772-

4776, 2013 

24. Kerana Hanirex D., Kaliyamurthie K.P., Kumaravel A., Analysis of improved tdtr algorithm for 

mining frequent itemsets using dengue virus type 1 dataset: A combined approach, 

International Journal of Pharma and Bio Sciences, V-6, I-2, PP-B288-B295, 2015 

25. Thooyamani K.P., Khanaa V., Udayakumar R., Using integrated circuits with low power multi bit 

flip-flops in different approch, Middle - East Journal of Scientific Research, V-20, I-12, PP-2586-

2593, 2014 

26. Gopalakrishnan K., Sundeep Aanand J., Udayakumar R., Electrical properties of doped 

azopolyester, Middle - East Journal of Scientific Research, V-20, I-11, PP-1402-1412, 2014 

27. Thooyamani K.P., Khanaa V., Udayakumar R., Partial encryption and partial inference control 

based disclosure in effective cost cloud, Middle - East Journal of Scientific Research, V-20, I-12, 

PP-2456-2459, 2014 

28. Sundar Raj M., Saravanan T., Srinivasan V., Design of silicon-carbide based cascaded multilevel 

inverter, Middle - East Journal of Scientific Research, V-20, I-12, PP-1785-1791, 2014 

29. Thooyamani K.P., Khanaa V., Udayakumar R., Wide area wireless networks-IETF, Middle - East 

Journal of Scientific Research, V-20, I-12, PP-2042-2046, 2014 

30. Kanniga E., Srikanth S.M.K., Sundhararajan M., Optimization solution of equal dimension boxes 

in container loading problem using a permutation block algorithm, Indian Journal of Science and 

Technology, V-7,  PP-22-26, 2014 

31. Arulselvi S., Sundararajan M., Smart control system in traffic analysis using RTK-GPS standards, 

International Journal of Pure and Applied Mathematics, V-116, I-15 Special Issue, PP-349-352, 

2017 

International Journal of Pure and Applied Mathematics Special Issue

2068



32. Arulselvi S., Karthik B., Sundararajan M., A frame work for road network extraction from 

remotely sensed high resolution images, International Journal of Pure and Applied Mathematics, 

V-116, I-15 Special Issue, PP-355-360, 2017 

33. Arulselvi S., Karthik B., Sundararajan M., Super resolution method for Thumbnail Web image, 

International Journal of Pure and Applied Mathematics, V-116, I-15 Special Issue, PP-369-373, 

2017 

34. Arulselvi S., Karthik B., Sundararajan M., Linear framework free rewriting systems, International 

Journal of Pure and Applied Mathematics, V-116, I-15 Special Issue, PP-363-367, 2017 

35. Kanniga E., Selvaramarathnam K., Sundararajan M., Kandigital bike operating system, Middle - 

East Journal of Scientific Research, V-20, I-6, PP-685-688, 2014 

36. Lakshmi C., Ponnavaikko M., Sundararajan M., Improved kernel common vector method for face 

recognition varying in background conditions, Lecture Notes in Computer Science (including 

subseries Lecture Notes in Artificial Intelligence and Lecture Notes in Bioinformatics), V-6026 

LNCS,  PP-175-186, 2010 

International Journal of Pure and Applied Mathematics Special Issue

2069



2070


