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ABSTRACT 
 

 
 

As a result of the continuous materialization of various internet and broadcasting technologies, Various File 

Transfer Protocols (FTP) has been used. Due to the rise of various mobile based network terminologies, 

there is a need of enhancing security measures for the Bluetooth technologies. In this paper, we propose a 

virus model based on the application network of Bluetooth which is the most popular among these 

Smartphone Mobile Users. We  also compare the behaviors of virus spreading in Bluetooth and email 

network based Models. We find that while Bluetooth5 provides a platform for File Transfer, it also 

provides the same chance for virus spreading. And  virus  will  spread  faster  in  Bluetooth,network  if 

users turning it on unnecessary conditions. 
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1. INTRODUCTION 
 

In the field of information security, computer viruses are comparatively considered as a old one. The first 

form of developed virus is “self-replicating code” which was discussed by various researchers. Viruses play a 

significant role in financial losses of larger firms due to various security breach and vulnerabilities.[1] Various 

researchers have discussed and deal with creation and Detection of viruses, worms and viral vectors. Some of 

them were deal with the modeling viral code replication and model behavior. [2] 

 
 

Currently Mobile virus spreading is easy in present networks, in which, each Mobile connected to network 

is connected to other computers directly or indirectly. Local or national spread cannot be avoided once a 

pandemic virus appears, For Example Chamelon Virus 2012.[3][4] Currently, Bluetooth and Social 

Networks such as becomes popular, the users that use this service turn into the targets of virus writers. 

Users can converse and share files with their friends on these Networks. Defending against mobile virus is 

a long term mission. How to model and control the spread of virus have attracted great international 

attention since understanding and modeling the spread mechanism make it possible to find the fundamental 

method against virus.Various Models Have Been Discussed In The Earlier Works. They Are 1) Modeling 

Traditional Viruses, 2) Modeling E-Mail based Worms. 

 
 

However, the models of virus propagation in email or IM networks are not much suitable for 

that in Bluetooth networks. These are helpful for virus propagation. As the behavior of Bluetooth users 

can be more complex than that in other networks, it is necessary to construct a new model for virus 

propagation in Bluetooth network. In this paper we choose Bluetooth to analyze its characteristics to 

model the virus propagation in it. 

 
 

In this paper, we propose A model of virus propagation in Bluetooth, based on the  Bluetooth 

application platform. Hackers may utilize this platform to  post applications along with viruses. As will 

be reported later, malicious application spreads through network faster than the normal applications with 

the same initial conditions 

 
 

2. BLUETOOTH NETWORK TOPOLOGY 
 

 
 

We introduce the clients of Bluetooth as a system with M two hubs g and h implies these two 
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clients are. In Bluetooth, client i turns into a slave of client j with their names in each other's transmission 

list, so this system is undirected. We likewise characterize that the hub degree is the quantity of Slave a 

Master has. A few outcomes have demonstrated that email systems have without scale topology. Their 

degree conveyance can be depicted as power law degrees. The degree circulation is meant as P(s)~s^(- γ). 

𝑃𝑃(𝑠𝑠) is characterized as the Probability of a hub interfaces with s hubs. Different hubs of 
Bluetooth arranges as Minimal degree yet some have bigger degree too. This structure is  helpless and 
very much 

 

associated hubs assume an imperative part in scourge spreading. In our Hypothesis, we accept that the hubs 

level of Bluetooth client arrange shows the power law circulation, we build the system with Barabasi-Albert 

without scale organize model].nodes are consistently added to this model, and γ=4 . Edges are included 

with a particular connection, so the hubs with more prominent degrees will get more associations. In the 

accompanying reproductions, both of our models are considered in light of the BA sans scale arrange. 

 
 

The strengths of Bluetooth technology have already been discussed, but to summarize the 

specification offers the following features: 

- low power consumption 
 

- low cost 
 

- universal interoperability 
 

- automatic connectivity with minimal user intervention 
 

- ad-hoc networking 
 

 
 

These features make the technology suitable for a range of short range wireless applications in a 

host of consumer devices. Considering the great number of daily FTP transfers, it is necessary to construct a 

virus propagation model based on these File transfers. It has been shown that the transfer of a file has 

preferential characteristic. 

 
 

Our Bluetooth client arrange has client N hubs, and every hub is doled out a number i= 1,2,3,..M. We 

accept that the quantity of accessible applications is Client M and every one is given by C s,s = 1,2,...M. 

Every Client has various exchanges to indicate what number of record exchanges are finished. As there is 

new exchange ordinary, the quantity of exchange per customer is not a settled esteem. So the quantity of 

exchanges per customer s at time step t is s C exchange (t),s =1,2,...M . we can get the learning of 
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𝑗𝑗=
1 

beginning number of exchanges per client before the infection starts assaulting at 0 t = t . So we can make a 

rundown of utilizations and dole out ( ) 0 exchange t s for every customer . The conveyance of ( ) 0 Install t 

s is like the bend in Fig.1. Next we can demonstrate the practices of customer as portrayed beneath. 

 

Fig 1 .The Distribution of Transfers Per Client 
 

A.  Construct the Initial Coverage: 
 

With the rundown of existing customers and Install (t ),s 1,2,....M 0 = , we can build the underlying 

scope utilizing the model in [5] first and foremost, we have 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑠𝑠𝑡𝑡𝑡𝑡𝑡� 𝑠𝑠(𝑡𝑡0 ), yet every one of the 

clients in 
our system have not begun document exchange. At that point at each progression, each exchange of 

𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑠𝑠𝑡𝑡𝑡𝑡𝑡� 𝑠𝑠(𝑡𝑡0 ), of all the N customers is relegated with a likelihood to one of the 

customers. The 
likelihood of one establishment to be introduced by customer g is 

𝐶𝐶𝑐𝑐𝑐𝑐𝑡𝑡𝑡𝑡𝑡𝑡𝑔𝑔(𝑡𝑡)𝜌𝜌+ 𝑐𝑐𝑡𝑡𝑐𝑐𝑡𝑡𝑐𝑐𝑐𝑐𝑐𝑐𝑡𝑡𝑡𝑡𝑡𝑡 

𝑃� 𝑐� 档

𝑐𝑐𝑐𝑐𝑡𝑡𝑡𝑡𝑡𝑡(𝑔𝑔, 

𝑡𝑡) = 

∑𝑀𝑀𝑢𝑢𝑠𝑠𝑡𝑡𝑡𝑡=𝐶𝐶𝑐𝑐𝑐𝑐𝑡𝑡𝑡𝑡𝑡𝑡𝑔𝑔(𝑡𝑡)𝜌𝜌+ 𝑐𝑐𝑡𝑡𝑐𝑐𝑡𝑡𝑐𝑐𝑐𝑐𝑐𝑐𝑡𝑡𝑡𝑡𝑡𝑡 

 

Here  𝐶𝐶𝑐𝑐𝑐𝑐𝑡𝑡𝑡𝑡𝑡𝑡𝑔𝑔(𝑡𝑡)𝜌𝜌is  the  the  number of clients   that  user  G  has  transferred  at  time  
step  t  .  The parameter ρ  reflects the effect of preferential installation. 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑠𝑠𝑡𝑡𝑡𝑡𝑡� 𝑐𝑐𝑐𝑐𝑐𝑐𝑡𝑡𝑡𝑡𝑡𝑡client is used to show the initial 

  𝑐𝑐𝑡𝑡𝑐𝑐𝑡𝑡 𝑐𝑐𝑐𝑐𝑐𝑐𝑡𝑡𝑡𝑡𝑡𝑡   
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𝑗𝑗=
1 probability  𝑃� 𝑐𝑐𝑐𝑐𝑐𝑐𝑡𝑡𝑡𝑡𝑡𝑡(𝑔𝑔, 𝑡𝑡)  (g,t)  user  

of  a  user 

∑𝑀𝑀𝑢𝑢𝑠𝑠𝑡𝑡𝑡𝑡=𝐶𝐶𝑐𝑐𝑐𝑐𝑡𝑡𝑡𝑡𝑡𝑡𝑔𝑔(𝑡𝑡)𝜌𝜌

+ 𝑐𝑐𝑡𝑡𝑐𝑐𝑡𝑡𝑐𝑐𝑐𝑐𝑐𝑐𝑡𝑡𝑡𝑡𝑡𝑡 

who  does  not  install  any 

application.  That  is,  𝐶𝐶𝑐𝑐𝑐𝑐𝑡𝑡𝑡𝑡𝑡𝑡𝑔𝑔(𝑡𝑡) = 0  the  initial  probability  of  user  g.  This  step  is  

repeated  until 

𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑠𝑠𝑡𝑡𝑡𝑡𝑡� 𝑠𝑠(𝑡𝑡0 ), all transfer of all client N client are exhausted. So the initialization is completed. 
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𝑗𝑗=
1 

 

 
 
 
 
 

B. Virus propagation follows the steps below: 
 

(a). Select the clients who are contaminated first and foremost: The infection spreading begins from 

𝐼𝐼0 tainted clients at time 𝑡𝑡0 step . Haphazardly pick the 𝐼𝐼0 tainted clients from the system. Presently the 
aggregate number of customers customer N is included by 1 and the request number of the malevolent 

application is customer M . Also, 𝐼𝐼(𝑡𝑡0 ) =  𝐼𝐼0,, here I(t)is the quantity of tainted clients at t th time step. 
They will send welcome messages to their companions. 

 

 
 

(b). Keep up the establishment circulation: The measurements of Bluetooth history demonstrates that there 

are numerous new exchanges ordinary, however the bend appeared in Fig.1 does not change essentially. 

The circulations of exchange of uses are comparable every now and then. So we ought to keep up the 

particular normal for exchanges. Because of the little size of our system, we downsize the quantity of 

establishments every day. We expect that the quantity of new exchange every day is m . We select one 

customer from the customer list, the likelihood of customer k is chosen is 

 

 

𝑃� 𝑐𝑐𝑐𝑐𝑐𝑐𝑡𝑡𝑡𝑡𝑡𝑡(𝑠

𝑠, 𝑡𝑡) = 

𝑡𝑡𝑡𝑡𝑡𝑡𝑡� 汜𝑠𝑠𝑡𝑡𝑡𝑡𝑡𝑡𝑠𝑠(𝑡𝑡)
𝜌𝜌+ 

𝑐𝑐𝑡𝑡𝑐𝑐𝑡𝑡𝑐𝑐𝑐𝑐𝑐𝑐𝑡𝑡𝑡𝑡𝑡𝑡 

∑𝑀𝑀𝑢𝑢𝑠𝑠𝑡𝑡𝑡𝑡=𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑠𝑠𝑡𝑡𝑡𝑡𝑡𝑡𝑔𝑔(𝑡𝑡)𝜌𝜌+ 

𝑐𝑐𝑡𝑡𝑐𝑐𝑡𝑡𝑐𝑐𝑐𝑐𝑐𝑐𝑡𝑡𝑡𝑡𝑡𝑡 

 

Here 𝑐𝑐𝑡𝑡𝑐𝑐𝑡𝑡𝑐𝑐𝑐𝑐� 摜𝑐𝑡𝑡𝑡𝑡𝑡𝑡characterizes the underlying likelihood P (s,t) customer of a customer with no 

exchange . 
At that point this chose customer is exchanged by a customer i with P (g,t) client . In the event that client i 

 

has exchanged this customer , pick other customer. We select customer and dole out it to a client for m 

times in this progression. So we have m new exchanges. Also, if the pernicious application is exchanged, 

change the estimation of I (t) , and the tainted client sends solicitations to his/her companions. 

 
 

(c). Clients manage the solicitations: Every client who has gotten c welcome right now step will introduce 

the pernicious application with the likelihood 

𝑃� 𝑉𝑉𝑐𝑐𝑡𝑡𝑢𝑢𝑠𝑠= 𝜎𝜎 𝑐𝑐𝑡𝑡𝑠𝑠𝑡𝑡𝑡𝑡𝑐𝑐𝑐𝑐𝑀𝑀𝑐𝑐𝑐𝑐𝑐𝑐𝑡𝑡𝑡𝑡𝑡𝑡(𝑡𝑡).𝐴𝐴𝐴𝐴𝐴𝐴𝑠𝑠𝑔𝑔(𝑡𝑡) .𝐼𝐼𝑡𝑡 

(1− 𝑀𝑀𝑢𝑢𝑠𝑠𝑡𝑡𝑡𝑡.𝑀𝑀𝑡𝑡𝐴𝐴𝐴𝐴
)𝑐𝑐
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will be changed if important. From the conduct of the infection, it is sensible that if client gets 

more welcome messages, he/she has higher hazard to be tainted. 

 
 

d). Repeat step b and c for the next time step t . 
 

 
 

 
 

Fig 2. No of Transfers at time tIn this simulation,M= 50000, = 100 app M M before the virus spreads, and 

10 𝐼𝐼0  = 10. 
In this recreation, we record I (t) at each time step t to demonstrate the infection spreading process in the 

 

system and the span of tainted clients at last. In Fig.2 we plot the conduct of malevolent application, as the 

strong line appears. In this figure, the quantity of establishments of the noxious application builds quickly, 

and approaches that of the top customer. That is on account of the progression (c) enables the infection to 

spread. However, after the quantity of tainted clients achieves a specific esteem, its development basically 

originates from the progression (b). So we can see from the assume that the development rate is as the same 

as that of the top application after t = 50 . What's more, we additionally record the conduct of the 

application which has a similar number of exchanges at 𝑡𝑡0 = 𝑡𝑡= 1.. We find that its establishments 

don't 
expand much. This infers the quantity of establishments of the application which has a similar condition 

 

before all else does not change clearly. 
 

 
 

Practices of clients can influence their companions' choice, and in BA sans scale arrange we can change the 

normal client's degree, which is the normal number of its companions. Fig.3 plots the establishment of 

pernicious application in various system with k = 6 and k =14 . Here k is the normal level of the system. 
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This figure demonstrates that a system with more noteworthy k has more tainted clients, and the infection 

can spread speedier in it. 

 
 

 
 

Fig. 3. The behavior of malicious application in networks with different average degrees. 

 
This affects the behavior of users significantly, as we see from the result. The people who sending 

and receiving the files using Bluetooth will be affected from this virus. 

 
 

CONCLUSION 

 
In this paper, we proposed a model for virus propagation in bluetooth network. In the model based 

on the Bluetooth application platform, if the virus is installed by more users, it will become more popular 

and attract more installations. The result of the simulation shows that, even the malicious application 

attracts only a few users in the beginning, it can still spread rapidly. That is because users may trust their 

friends of their life and install the malicious application. While in the second model, which is similar to the 

email virus propagation, the probability that a user is infected becomes smaller as more and more users get 

infected. We found that the virus spread faster in Bluetooth than in email network, as people use Bluetooth 

for various file transfers . And as the behavior of users can affect their friends, the virus will spread faster if 

the users have more Connected devices in the network. 
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