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Abstract— The In-Vehicle Infotainment (IVI) system is 

becoming increasingly complex with the addition of more and 

more features to make it more useful and entertaining to the 

driver. Thus testing the IVI system has become a difficult task 

which consumes a large amount of time. The automotive 

manufacturers are permitted to use only licensed tools and 

software for testing. In this paper, we have developed 2 new 

methods of testing using the licensed software, Vector CANoe: (i) 

a diagnostic tool to perform manual testing and (ii) a CAPL 

script to perform automatic testing.  

 
Index Terms— EOL testing, UDS standard, diagnostic tool, 

diagnostic feature automation, CAPL script 

I. INTRODUCTION 

HE In - Vehicle Infotainment (IVI) system located at the 

center of the car‟s dashboard provides useful information 

such as vehicle alerts, navigation and entertainment in the 

form of music, videos and pictures to the user. Today IVI 

systems are becoming more complex as they are getting more 

and more features to give the user an exhilarating experience 

while driving the vehicle. Due to the increased number of 

features, testing of the IVI system has become a complex and 

time consuming process. After the IVI system has been 

designed, it needs to be tested by the automotive manufacturer 

before integrating it into the vehicle. This type of testing done 

at the manufacturing stage is referred to as EOL (End-Of-

Line) testing. Testing methods today make use of open source 

programming languages such as python. However the 

manufacturers are prohibited from using open source tools and 

software for testing. Thus the objective of this project is to 

develop two methods of testing: (i) Manual testing and (ii) 

Automatic testing for the IVI system using Vector CANoe, a 

proprietary software. The programming language used is 

CAPL (CAN Access Programming Language). To perform 

manual testing, a diagnostic tool has been created. The 

proposed diagnostic tool provides the manufacturers with 3 

modes of request transmission and 15 Customizable Hot Keys 

(CHKs). For performing automatic testing, a CAPL script has 

been developed. The proposed CAPL script for diagnostic 

feature automation completes the testing of the entire ECU 

(Electronic Controller Unit) in less time and with little human 

effort. It also provides a lot of useful information to the 

manufacturers. As both these methods are developed using 

licensed software, they can be employed by automotive 

 
 

manufacturers for testing the ECU.  

 A diagnostic communication protocol defines what 

diagnostic services in the ECU can be accessed through this 

protocol. The protocol used in this project is UDS (Unified 

Diagnostic Services) protocol and the ECU used is the IVI 

system. 

II. BASIC PRINCIPLE 

The personal computer (PC) communicates with the IVI 

system using the CAN (Controller Area Network) protocol. 

Since the CAN protocol is used, the PC can directly talk to the 

IVI system. The IVI system is a typical CAN node containing 

the host controller, CAN controller, CAN transceiver and the 

CAN bus. To connect the Vector CANoe software on the PC 

to the CAN bus in the IVI system, the CANoe hardware is 

used.  

The CANoe hardware serves 2 purposes:  

 Relay information from the PC to the IVI system 

 Convert the data sent by the PC into CAN frames 

which can be understood by the IVI system 

 
 

Fig.  1. Basic block diagram 

 In the proposed manual and automatic testing methods, the 

software on the PC sends a request to the IVI system and the 

IVI system responds with a positive or negative response as 

shown in Fig. 1. Based on this response, it is determined 

whether the test has passed/ failed. 

III. UDS STANDARD 

UDS has been standardized as ISO 14229 – 1. Some of the 

services defined by this standard have been mentioned below 

along with their service ID (hexadecimal value): 

 Diagnostic session control (0x10) 

 ECU reset (0x11) 

 Read DTC (0x19) 

 Clear DTC (0x14) 

 Read data by identifier (0x22) 

 Write data by identifier (0x2E) 
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Diagnostic session control is used to request for the desired 

session in the ECU. The three sessions available are default, 

programming and extended session. Each session enables a set 

of diagnostic services and/or functionalities in the ECU. The 

ECU is always in the default session. The programming 

session enables all the diagnostic services needed for 

programming the memory of the ECU. The extended session 

provides a higher level of security than the other sessions and 

therefore any service that causes any change to the ECU will 

be enabled only in this session. The ECU remains in any 

session other than the default session only for a few seconds. 

ECU reset enables the manufacturer to reset the ECU. The 

three types of reset provided are hard reset, key on-off reset 

and soft reset. This service is enabled only in the extended 

session. 

Most modern vehicles today have the capability to detect 

faults and store the corresponding fault codes in their memory. 

These fault codes are referred to as Diagnostic Trouble Codes 

(DTC). The Read DTC service allows the manufacturer to 

read all the DTCs or the number of DTCs present in the 

vehicle‟s memory. By knowing these DTCs, the manufacturer 

can quickly identify and repair the faults. The Clear DTC 

service is used to clear the DTCs in the memory. 

The read and write data by identifier service is used for 

requesting for diagnostic data to be read from or written to the 

ECU. The identifier is commonly referred to as Parameter 

Identifier (PID) and is used to specify what data has to be read 

or written. For each ECU specification, there is a unique PID. 

The write data by identifier service is enabled only in the 

extended session.  

The request can be a single frame or a multi-frame. The 

general request format for all the services is shown in Fig. 2. 

When there are multiple frames, frame numbers are used to 

distinguish the different frames. The frame number for frame 

1 is 10, for frame 2 it is 21, for frame 3 it is 22 and so on. The 

data field is optional for both the request and response frames. 

 

 
Fig.  2. General request format 

 

A response is said to be positive if the 2
nd

 or 3
rd

 byte has a 

value equal to the service id plus 40. The positive response 

can be a single frame or multiple frames. The general positive 

response format is shown in Fig. 3. 

 
Fig.  3. General positive response format 

  

 The negative response format shown in Fig. 4 is the same 

for all services. The response is negative if the value in 2
nd

 

byte is 0x7F. The negative response trouble code indicates 

what error occurred. 

 

 
Fig.  4. Negative response format 

IV. CAN ACCESS PROGRAMMING LANGUAGE (CAPL) 

CAPL is pronounced as „Kapple‟. As it is an event based 

programming language, the program is organized into sections 

called event procedures. When an event occurs such as key 

press, switch activation, message reception etc, the 

corresponding event procedure is executed. If no event occurs, 

the program will be idle. An example program is shown in 

Fig. 5. When the key „a‟ is pressed, the code typed within the 

curly braces will be executed. 

 

 
Fig.  5. An example CAPL program 

V. PROPOSED DIAGNOSTIC TOOL 

The panel for the diagnostic tool has been designed using a 

separate application provided with Vector CANoe called the 

Panel designer which is used for designing graphic panels. All 

the controls i.e. buttons, drop down box, input-output box etc 

used in the panel must be assigned to environment variables 

and these variables should be defined in the CANdb++ (CAN 

Database) editor. Environment variables make the connection 

between the controls on the panel and its associated CAPL 

code possible. Fig. 6 shows the environment variables 

database that was developed for this project. 

 

on key ‘a’ 
{ 
// code 

} 
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Fig.  6. Environment variables database 

 

The developed diagnostic tool shown in Fig. 7 provides the 

manufacturer with three ways to send a request (shown in Fig. 

8). 

 

 
(a) 

 

 
(b) 

 

Fig.  7. (a) Top and (b) bottom portion of the diagnostic tool 

 

 
 

Fig.  8. Types of request transmission 

 

In the general R/W section (shown in Fig. 9), the data 

length of the request message is typed in the data length box. 

The data length need not be specified for services that have a 

constant length request. From the service type drop down 

menu, the desired service is selected. In the PID box, the PID 

value can be typed. The request is typed in the boxes D0 – D7 

which represents the 8 bytes of a frame. By using the „+‟ or „-‟ 

button, we can move from one frame to another. The save and 

clear button is used to save the contents of the request into a 

buffer and to clear all the entries in the general R/W section 

respectively. The frame no box specifies the number of the 

current frame. Initially the request ID and frame number will 

be set as 0x750 and 1 respectively. When send request button 

is pressed, the request is transmitted. 

 

 
 

Fig.  9. General R/W section 

 

In the direct transmission section (shown in Fig. 10), the 

request can be typed continuously leaving space between the 

bytes in the „data to transmit‟ box instead of typing each byte 

in a separate box as in the General R/W section. On clicking 

the send button, the request is sent. 

 

 
 

Fig.  10. Direct transmission section 

 

Hot keys (shown in Fig. 11) ensure that the manufacturer no 

longer needs to type the frequently used requests. By simply 

pressing the key, the request saved in the key is transmitted. 

Two kinds of hot keys have been provided: 
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 Fixed hot keys (FHK) – Frequently used requests are 

already stored in the key. 

 Customized hot keys (CHK) – Allows the 

manufacturer to save any request that he wants to the 

key. 15 such keys have been provided. Two check 

boxes are present: General R/W and Direct 

transmission. If the General R/W check box is ticked, 

it indicates that the message typed in the General 

R/W section needs to be saved to the key. The same 

applies to the Direct transmission check box as well. 

 

 
 

Fig.  11. Hot keys section 

 

In all the three sections, single and multiple frames can be 

transmitted and received accurately. The response from the 

IVI system will always be displayed in the message data 

(payload) sub-section of the General R/W section. 

VI. PROPOSED DIAGNOSTIC FEATURE AUTOMATION 

The developed CAPL script automatically tests all the 

diagnostic features in the IVI system. When the CAPL script 

is run, the requests are sent one after the other to the IVI 

system and the responses received are displayed. The 

advantage of automatic testing is that it reduces the amount of 

time and effort required for testing. The developed CAPL 

script takes approximately 1 minute 40 seconds to test all 

features of the IVI system. 

 

Provides useful information to the manufacturer such as: 

 Information about each test 

 Result of test – Pass/ Fail 

 Total no of tests 

 No of tests that passed/ failed 

 Response received (Single and multiple frames) 

 List of tests that failed 

 No of tests that failed due to a particular error  

VII. RESULTS AND DISCUSSIONS 

A. Diagnostic tool 

An example of how a request is sent and received in the 

general R/W section is shown in Fig. 12. The ECU reset 

service is selected from the service type drop down list and the 

value 3 is typed in D0 to request for the sub-function - soft 

reset as shown in Fig. 12(a). On clicking send request button, 

the values entered are put into the CAN request frame (Fig. 2) 

and transmitted. The positive response received is shown in 

Fig. 12(b).  

 

 
(a) 

 

 
(b) 

Fig.  12. (a) ECU reset request and (b) ECU reset response 

 

Fig. 13 shows an example for a write request using a fixed 

hot key. Before a write request is sent, the request for 

extended session is sent. Once a positive response is received, 

the write request is sent. In this example we are changing the 

preset value of the tuner. A positive response indicates that the 

preset value has changed. The same can be observed in the IVI 

system. 

 

 
(a) 
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(b) 

Fig.  13. (a) Write request and (b) write response 
 

Fig. 14 shows an example for Customizable Hot Keys 

(CHK). The request is typed in the „data to transmit‟ box of 

the Direct transmission section. The send button has a dual 

functionality. It not only sends the request but it also saves the 

request into a buffer. The Direct transmission check box is 

selected to indicate that the request typed in the Direct 

transmission section needs to saved to the desired CHK. A text 

box is provided near each CHK, for typing the name/ purpose 

of the CHK, so that the manufacturer knows what he has 

saved in the CHK. On clicking the desired CHK, the request is 

saved in it (shown in Fig. 14(a)). After saving the request, the 

check box is deselected and now whenever the CHK is 

pressed and the request is transmitted and the response 

received can be viewed in the General R/W section (shown in 

Fig. 14(b)). 

 

 
(a) 

 

 
(b) 

Fig.  14. (a) Request is saved to CHK 12 (b) On pressing CHK 12, the 
request saved in it is transmitted 

 

B. CAPL based diagnostic feature automation 

The result for CAPL based diagnostic feature automation is 

shown in Fig. 15. The amount of time taken is shown at the 

bottom right corner of the window in Fig 15(b). 

 

 
(a) 

 

 
(b) 

 

Fig.  15. (a) Information about each test is displayed and (b) Result for 

CAPL based diagnostic feature automation 
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C. Hardware implementation 

Fig. 16 shows the overall hardware implementation.  

 
Fig.  16. Overall hardware implementation 

VIII. CONCLUSION 

Two methods of testing: a diagnostic tool to perform 

manual testing and a CAPL script for performing automatic 

testing of the diagnostic features in the IVI system have been 

developed. The tool has been developed to make the 

manufacturer‟s work easier by providing new features like 

three options for sending requests and 15 customizable hot 

keys. Diagnostic feature automation using CAPL script 

completes the testing of the IVI system within a short period 

of time and requires less human effort. Thus the motivation to 

help the automotive manufacturers to test the IVI system 

manually and automatically using licensed tools and software 

has been achieved. 
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