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ABSTRACT 

Now a days the data created around worldwide is huge 

in amount and needed to be stored for a longer period of 

time which leads to a concept of big data. This leads to 

a new technological way of encoding data on Synthetic 

Deoxy Ribo Nucleic acid (DNA) where data will be 

stored as base sequence. DNA provides a biological 

information storage medium for living cells and can 

store information for more than millions of years. The 

proposed work involves conversion of text files and 

images to DNA sequence to store and retrieve data. In 

this work, the text and image files are encrypted with a 

symmetric key for security purpose and Huffman 

encoding is used for compression. 

Keywords: Big data, Data storage, DNA, Huffman 

encoding, Compression. 

I. INTRODUCTION 

Big data describes both unstructured and structured 

data. DNA exists in human cell as a data storage 

system. The digital world has data contained in 

computer as files, movies, photo, historic archives and 

exploding volume of digital information collected by 

business and device worldwide is expected to hit 44 

trillion gigabytes by 2020. The current electronic 

storage system needs specialized maintenance and huge 

amount of space and is not environmental friendly. The 

world is generating data more than the storage capacity 

hence DNA becomes an alternative choice for storing 

data. DNA contains genetic information of living 

organism for long years. DNA is made of strands of 

molecules known as nucleotides: Adenine, Thymine, 

Cytosine and Guanine, abbreviated as A, T, C and G. 

DNA data storage allows huge amount of data to be 

stored in a sequence of DNA and it does not need active 

maintenance. This feature leads to digital data storage 

in binary sequence of 0‟s and 1‟s. 

II. PROPOSED WORK 

 

COMPRESSION OF DATA: Image encryption 

technique converts original image to another image that 

is hard to understand, in order to keep the image 

confidential between users. It is essential that nobody 

could get to know the content of the data without a key 

for decryption. Huffman coding is chosen as the 

statistical compression schema in order to achieve a 

good compression ratio. The input consists of text and 

image which is converted to a set of binary sequence. 

To improve the data storage we need to compress the 

original text or image prior to encoding. 

PADDING: Padding is the addition of one or more 

extra bits to a transmission or storage unit to make it 

conform to a standard size. To improve the security we 

use one time pad where randomly generated binary 

code is XORed with the output binary value from the 

Huffman encoding, decryption of message is impossible 

without knowing the Key. 

ENCODING: Encoding is used to reduce the file size. 

The generated binary values, after Huffman coding is 

mapped to nucleotides according to mapping table. 

Then the binary strand is converted to DNA sequence. 

Mapping table consist of binary bit and nucleotide as 

shown below in table1. It depicts that two binary bits 

are represented for a nucleotide base. As each of the 

four bases can represented by two bits (2
2 
= 4). 

 

International Journal of Pure and Applied Mathematics
Volume 119 No. 7 2018, 1047-1051
ISSN: 1311-8080 (printed version); ISSN: 1314-3395 (on-line version)
url: http://www.ijpam.eu
Special Issue ijpam.eu

1047



TABLE I MAPPING 

Binary Nucleotides 

11 A 

00 T 

01 G 

10 C 

 

DECODING: The decoding of data can be performed 

by reversing the encoding process. To recover the 

original data decoding mechanisms is used. 

ALGORITHM  

The two processing of algorithm are i) 

Encoding and ii) Decoding are as follows 

Encoding Process: Reading Original image: The input 

image of the specified format (.png, .jpg, .bmp, .tiff) is 

first converted to a gray scale image. 

Input: Text files or image  

Output: DNA sequences in which data is encoded. 

BEGIN 

 Read the original image. 

 Convert the input data into encrypted for 

image by using bit Xor between key and the 

plain image. 

  And then convert to ASCII values and sort the 

gray levels by decreasing probability. 

 Add the two smallest probabilities and repeat 

until only two probability remains. 

 Give the code 0 to highest probability and the 

code 1 to the lowest probability until all gray 

levels have a unique code as binary value. 

 Display result after encoding. 

 Apply zero padding if the length is odd and 

map AGTC to result after encoding to get 

DNA sequence.  

 Display output as DNA sequence. 

  END 

 The input image taken as cameraman.jpg and encoded 

using proposed technique the output DNA sequence is 

ACTGAGACCCCTTCGCGTATGACTTTCCGCGCG

ACCGGGCCGTTTTGCGGTATCGTAATGTTCGGT

CGGGCCTAGATGGATCCGACCCCAAGACAAAT

ACATGCGACTGCGAAATATA….. 

 

Decoding Process: 

Input: DNA sequences in which data is encoded  

Output: Original Text files or image. 

BEGIN 

 Read DNA sequences 

 The DNA string is decoded into binary string 

using nucleotide conversion by mapping table. 

 Then remove the padding and display the 

result. . 

 Decrypt the image by using bit wise Xor with 

cipher image and key and then display the 

image. 

 Remove noise using filter and decoded file is 

generated in which it has original input data. 

END 

The output of DNA sequence is decoded to get the 

original image 

III PERFORMANCE ANALYSIS 

The encrypted image should not have any statistical 

similarity with the original image to prevent leakage of 

information. Histogram and Entropy are the parameters 

evaluated for statistical analysis. Standard images and 

some medical images are used to test images for 

simulating the algorithm. The obtained encrypted image 

is undergone decryption process and the retrieved 

image preserves quality. 

 Histogram: Histogram is one of the most important 

statistical characteristic of an image, and it plots the 

number pixel values against different grey level values. 

Here, histogram of test image before and after are 

compared to perform the statistical performance of the 

system and it is seen that the pixel grey values  of 

original image are concentrated on some points, but the 

pixel grey values after the process are distributed 

uniformly in entire pixel values.  The histograms of 

plain and encrypted image produced by the proposed 

algorithm are shown in the fig 1 and 2 respectively. An 
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effective image encryption should produce cipher image 

with uniform histogram and should be distinct with of 

its plain image.  

   

 

 

Fig 1 a) Plain Medical image and b) histogram of (a) 

 

 

 

 

 

Fig 2 c) Encrypted medical image and histogram of (c) 

 

Entropy: Entropy is the expected value  of the 

information contained in each message. Although 

entropy is often used as a “characterization of the 

information content of a data source, this information 

content is not absolute: it depends crucially on the 

probabilistic model”. The below table2 shows the 

information about the entropy value of original image 

of cameraman and medical image and encrypted 

images. The entropy values of the encrypted image are 

relatively high. 

 

 

 

Table II Value of Entropy information 

Entropy 
information 

for original 
image 

Entropy 
information of 

encrypted 
image  

Volume Image 

7.0860 
 

    7.9959 204*204 Camerman.jpg 

7.3424 

 

    7.9960 228*221 Medical.jpg 

7.5332     7.9992 467*490 ORLface.jpg 
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IV CONCLUSION 

The rising demand for the storage has led to the 

increase of the new and emerging technologies for the 

efficient data storage. With the rapid development of 

computer technology and broad application of internet, 

the security for the digital images has become more 

important. This method is useful for storing message for 

longer period. Future work may focus on change of 

algorithm and designing other mapping techniques and 

making the technology cost effective.  
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