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Abstract–E-Learning is an internet based learning 

technology that enables an effective learning process and 

improves the learning efficiency.  Cloud computing is 

suitable for the E-learning. E-leaning combined with cloud 

computing methods provides many advantages to learning 

the system.  This paper a security framework that ensures 

multi-level security by introducing endorsement, access 

control mechanisms and data hiding using cryptography and 

steganography techniques. Existing algorithm is applied 

using the secret key to encrypt the contents. The security 

framework of cloud computing based E-learning support 

model authenticates register users by means of username, 

password and OTP.  The encrypted content, along with user 

input key is embedded into a JPEG cover image by using 

LSB. 
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I.INTRODUCTION 

E-learning coupled with cloud computing techniques has 

become a popular technology in the domain of information 

technology.   Based on different cloud techniques, many  

E-learning products are developed, cloud-based E-learning 

system, Security plays a vital part and it is crucial to 

preserve the privacy of data contents of users stored in cloud 

servers E-learning. It is usually defined as the usage of 

networked information and communication technology(ICT) 

for learning and teaching activities which can also be 

described as a web-based learning or internet-based 

learning, computer-based learning, online learning, 

distributed learning and virtual learning.  It is a method of 

computer network-based transfer of skills, study material 

and knowledge and is achieved through the internet, 

satellite, TV, audio or video tape.  The learning content 

could be in the form of text, image, cartoon, streaming video 

and audio. 

The purpose of E-learning system for trainers are managing 

the content, preparing test materials, evaluating test, projects 

and assignments, sending feedback and interaction with 

student through forums 

II.RELATED WORK 

The following section describes about the architecture of  

E-learning system. 

The E-learning system are contained many software 

components, including the client application, and application 

server and a database server in addition to hardware 

components like client computer, communication 

infrastructure and servers. 

The following figure shows the E-Learning System. 

 

The user/client can use a mobile device or desktop computer 

for accessing the content of an E-learning system.  A 

dedicated application on a web browser can be used for 

client application.  Nowadays, instead of desktop computer 

advance mobile device are used for multimedia based 

application. 

Multimedia based mobile application, suffer from many 

constraints like processing power and memory constraints.  

So the dataprocessing is performed on the server side.  The 
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E-learning server utilizes cloud computing feature for an 

effective learning process.  E-learning system make use of 

cloud technology in the process. 

Infrastructure 

Utilize service provider’s infrastructure to implement an  

E-learning solution. 

Platform 

Utilize the service provider development interface to create 

and E-learning solution. 

Services 

Utilize the E-learning solution provided by the service 

provider. 

The infrastructure layer consists of E-learning resources 

which are necessary for teaching and information 

technology, infrastructure; information infrastructure 

contains intranet, server and other hardware information 

management system. 

Cloud Computing 

Cloud computing is a latest innovation that provides 

resources as a service.  It offers an infrastructure platform 

and software as service, which are made available based on 

subscription.  The key concept behind cloud computing is 

creating a pool of virtual computing resources with 

emphasis on huge computing resources that are linked to the 

network.  The resource shared through the cloud can be 

hardware, software, network servers, application and the 

subscription cost is dependent on usage and size of the 

resource, Hence it can also be called as PAYGO (pay as you 

Go).  The three categories of services provided by the cloud 

include platform as a service(Paas), infrastructure as a 

service(Iaas) and Software as a service(SaaS). 

 

Architecture of Cloud based E-Learning system. 

The following figure shows the architecture of cloud based 

E-learning System. 

It is the lowermost layer of cloud service middleware whose 

responsibilities is to allocate all the required hardware 

resources such as physical storage and processing units.  The 

server network and memory are clubbed together by 

virtualization and are scalable at any time to provide the 

continuous support to cloud middleware services for the 

cloud based E-learning system. 

Software Resource layer 

This layer is created using an operating system and 

middleware.  Software developers can create several  

E-learning application using middleware technologies. 

Resource Management Layer 

This layer is in charge for coupling between hardware and 

software resources to guarantee constant on demand 

software distribution of diverse hardware resource through 

virtualization and scheduling concept in cloud computing. 

Cloud server Layer 

Cloud service layer aids the cloud clients to utilize several 

cloud resources such as software, hardware and 

infrastructure resources for their application. 

Application Layer 

This layer acts as business logic of E-learning and its 

comprised of generation of E-Content, secure delivery, 

educational platform, teaching and learning assessment and 

education management.   

Various functional modules of cloud-based E-learning 

system is 

 E-Learners management 

 Course management 

 Faculty management 

 File management 

 Online test management 

 Feedback system. 

 

The following section presents security concerns in 

 E-learning 

Security Framework Model for Cloud Based E-learning 

System. The E-content in the cloud is secured at different 

levels in the proposed framework.  The different levels of 

security are endorsement, access control, encryption and 

decryption.  The initial level is endorsing which includes 

registration unique identification using identity and 

password and OTP.  The next level is an access control 

mechanism which grained access control to user according 

to their roles.  The last level is data prediction which is 

accomplished using cryptography and stenographic 

technology. 
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The various models that provide security of different levels 

are described below. 

The following figure shown security architecture of Cloud 

based E-learning system.  

 

A Security framework model for Cloud-Based E-Learning 

System 

The E-Content in the cloud is secured at different levels in 

the proposed framework.  The different levels of security are 

endorsement, access control, encryption and decryption.  

The initial level is endorsement which includes registration, 

unique identification using identity and password and OTP. 

The next level is an  access control mechanism which grants 

access to users according to their roles. The last level isthe  

last protected which is accomplished  using cryptography 

and stenographic techniques.  The various modules that 

provide security at different levels are described below. 

The following figure shows security architecture of cloud-

based e-learning system. 

 

 

Cloud admin module 

The cloud admin module consists of three different modules, 

namely, endorsement module, access control module  and 

encryption / decryption module. 

Endorsement module 

It is the first module in the cloud admin module.  Every user 

has to  be registered in the cloud using unique identity and 

password.  The cloud admin module maintains the status of 

each user and  monitors the entire process. Unregistered 

users are not permitted to log into the system. 

Access control module 

This is the second module in the cloud admin module.  Role-

based access control mechanism is followed to provide 

access to legitimate users.  Each user is given access rights, 

content based on their roles such as student, teaching 

faculty, head of department, university head etc. 

Encryption/decryption module 

It is the third module in the cloud admin module where the 

data is encrypted using the cover image and stego image is 

formed. 

The main function of the cloud admin module is 

 Providing authentication for registered E-leaners 

 Issuing access rights to e-learners basedon their roles. 

 Key generationencryption anddecryption using the 

secret key. 

 Monitoring and managing different user’s status and 

activities 

 

The different users ofcloud-based e-learning system are as 

follows. 

E-content providers / publishers 

The publisher/providers publish the e-content in the secured 

format using stenographic technique. The content is 

embedded within the image which is deployed in the cloud. 

E-learners/user 

The E-learners can be student, faculty of different positions, 

heads of department researchscholars and university or 

institution heads.  The user has privileges to access content 

only by identifying himself/herself as a valid user. 

The following figure shows the proposed endorsement 

module. 

International Journal of Pure and Applied Mathematics Special Issue

865



 
 

   

The following figure shows a flow diagram of the proposed 

security framework for the E-leaner access in cloud based   

E-learning system. 

Description of  secure uploading and downloading process 

of the proposed framework. 

The publisher performs uploading and theE-learners interact 

with the cloud admin module in the proposed framework to 

access the required uploaded learning document. 

 

 
 

The following steps show the process to be followed for 

downloading E-content. 

 

Step 1: if a user need to download a file from the E-learning  

            cloud, raise the authentication request to the cloud  

            admin. 

Step 2: The Cloud admin examines if the requested user is  

             legal user it provides the authentication to the user. 

             If the requested user is legal user it provides the  

            authentication to the user. If the user is  

             not a legal user then the cloud admin discards the  

             request of the user. 

Step 3: OTP (one Time Password) will be sent to the  

            registered E-learner which needs to be entered within  

            in 2 minutes of its receipt to complete the  

            verification process. 

Step 4: After authentication, the user requests to the cloud  

             admin for downloading files. 

Step 5: The cloud admin checks the status/role of the user  

            and decides whether rights to download the file. 

Step 6:  Then the cloud admin interacts with the cloud server  

             to download the file. 

Step 7:  The file will be provided to the user. 

 

Interaction between publisher and Cloud server 

 

Step 1: If a publisher needs to upload a file to the E-learning  

            cloud, he must raise the authentication request to the  

            cloud admin. 

Step2: The cloud admin examines if the requested  

            Publisher is legal or not.  If the requested publisher is  

            a legal publisher then it provides the authentication  

            to publisher.  If  the publisher is not a legal publisher  

           then the cloud admin discards the request. 

Step 3: OTP(one time password) will be sent to the  

             registered publisher which needs to be entered with  

             2 minutes of its receipt to complete the  

             Verification process. 

Step4: After authentication the publisher requests to  

           the cloud admin for uploading files to the server and  

            provides file to be uploaded, cover image and a key. 

Step 5: The cloud admin checks the status/role of  

             the publisher and decides whether the publisher  

             has rights to upload the file.        

Step 6: The cloud admin displays an acknowledge that the  

             uploading operation has been performed sucessfully. 

 

VI. CONCLUSION 

The E-learning security framework is a multi-level approach 

which provides data protection at different levels and the 

security levels are endorsement, access control, encryption 

and decryption.  Each user has to register to use E-learning 

system and their registration details like user details, their 

roles are maintained. In addition to verification of user name 

and password, an OTP is also used for each session to 

provide a better authentication.  Access control mechanism 

is the second level protection that provides appropriate 

permission to user based on their roles for this purpose. 
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