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Abstract: 

Steganography is the art of protecting information in forms that inhibit the disclosure 

of a protected message.  As of now the greater part of the steganography algorithms are by 

changing the Least Significant Bit (LSB) of the consecutive locations of the cover medium to 

store the secret information. The inadequacy of this algorithm is that hidden message can be 

recovered effectively through steganalysis since the messages are stored in consecutive 

locations.  This paper exhibits an interesting audio steganography approach for information 

hiding based on Polynomial equations and Least Significant Bits (LSB) substitution.In this 

method, the location of the cover medium where the secret message is to be stored is chosen 

haphazardly. In order to expand the security level, a basic encryption with the versatile key 

has been proposed. Results show that proposed method is efficient and effective. 

Performance of proposed method was evaluated using Normalized correlation, signal to noise 

ration and Histogram error ration. The results enhance the efficiency of the method. 

 

I. INTRODUCTION 

 

The vital tool to exchange the data today is PC’s, to communicate with others to share 

the data we need it. Now everyone looks for a rapid, secure and economical way for 

communications [17,18,19]. In this era, the technology is rapidly growing and slowly a 

strange type of criminal (Hackers) rises. Many of them steal data for challenges only. Some 

of them used for the economical purpose [9,20,21,22]. So hence a new technology is 

mandatory to serve the data against Hackers. Steganography is the branch of science which 

deals with embedding secret message on the transmitter side and retrieving it successfully on 

the receiver side[3,10,11]. Strictly speaking, steganography is not only authentication 

provider through watermarking but a door to confidential communication as well.Many 

methods for the audio steganography were developed [1,2,12]. While entering into the 

steganography three important elements take into consideration: perceptive invisibility, 

capacity and robustness [4,13]. A direct method for protecting data is through the adjustment 

of the Least Significant Bits [5,14]. It involves the adjustment of those bits whose grant to the 

carrier signal is less antique, and the reforms in the host file are hardly audible to the human 

ear.  Another approach is introduced in [6,15], called spread spectrum. In this system the 

audio is coded throughout the full frequency spectrum. This provides the audio to be carried 

over various frequencies that differ corresponding to the spectrum extension method applied. 
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Those approaches that exploit this type of procedure are the Corresponding safest for 

conveying concealed information in an audio file. 

 

II. POLYNOMIAL EQUATIONS 

A polynomial equation is a powerful mathematical tool. The polynomial equation 

consists variables and coefficients which involves the arithmetic operation such as addition, 

subtraction and multiplication.  The common form of polynomial equations can be described 

as 

 ( )                                                    (1) 

Here           are the coefficients of the polynomial. The largest exponent of   

appearing in a non-zero term of a polynomial is called the degree of 

polynomial.The  occurring in a polynomial is called a variable or an indeterminate.  

 Here the polynomial equations are used to find the location of insertion of message 

data in the cover media [7]. The following process shows Selecting the location in the cover 

media by using polynomial equations.  

 

Ex:    ( )         

     ( )                  (2) 

 

Therefore 91 is the location where we embedded the secret data.According to the degree the 

names are assigned to polynomial and listed inTable1. In this paper Linear, Quadratic and 

Cubic polynomial are using for Selecting the bytes in the cover media. 

 

Table 1 : Polynomial Names assigned by Degree 

Degree 
Name of the 

Polynomial 

1 Linear 

2 Quadratic 

3 Cubic 

4 Quartic 

5 Quintic 

 

2.1 Linear polynomial function 

If the Polynomial function can be described by degree one such polynomial is called Linear 

Polynomial function. This function or equations are used to determine the location of the 

cover medium to hide the secret data. 

The common form of the 1
st
-degree polynomial equation is  

 

 ( )           (3) 

 

2.2 Quadratic polynomial function 

If the Polynomial function can be described by degree two such polynomials are called the 

quadratic polynomial function. In this method 2
nd

 degree equations are used to determine the 

location of the cover medium to hide the secret data.  

The common form of the 2
nd

-degree polynomial equation is  

 

 ( )               (4) 

 

2.3 Cubic polynomial function 

If the Polynomial function can be described by degree three such polynomials are called 

Cubic Polynomial function. In this method 3
rd

-degree equations are used to determine the 

location of the cover medium to hide the secret data.  
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The common form of the 3
rd

 degree polynomial equation is  

 

 ( )                  (5) 

 

In this method Double polynomial equations were used to select the location of the 

cover object. Double polynomial means two polynomial equations were used. Finalizing the 

polynomial equations, evaluates the polynomial at specified values of its independent 

variable   which can be an array based on the cover object or the secret data.  

Let take two polynomial equations  ( )and  ( ) described as 

 

 ( )       

 ( )           (6) 

 

For the independent variable   ,    - evaluate two polynomial equations  ( )and  ( ).   

and   contains 10 values corresponding to   those are [4,6,8,10,12,14,16,18,20,22] and 

[5,8,11,14,17,20,23,26,29,32] respectively. Find    , if any element is same then remove 

the element in second polynomial data  . In the above case 3
rd

 ,6
th

 and 9
th

 of polynomial data 

  and 2
nd

 , 4
th

 and 6
th

 of polynomial data   are same, hence we remove those elements in the 

of polynomial data  . The new of polynomial data   becomes [5,11,17,23,26,29,32]. 

Combine the of polynomial data         to get overall polynomial data  

  ,   -      (7) 

 

III PROPOSED METHOD 

The proposed system uses the audio signal as a cover object. The audio signal either 

stereo or mono. In this proposed system, the polynomial equations used as a secret key for 

hiding the information. Symmetric encryption was used to encrypt the secret information 

before embedding and after extracting process same is used in reverse order [16]. Least 

Significant Bit (HLSB) method was used for embedding process. 

The following sections describe the procedure for concealing and extracting the secret 

information. 

 

3.1 Hiding information: Let Ibe the original audio signal as cover object of length m and 

represented as 
 

  { ( )|       
 ( ) ,    -

}      (8) 

 

Step 1: Select the secret information to hide, convert it into binary form using ASCII, which 

is denoted by M and express as 

 

  *  |         *   ++    (9) 

 

Where N is the no of bits in secret information,  

Step 2: Encrypt the information using encryption key K defined as 

 

  *  |         *   ++    (10) 

 

The ultimate secrete information  ̂  for hiding is obtain by XOR operation of M and K 

represented as 

 ̂  * ̂ | ̂       +     (11) 

 

Where  denotes XOR operation. 

Step 3: convert the audio signal into 16-bit data and arrange it as a vector. 
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Step 4: Generate polynomial data   using polynomial equations. 

Step 5: Based on polynomial data   select the corresponding element in cover object where 

information to be hides  

H {  |    ( )}     (12) 

 

Where  the element and H is is the intensity vector representation of corresponding element 

in audio vector.  

Step 6: select the successive bits in ultimate secrete information for hiding. Hide the 

information using LSB in H.  

Step 7: Rearrange the vector from 16-bit data signal, Then the Stego- audio is defined as 

 

 ̂  { ̂( )|      
 ̂( ) ,    +

}      (13) 

 

3.2 Extracting process 

In the extracting process, the hidden information can be extracted without referring to the 

original cover-object from stego-object.  

 

The following steps consist in the extraction process. 

Step 1: convert the stego-audio signal into 16-bit data and arrange it as a vector. 

 

 ̂  * ̂ |       ̂  ,    -+    (14) 

 

Step 2: Generate polynomial data   

Step 3: Based on polynomial data   select the corresponding element in audio vector to 

extract the hidden information. 

Step 4: Extract the successive bits of ultimate secrete information using LSB extraction. The 

ultimate secrete information is  

 ̂  * ̂ |     +     (15) 

 

Step 5: Decrypt the information using encryption key K defined as 

 

   *  |         *   ++   (16) 

 

Step 6: The secret information after decryption is obtained by XOR operation of  ̂ and K 

and expressed as 

  *  |    ̂    +    (17) 

 

This proposed method recovers the retrieval data fully without any distortion 

 

IV. Experimental Results 

In this experimentation, different audio signals with different length are used as the 

cover object. We used Normalized correlation (NC), Structural content (SC) and Signal to 

Noise Ratio (SNR) to assess the quality of embedding of our proposed method. Bit Error Rate 

(BER) and Data Received are used to assess the quality of Extracting of our proposed 

method. 

Histogram Error Ratio (HER): The histogram graphical representation of the tonal 

distribution in a Signal.  HER is used to measure the statistical undetectable. HER varies 

between 0 to 1. If HER is equal to 0 means statistical undetectable and defined as 

 

     
∑ (       )

  
   

∑ (   )
  

   
     (18) 
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here CH,SH is the cover and stego object histogram respectively. 

 

Normalized correlation (NC): the closeness between two objects can also be quantified in 

terms of the correlation function. NC measures the similarities between two objects. NC 

varies between 0 to 1.If NC is equal to 1 means both objects are similar and defined as 

 

   
∑ (      

 )  
   

∑ (  )  
   

       (19) 

 

here    is the cover object and   
  is the stego object 

 

Sam.wav with sampling rate 8 kHz, 16 bits per sample were used to encode data and 

duration 0.24 sec are shown in the Fig.2 as a cover object. Fig.2 shows the stego-audio 

obtained by proposed scheme corresponding to the cover object in Fig.1. 

 

 
Fig.1: Cover audio signal 

 
Fig.2:Stego audio signal 

 

 
Fig.3: Histograms of Original and Stego audio signal 
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Table 2: Performance measurement of the proposed method. 

Cover Object 

 

Performance Analysis 

Embedding  Extracting 

File Name 

Sampling 

Frequency 

(Hz) 

Size 

(kB) 

Duration 

(Sec) 
SNR NC HER BER 

Data 

Received 

(%) 

Chimes.wav 22050 166 7.7090 

 

73.45 0.99 1.7e-05 0.0 100 

Crane_run.w

av 
44100 185 2.15 71.12 0.99 1.22e-04 0.0 100 

Demo.wav 44100 861 10 72.01 0.99 4.0e-05 0.0 100 

heli.wav 22050 98.8 4.58 74.56 0.99 1.22e-05 0.0 100 

Sam.wav 8000 3.75 0.24 78.61 1.0 0.0 0.0 100 

Squeaky.wa

v 
22050 67 3.11 76.23 0.99 4.0e-05 0.0 100 

 

From Fig. 4 we notice that there is no perceptual distorting occurred by the proposed 

method. The Human Audible System (HAS) cannot identify the difference between cover 

and Stego audios. Fig. 4 shows the histogram for speech signal before and after embedding 

the message. Furthermore, the histogram power error ratios are very small because of the 

high correlation between the cover and stego signals. The proposed method has excellent 

perceptual quality with high embedding capacity Table. 2 shows several tests performance 

measurements in terms of SNR, NC, and SC for the proposed method 

 

. IV. Conclusion 

 

In this paper a new and efficient way of hiding scheme using audio files has been 

developed with highly secure and less Perceptual transparency. Result analysis explains that 

the cover audio signal and stego audio signal has no difference means no distortion. 

Histogram error ratio between original audio signal and stego audio signal is almost zero and 

Normalized correlation is almost unity means statistically undetectable. This method not only 

provides the imperceptible but also the easiest way to accomplish privacy. This method based 

on the coefficients of the polynomial equations the embedding rate is varied. Different 

polynomial equations with changing the order of the proposed method were analyzed. The 

results strengthen the effectiveness of the method. 
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