
 

 

 

 

Abstract— Digitalized India is where we are moving to and 

thus the place where we store all our data is the database. It has 

to be secured to avoid theft, spoofing or any other malware 

activities which is been performed easily now a day. Storing an 

encrypted data in the database is what we do now. There are 

cases where we need to compute the values too. Now a day, 

every company chooses to store their applications and perform 

computations on cloud databases like Google cloud platform, 

Azure, etc. to cut the cost of physical storage. It also provides 

better solutions for e-governance and effects a lot of financial 

benefits in many aspects. But, the security in the databases 

either stored physically, or in cloud, is questionable and also if 

needed to perform some calculations, the data which is 

encrypted in database will be pulled, decrypted and then 

computed, which is a tedious and an insecure process. And so, 

we go for partial homomorphic encryption where we could 

perform all the computations on the encrypted data itself thus 

making the database which holds all sensitive information to be 

more secure and efficient comparative to the traditional RSA, 

ElGamal algorithms. 

I. INTRODUCTION 

Forecasting stock market like calculating NAV, update 

of assets handled; currency exchange rate, bank bankruptcies 

and details, managing the financial risk, trading futures and 

ideas, credit and debit rating, loan management, bank 

customer profiling like filling KYC, money laundering 

analyses etc. are the basics in the Financial world. All these 

data are handled by some companies and organizations 

(private and public), where these are stored in Databases. 

They should be secured to avoid from the consequences of 

hacking and other malware activities.  

Cloud databases [3] are common now a day. The 

general encryption techniques used are faster but the security 

level is low. Whereas in partially homomorphic encryption 

security level is high and the computation too takes less time 

and it is considered to be more efficient than fully 

homomorphic encryption. [18] This method is used mainly 

to do computations on the encrypted data, so that there is no 

need for decryption of the encrypted data before performing 

such evaluations. 

Encryption is the process of converting a normal plain 

text to a text that a normal human could not understand for 

hiding the secret information. Not only messages, even 

                                                           
*Corresponding Author 

calculations should be encrypted for maintaining it secrecy 

for which we go for the homomorphic encryption. 

A. HOMOMORPHIC ENCRYPTION 

Homomorphic encryption (HE) is where we perform the 

executions or computations on cipher text, which generates 

an encrypted cipher text, when it decrypts, it matches the 

result of operations performed on the usual plaintext.   

 
Fig 1: Homomorphic Encryption with(in) cloud 

 

Homomorphic encryptions give us platform to compute 

complex mathematical operations on encrypted data without 

affecting the encryption methodology or the data.  

Homomorphic encryption [19] scheme helps in enabling 

computation in the encryption domain, which has great 

importance because of its wide and huge growing range of 

applications. 

Now a day, it could be used in all the applications 

that makes use of the database as the storage space. Chatbots 

also need database to pick up and display the values. For 

computations within the database can be made more 

effective and simple using Paillier homomorphic encryption.  

The main issue with fully homomorphic encryption is it 

takes high computational complexity and more time for 

computation. There are different types [20] of homomorphic 

encryption. They are,   

 Fully homomorphic encryption (FHE) 

 Additive Partial homomorphic encryption (AHE) 

 Multiplicative partial homomorphic 

encryption(MHE).  

Here we have used both additive and multiplicative partial 

homomorphic encryption. 
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Definition: The encryption algorithm E() is homomorphic if 

given E(x) and E(y), one can obtain E(x ¬ y) without 

decrypting x; y for some operation ¬.  

 

Examples  

 RSA is a multiplicative homomorphic algorithm  

ci = E(mi) = mi ^ e mod N  

e (c1 · c2) = m1^e · m2^e mod N = (m1 · m2) ^e mod N  

 → E (m1) · E(m2) = E (m1 ·m2)  

 

 ElGamal is multiplicative homomorphic algorithm 

too. 

In a group G, if the public key is (G,q,g,h), where h = gx , 

and x is the secret key. 

 

ci = E(mi) = (gr, mi · hr) for some r  {0, ... , q - 1}  

c1·c2 = E(m1) · E(m2) = (gr1, m1 · hr1) (gr2, m2 · hr2) = 

(gr1 + r2,(m1 · m2) (h r1 + r2) = E (m1·m2)  

 

In FHE, both the multiplication and addition are done in a 

complex way. Hence, its computation time and complexity 

are more than AHE and MHE.  

 Paillier cryptosystem performs AHE along with 

MHE i.e. it could perform encrypted computation on 

multiple symbols like either + and * or – and /. 

In mathematics, homomorphic describes 

transformation of data from one set into another without 

changing the integrity of elements. some applications of 

homomorphism are implemented in securing voting system, 

health world, and cloud computing.  

 

Let us consider an encryption scheme of homomorphism in 

cloud computing.  

 Person A has a very important data set (X) that 

consists of values 6 and 30. To encrypt the data set, 

person A multiplies each element in the set by 2, 

the new set numbers are 12 and 60.  

 Person A stores the encrypted value X with him   

 When person requires data set, Finds sum of 

elements 12 + 60 = 72. 

The person again decrypts the set and fined data value as 36. 

B. PARTIAL HOMOMORPHIC ENCRYPTION 

The Paillier Cryptosystem [27] named after and 

invented by French researcher Pascal Paillier in 1999 is an 

algorithm for public key cryptography.  

The distinguishing technique used in public key 

cryptography is the use of asymmetric key algorithms, where 

the key used to encrypt a message is not the same as the key 

used to decrypt it. Each user has a pair of cryptographic keys 

— a public key and a private key. The private key is kept 

secret, whilst the public key may be widely distributed. 

Messages are encrypted with the recipient's public key and 

can only be decrypted with the corresponding private key. 

The keys are related mathematically, but the private key 

cannot be feasibly (i.e. in actual or projected practice) 

derived from the public key.  

Partial Homomorphic Encryption it exhibits either 

additive or multiplicative homomorphism but not both 

Paillier is an additive homomorphic encryption system.  

Multiplicative homomorphic encryption could be 

done by a well-known algorithm called [27] RSA. But we 

could also do multiplication in additive HE by doing 

repeated addition on that particular value.  

In AHE, [25] the variables are encrypted first and 

then those encrypted values are evaluated as shown below. 

So, even though you decrypt the encrypted output, the value 

will be the same as that of the value which is obtained 

without encrypting. This provides more security and also the 

time taken to execute is less compared to other encryption 

algorithms because, in general, we would evaluate the 

formulas separately, the values would be encrypted 

separately, but here the encrypted values are only evaluated. 

Thus, this clearly shows that the computation time taken for 

AHE is lesser compared to other algorithms like, RSA, FHE, 

etc.  

AHE multiplies each component of two or more 

cipher text with their corresponding modules and the 

decrypted output is equal to the addition of plaintext values.  

 

  E(M1) +E(M2) = E(M1+M2)  

 

Here M1 and M2 are plaintext which are encrypted and this 

equation explains the above scenario – encrypting the plain 

texts separately is equal to the encryption of the evaluated 

plain texts. The vice versa could be seen in decryption.  

 

 D(M1+M2) = D(M1) + D(M2) And, D(M1+M2) = 

M1+M2.  

 

i.e. D (E (m1) * E (m2) mod n^2) = m1 + m2 mod n  

 

The p and q values (prime numbers) are equal in length and 

are very large and so it gets complex to decrypt. Hence, it is 

considered to be more secure.  

 

ILLUSTRATION  

  

Let us consider an example of evaluating students by their 

marks using Paillier encryption. Let the total number of 

marks be represented by a single 4-bit string. Let the first 

two bits represent the marks of student A, and the last two 

bits represent the marks of student B.   

 

When adding marks for student A, add 0100 to the string.  

When adding marks for student B, add 0001 to the string.  

Suppose the total number of marks is 10112. In this case, the 

first two bits (10) represent, 2 marks candidate A, while the 

last two bits (11) represent 3 marks for candidate B.  

Consider a Paillier system where p =5, q=7, n = 35, λ = 12, g 

= 164, µ = 23.  

 

 

 

 

The following table represents 5 students‘ marks computed.  
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S. 

No  

Marks  X  r  c  

1  A  0100  

(4)  

6  416  

2  B  0001  

(1)  

31  764  

3  B  0001  

(1)  

17  127  

4  A  0100  

(4)  

22  613  

5  A  0100  

(4)  

11  1191  

 

 In this case, cipher texts are:  

 

{127, 416, 613, 764, 119}  

 

Multiplying the cipher texts together performs:  

 

127. 416. 613. 764. 1191 ≡ 509 mod 1225  

 

Decrypting the resulting cipher text is:  

 

D (509) = 14 = 11102  

 

C. FINANCIAL INFORMATIONS 

Bank account details where your assets are calculated daily 

should be secure as it consists of your account details and 

KYC which has your PAN card linked to it now. If hacked, 

privacy of data is lost. The main goal of security is to 

preserve privacy, integrity, confidentiality, accountability 

etc. 

Economics [29] is a field of study that has become 

increasingly relevant in our globalized, financialized society. 

The economy is part of our collective conscious and a 

buzzword that links personal finances to big business and 

international trade deals. We need to know everything in 

details, to perform the operations in finance. 

Even the whole market sales in India has made 

online and as we are growing towards more digitalized 

India, data storage in database or cloud databases is the most 

common thing that could be seen. Thus, the security of those 

data has to be considered and should be stored in a more 

efficient manner for which Paillier crypto system could be 

used. 

Stock market analysis have computations like 

calculating NAV (Net Asset Value), profit calculations, 

returns in % and many more. Simple finance calculations 

like SI, CI are also calculated and TAX (ELSS) savings 

needs to perform a lot of logic combinations, to get a 

profitable result. The values or data are stored in databases 

and not in files now a day. Thus, Securing the Database has 

a prior role. 

 

 

II. LITERATURE SURVEY 

The paper [1] surveys about health monitoring by using 

FHE library called HElib. Here privacy is public cloud is 

eliminated using Fully Homomorphic Encryption and they 

talk about the Amazon cloud functionalities and other cloud 

functionalities and its disadvantages. 

The paper [2] deals about Homomorphic encryption 

method on cloud which talks about the process of encryption 

done on the data before sending it to the cloud and medical 

information are used here as the dataset. The doctors will 

hold the private key for decryption, to view the data, thus 

holding the privacy of the information. 

Encryption is done to maintain privacy, confidentiality 

and integrity. Cloud databases are in trend now a day, and no 

data is stored in physical hard disks instead of which 

databases like MYSQL, Postgre SQL, etc. are used. These 

SQL Databases are connected to cloud, so that loss of data is 

avoided and gives an advantage of handling the data where 

ever and whenever needed. 

[3] cloud databasechallenges like managerial, legal and 

technical problems are queried and answered in this paper. 

Here homomorphic encryption is used or depicted to show 

how the challenges overcomes. 

[4] in this paper, Paillier partial homomorphic encryption 

is explain in contrast with FHE and techniques to optimize 

the computations on the encrypted data is mentioned here. 

[5] here in this paper, the author has talked about the time 

latency covered for homomorphic encryption. For which an 

advanced FHE scheme to operate real numbers is proposed, 

which is called as Full Homomorphic Encryption over Real 

Numbers (FHE-RN). Accuracy and efficiency in evaluations 

is also discussed here. 

[6] in this paper, the author describes about the cloud 

computing technology and states that Increasing the key size 

correspondingly increases the time taken for encryption and 

decryption process. So, here an algorithm is proposed to 

reduce that time complexity even if the bit length size is 

varied or increased. 

[7] In this paper, Additive Homomorphic encryption is 

explained in detail followed with the steps to connect to the 

cloud. In [8],the advantaged and disadvantages of e-voting 

system is explained and the author has proposed 

homomorphic encryption to overcome the disadvantages by 

reducing the time taken for computations. 

The purpose of the research was to prove the advantages 

and efficiency of the Paillier algorithm and its homomorphic 

ability that has implemented in the e-voting system. The 

success ratio is 100% there and the author has talked about 

all factors like time, size, accuracy, storage etc.  

[9] In this paper, the author has implemented a lattice-

based encryption algorithm which is based on hardness of 

Ring LWE problem, which is the secure method against 

quantum computing to protect files placed in Cloud Storage. 

[10] This paper talks about the medical data stored in 

database and the complexity it faces during computations 

and storage of encrypted files. 
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[11] This paper talks about the Paillier‘s additive 

homomorphic encryption is mostly used everywhere in the 

field of cloud security and privacy-preserving computation 

as in its simple and effective. Python language is used for 

computation of the fastly generated values here over which 

Paillier cryptosystem is applied to determine its 

complexities. 

In [12], a JAVA implementation of Paillier cryptosystem 

is designed where APIs are created which sends and receive 

the HTTP POST request responses about 2000ms. 

A different way of usage of Paillier cryptosystem is studied 

here. 

In the paper [14], Paillier cryptosystem and ElGamal 

algorithm is compared over a machine learning dataset. 

Computations in machine learning which are basically very 

large could also be encrypted and computed using partial 

homomorphic encryption. The differences along with all its 

factors are analyzed here.  

[15] This Paper deals with the comparison of the RSA 

algorithm over homomorphic encryption over all aspects. 

RSA is basically multiple homomorphic encryption. 

Comparison charts are also given here in this paper helping 

to understand the differences clearly including the key 

generation techniques used. 

 

These are about the literature survey of some of the papers 

referred to do this project. 

 

 

III. ALGORITHM AND DESIGN 

A. DESIGN AND WORKING 

 
Fig 2: Design of Paillier homomorphic encryption 

 

The general steps followed in Additive Paillier 

Homomorphic Encryption is depicted above in the flow 

chart.  

 

So here, the data is stored as cipher text in database and so a 

private key is given only to the respective authority who 

could use it for decryption of the financial data here. But, to 

show how the computations are done, the decrypted data is 

stored in database too along with the encrypted data here and 

the calculations in the financial data is completely done over 

the encrypted data and stored in cloud. 

 The time taken is about 6-8 seconds here for a 

dataset of 100 vales and the time increases based on the 

number of rows involved too but the time taken is 

comparatively less to RSA which is explained in detail 

below. 

 For the key generation, bit length which should be 

>2022 is considered according to the bit length evaluation 

committee for encryption of data that is set by default. 

  Even when the bit length varies the time for 

computation too varies accordingly. i.e. time increases as the 

key size generated is also increased. When connected to 

cloud, time consumed for Paillier encryption and decryption 

on financial data took about 56 seconds where as RSA for a 

small value with bit length 2048 took 1 minute to compute 

both encryption and decryption. 

 

B. ALGORITHM 

 

Key Generation  

 

Step 1:  Choose random prime numbers p and q which are 

independent of each other such that gcd, (p * q, (p-1) (q-1)) 

= 1. This property says that both the prime numbers have 

equal length.  

Step 2:  Calculate n = p * q and λ= lcm (p-1, q-1).  

Step 3:  Select integer g where g=Z*n2.  

Step 4:  n divides in the order of g which checks   the 

existence of    below modular multiplicative inverse  

             µ = (L (g*λ mod n2))-1 mod n.  

 Where the function ‗L‘ is defined as L(u) = (u-1)/n 

 

Encryption  

‗m‘ be a text which is to be encrypted.  

Select random‘ r‘ where, 

𝑟 =  𝑧
𝑛
𝑚𝑜𝑑 𝑛 

Here z is the residue and it has n roots 

C =  ek(X;r) = g
m
.r

n
 mod n

2 

Here m is the plain text and r is random number for semantic 

security. 

 

Decryption  

 

Cipher text: c=Z*n
2
.  

 

 M = dk(y) = (L(y
w
mod n

2
))/ ((L(g

w
 mod n

2
)) mod n.  
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L(x) function is used here to get the plain text back and p 

and q which are the prime numbers used here are said to be 

of same length and it is not for the purpose of security but 

for the need of factorising it as computation of two large 

prime numbers will take more time and is complex. N=p*q 

and so N has to be factorized and to factorize it, the length of 

p and q is said to be generated of same length. It is used as 

the same way both during encryption and decryption of 

Paillier homomorphic encryption. It reduces the complexity 

is encryption and decryption process by using mathematical 

theorems like Carmichael, Euler‘s function.  

 

 
Fig 3: Decryption terms used in Paillier. 

IV. IMPLEMETATION 

According to Indian Government act disclosing of a 

person personal data like asset, account detail 

information to un-authorized persons in punishable 

offence.            

We performed implementation using Java 

language and it is run on NetBeans and MYSQL is 

used to access the data sets.  

TABLE 2: DATA Sets  

 

MySQL [31] is used to store the data and is connected to 

google cloud SQL. It is connected manually or by using 

proxy connections. MySQL 5.7 is used and is flexible and 

reliable compared to other storage spaces. 

 JAVA language is used to implement the Paillier 

code through net beans IDE. Graphs are depicted below with 

outputs for the comparative results of RSA, Paillier and 

ElGamal algorithms based on factors like file size, time, 

efficiency, accuracy etc. 

 

EVALUTION CRITERIA  

 

NAV = (Cost NAV + gain/loss) and in some cases, 

NAV = quantity * (Last price – Cost price) * multiplier 

 

NAV depends on the type of Asset like, Equity, Cash, 

Bonds, Mutual Funds, etc. The other formula used is to 

calculate the Gross Value, 

 

Gross Value = units sold * selling price; 

 

 In this Project, we consider Cost_nav as m1, and 

gain/loss as m2, units sold as m3 and selling price as 

m4. 

 For Performing Encryption, we have retrieved data 

sets from csv file using CSV Reader.   

 We encrypt m1, m2, m3, m4 using the build in 

function ―paillier.Encryption()‖ which is a default 

function in Paillier Algorithm.   

 The values of m1, m2, m3, m4 are decrypted using 

―paillier.Encryption()‖.  

 In next step the values of m1 and m2 (m1+m2) are 

added using build in function ―add‖, and the result of 

addition between m1 and m2 is encrypted.  

 Similar way goes for multiplication between m3 

and m4. 

 The now, the encrypted data will be added i.e. em1 

and em2 will be added and once we decrypt that added 

encrypted data, we get the same result of the added 

value of decrypt(E(m1+m2));  

 Same goes for multiplication too. Hence, we have 

used, additive and multiplicative partial homomorphic 

encryption. 

 These m1, m2, m3, m4 are obtained from the 

database and the encrypted and decrypted outputs are 

also stored in the database back again making it more 

secure. 

 So, Firstly the values of cost_nav and gain/loss are 

encrypted. And the decrypted values are also displayed.   

 Addition is performed between cost_nav and 

gain/loss and the gross_sales value is calculated my 

multiplying the selling price and units sold.  

 The added and multiplied values are encrypted and 

displayed. 

 Now, the individually encrypted values of 

cost_nav, gain/loss, units sold and selling price are 

computed and displayed. 

Cost 

NAV gain/loss 

units 

sold 

selling 

price 

20882.5 -162.5 727 350 

17063.36 

-

63.3599996 1403 7 

209145.5 -4851.5 2076 350 

2204.92 -80.62 1757 20 

1073.25 30.5 2198 15 

202057.5 442.5 1743 15 
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 So, finally the decryption of the above values are 

also displayed, which clearly shows us the values when 

they were normally decrypted and computed.  

 

 

V. RESULTS AND DISCUSSIONS 

 
Fig 4: output of the computed financial data using Paillier 

homomorphic encryption. 

 

 
Fig 5: Output of RSA Algorithm 

 

Figure 4 and 5 clearly shows the time difference for 

computation on the data where RSA takes more time than 

Paillier. It varies according to the input size too and bit 

length used here is 2048 for key generation. 

 

MySQL query outputs are also given below for its more 

detailed understanding. 
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Fig 6: Data took from the database – before encryption 

 

 
Fig 7: output stored in database – after Decryption 

 

PERFORMANCE STUDY 

 

Comparison of the Paillier with other algorithms like 

ElGamal, RSA is explained here based on the time for 

encryption, file storage space for encryption and 

decryption [11].  

 
Fig 8: comparison of encryption times between the 

above-mentioned algorithms  

 

Here, we could clearly see encryption time is less for 

Paillier compared to other given algorithms. Thus, 

Paillier is highly considered for encryption or security 

purposes and hence, we are using Paillier instead of 

other algorithms.  

 

 
Fig 9: comparison of decryption time  

 

These figures show clearly that the decryption time for 

Paillier is more and thus proving that time taken to 

break the codes is also more and also the storage space 

is more as the encrypted values are too large and this 

could also be the reason for its more time taking in 

breaking the code.  
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 The encrypted value is long enough to avoid 

security issues as it would be difficult to decrypt it 

without the private key. 

 

 
Fig 10: comparison of storage space of encrypted files  

 

 
Fig 11: throughput of decryption scheme  

 

Both encryption and decryption are shown here. The 

encryption is strong in AHE compared to other 

algorithms and since the key values and the encrypted 

values are too large, the storage space would be high 

for this AHE algorithm. Thus, a clear comparison is 

also given among the different encryption algorithms. 

 

We could clearly say that Paillier is better than 

ElGamal and RSA compared to the computation time 

for both encryption and decryption. 

 

Not only the data, files, audio, videos could also be 

encrypted and stored in the database/cloud. 

 

 

VI. CONCLUSION AND FUTURE WORK 

We had proposed this Paillier method for privacy-preserving 

the financial data using partial homomorphic encryption, to 

avoid the higher computational complexity of Fully 

homomorphic encryption (FHE).   

We have provided a fully detailed analysis of our 

approach on hiding financial Information. And it is noted 

that computation time is 5-8 seconds to encrypt, decrypt and 

calculate the data. Our results show that the computation 

time is less. It also depends on the number of rows of data 

given for encryption. Its clearly shown that Paillier could be 

used for computational databases to encrypt and decrypt 

them in short span of time than RSA and other algorithms. 

Paillier is effective and efficient in computational time and 

complexity. 

In our future work we can perform advanced 

homomorphic encryption with additional keys and also, we 

could combine the best encryption algorithms with partial 

homomorphic encryption algorithm to provide a completely 

secured database with cloud. Here we have discussed the 

working of Paillier with financial dataset where as it could 

be used for varied applications where computations are 

performed within the database or in cloud. 

It could be extended to Chatbot databases to store 

data and also to perform computations. 
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