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Abstract—In the today’s digital world, computer 

security plays a major role everywhere, including 

sending mails, bank transaction, storing data in the 

clouds and military applications. Many new encryption 

methods are being developed every day and a lot of 

research is being made towards finding a good 

cryptographic algorithm. Though modular arithmetic 

algorithms like RSA have been providing satisfactory 

level of security, but still there is need for adding more 

layers of security over them. In this paper, we propose a 

DNA based algorithm which acts as an additional layer 

around the RSA algorithm. A round function based on 

the process of protein synthesis from DNA.The security 

analysis of the proposed scheme has proven to give good 

results. 

 

Keywords—RSA Cryptography, DNA Cryptography, 

Protein Synthesis, Public Key Cryptosystem,  Secure 
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I. INTRODUCTION 

Cryptography in today's digital world is an essential 

part of our life. It has a vast application In different 

fields such as military communication, securing data 

stored in cloud, online stores, digital payments, etc. 

Cryptography is a method of generating codes or a 

sequence of characters which are mostly in gibberish 

format which helps in preventing the secret message 

inside it to be known to intruders or eavesdropper. 

That's it is difficult for an unauthorized user to read 

that secret message unless he knows the key and the 

method to decrypt. Cryptography is very useful for 

senders and receivers to authenticate between 

themselves. The types of cryptography algorithms 

are: 

 Symmetric Key Cryptography: Here the 

sender and receiver use the same key for 

encrypting as well as decrypting the 

message. In this case the decryption process 

is a reverse of the encryption process. 

 Asymmetric Key Cryptography: Here the 

sender and receiver use a different key for 

encrypting as well as decrypting the 

message. This cryptographic system is also 

called as Public key Cryptography, where 

there are two keys one is a public key and 

another is the private key. The public is 

known to everyone and private key is known 

to only the person who has it. 

One of the latest fields in Cryptography is DNA 

cryptography and currently many researchers are 

doing research in this particular field. We know that 

DNA is found in every cell of human body and it is 

unique for every person. Generally DNA is 

represented using a set of bases which can be 

presented in sequential manner. There are 4 such 

bases namely Adenine, Guanine, Cytosine, Thymine 

and they are represented as A, G, C and T 

respectively. A message consisting of a set of 

characters can be represented as a sequence of DNA 

bases A, G,C and T. The DNA structure was created 

by Watson and Crick in the year 1953 [1].  

DNA Sequencing technology is the order in which 

the four bases are arranged and even a single change 

in the position of a base in a DNA sequence forms a 

totally different DNA. DNA has two strands and 

there exist linkages between one strand to another. 

Thus it is said to have a Double helix structure. The 

bonds are formed between the bases in such a way 

that thymine always bonds with adenine and guanine 

bonds with cytosine. Apart from the bases in the 

DNA structure, it also has phosphate and sugar 

molecules. The DNA structure can be considered as a 

ladder like structure in which the phosphate and 

sugar molecule would be on the side and the basis 

would act as the rungs. 

One of the simplest ways to convert messaging to 

DNA form used by representing each character in its 

binary form and just mapping two bits to a DNA base 

( eg: 00 to A). 

Mutation in which a premature stop codon 

(UAG,UGA or UAA) is introduced in the DNA 

sequence as a result of mutation of a single 

nucleotide is termed as point-nonsense mutation. The 

mutation is carried over to the transcribed RNA and 

thus results in manufacture of incomplete protein 

sequences. A mutation of a single nucleotide in the 

DNA which causes a change in the codon and 

subsequent amino acid coded by it is known as 

missense mutation. 

RSA is an asymmetric cryptography scheme. It was 

introduced by Ron Rivest, Adi Shamir and Leonard 

Adleman in the year 1978 [2]. It consists of a public 
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and private key. The public key is used for 

encryption and is visible to all. The private key is 

used for decryption and is kept confidential. RSA has 

proved to be unbreakable as it has still not been 

successfully broken by anyone. This is due to the 

complexity of factoring large prime numbers. The 

public key is product of two large prime numbers say 

p and q, this forms the encryption key (e). The 

private key is a large prime number which is coprime 

with (p-1).(q-1), this forms the decryption key (d).  

 

II. EXISTING WORK 

NoorulHussain et.al [3] has proposed a novel DNA 

cryptography algorithm which works based on the 

biological process of converting DNA sequences into 

proteins. Also the cryptographic algorithm uses a 

novel encoding technique in which there are two 

tables generated both by the sender and receiver 

based on a clue exchanging method i.e whenever 

sender and receiver want to exchange any secret 

information, a new clue is used and the encoding 

technique is dynamic.  

The DNA sequence can be considered to be of two 

types that is intron and exon where is also called as 

Coding sequences because it is used in converting 

DNA to protein whereas Intron sequences are not 

used in making proteins, therefore it is also called as 

non coding sequences. The author has compared his 

work with many other papers and has stated that 

other research papers are not giving more importance 

to encoding a text to DNA as they are using simple 

and static techniques which doesn’t change every 

time sender and receiver communicate with each 

other. 

Karimi and Haider (2017) [4] in “Cryptography using 

DNA Nucleotides” propose an encryption and 

decryption algorithm based upon biological 

operations which take place in DNA molecule. The 

DNA operations such as transcription, replication, 

annealing, marking and mutation are used. The 

algorithm generates a set of keys using the user’s 

password as an input. The user generated password 

ensures random key generation. 

First the password is converted into binary, then the 

bits taken pairwise are encoded to nucleotides as 

follows 00-Adenine, 01-Guanine, 11-Cytosine and 

10-Thymine. If the length of the data is not divisible 

by 3 (codon length) or if length of data is less than 

60, the data is extended by DNA replication. Next 

DNA annealing is done to get double stranded DNA. 

Next the DNA is converted to mRNA by replacing 

Thymine(T) with Uracil(U). 

Next mutation of mRNA is done. Both nonsense and 

missense mutation is performed on the DNA strand. 

Next the mRNA is split into subparts depending on 

occurrence of the stop codons UAG, UAA and UGA. 

This results in generation of subkeys. The number of 

subkeys generated is random as it depends on the 

number of stop codons in the mRNA. The subkeys 

are converted into binary notation. Each subkey is 

grouped into 8-bit blocks. The 1st 8-bit block of input 

data is left shift 1 time and subkey1 is XOR with it. 

2nd 8-bit block of input data is left shift 2 times and 

subkey2 is XOR with it. This is repeated for all the 8-

bit blocks of input data to get final result. The 

encryption process is applied in reverse order to 

decrypt the message as it is a symmetric algorithm. 

Zhang et al (2017) in [5] “DNA based random key 

generation and management for OTP encryption” 

propose a solution to the generation of random keys 

required by one time pad encryption scheme and 

secure transmission. They propose the use of DNA 

molecule for generation and storage of the keys. They 

generate the keys from the DNA of the organism. 

This ensures its randomness. The secret key is then 

securely transported through a bacteria using 

recombinant DNA technology. The algorithm can be 

implemented in the biological DNA and bacteria with 

the current improvements in technology. 

KarandeepKaur (2016) [6] in “A Double Layer 

Encryption Algorithm based on DNA and RSA for 

Security on Cloud” propose a layered algorithm 

combining DNA and RSA cryptographic techniques. 

The DNA encryption is done with respect to a 

reference DNA strand from a genetic database which 

acts as a secret key. The DNA strand is converted to 

decimal values based on the sequencing of reference 

strand. The scheme is proposed for providing security 

in cloud infrastructure. 

Saha and Haque (2017) [7] in “A Novel Rolling 

Based DNA Cryptography” propose an encryption 

algorithm based on dna cryptography. They have 

used a dynamic mapping for encoding to DNA bases. 

They have also used operations such as Roll in 

encoding and data and key arrangement to improve 

its security. 

Kalsi et al. (2018) [8] in “DNA Cryptography and 

Deep Learning using Genetic Algorithm with NW 

algorithm for Key Generation” propose the concept 

of DNA deep learning cryptography to hide the 

ciphertext using deep learning and DNA 

cryptography techniques. They have also proposed 

method to generate keys using natural selection. 

AparnaAjaykumar et al. (2017) [9] in “Video Piracy 

Detection Based on Audio Steganography, AES and 

DNA Cryptography” propose a audio steganography 

method which is encrypted using a combination of 

DNA cryptography and AES encryption schemes. 

Piracy detection of movie files is one of the 

applications for which their work can be used. 

Cimi Thomas and Sheeja (2017) [10] in “DNA Based 

Feistel Cipher with Sub Keys Selected Using Genetic 
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Algorithm” propose a fiestel cipher which employs 

the inherent randomness of DNA molecule to 

generate the sub keys. A genetic algorithm is also 

employed to improve the randomness of the 

generated subkey. Our previous works on networking 

(Chandramohan et al, 2011, 2012; Chandramohan 

2015, Chembian et al 2014) [11-14] provides detailed 

review on the proposed work. 

 

 

 

III. PROPOSED WORK 

In the proposed paper we have combined various 

efficient techniques used in the existing DNA 

cryptography algorithms  and also combined them 

with RSA algorithm which resulted in a DNA-RSA 

Hybrid Cryptography system. The secret message is 

converted to DNA form and then it is given as input 

to a round function. The round function applies a set 

of operations like transcription, translation, mutation, 

reverse transcription and Circular right shift. Then 

the output of round function (i.e DNA sequence) is 

converted to binary form and then decimal value of 

binary sequence is used as the secret message for 

RSA algorithm.  

Then, using RSA the ciphertext blocks are calculated 

and then finally all blocks are combined into a single 

ciphertext. This combined ciphertext is converted 

back to binary form and then to DNA form. Thus this 

DNA sequence is the final ciphertext which will be 

used in the communication. 

 
Figure 1: Flowchart of the algorithm 
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Figure 2: Flowchart of the round function 

 

A. Encryption Process 

Step 1: The message is sequence of ASCII characters 

which the sender wants to communicate with the 

receiver. It is converted to DNA sequences using the 

below given encoding scheme(table 1).  

To encode each character out of the 96 characters(i.e 

the 96 ASCII characters present in a keyboard and 

they are only used in text messages) , that character’s 

ASCII value is converted to binary form and then 

converted to DNA form using the following rules. 

The same table below can be used for converting the 

DNA sequences back to binary also which is used in 

the later stages of encryption. 

 

 

 

 

 

Table 1: Encoding between Binary Digits and 

DNA Base 

Binary Digits DNA Base 

00 A 

01 G 

10 C 

11 T 

 

Table 2: Example of conversion from Binary 

Digits to DNA Base 

Character ASCII 

Value 

(Decimal 

value) 

Binary 

Value 

DNA 

sequence of 

Character 

A 97 01100001 GCAG 

 

Step 2: The DNA sequence from step 1 is given as 

input to the Round Function described below. The 

round function executed m times.  

 Transcription: DNA transcription is carried 

out and DNA is converted into mRNA 

sequences i.e replacing thymine with uracil 

base. 

 Translation: Translation is carried out and 

the mRNA is converted to tRNA by 

substituting the corresponding base pairs A 

with U and G with C. 

 Mutation: Mutation is done at every n 

places. The existing nucleotide is replaced 

with its complement nucleotide (A replaced 

by U, C replaced by G) 

 Reverse Transcription: It is done to 

convert the tRNA back into a DNA strand. 

 Circular Right Shift:  The DNA sequence 

is shift right by 1 position. 

 

Step 3:  The DNA sequence got as the output of 

round function is converted to binary form using 

table 1. Then this binary number is converted to its 

decimal equivalent and that decimal number is the 

plaintext for rsa algorithm. According to RSA 

algorithm[4] the message length must be less than 

n(i.e product of p and q), so we split the message into 
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smaller parts such that it satisfies the rule. Thus we 

get a set of ciphertexts for each subpart of plaintext 

and then all the ciphertexts parts are combined to 

form a single ciphertext by the left padding with 

zeros ciphertext parts which are of lesser length so 

that all ciphertexts parts are of equal length. 

The RSA technique followed is depicted using the 

pseudo code below: 

 

RSA_algorithm_encrypt(M,e,n): 

IF M>=n: 

split=length(n)-1 

P=Set of all plaintext subparts based on split 

value 

C=Empty array 

FOR each p in P: 

c=(p^e)%n 

Add c to C 

 m=MAX(C) 

 Ciphertext=0 

 FOR c in C: 

 IF length(c)<length(m) THEN left 

pad c with zeros 

 

 Ciphertext=Append all ciphertext parts 

ELSE: 

 Ciphertext=(M^e)%n 

Step 4: 

The Ciphertext of RSA algorithm is converted back 

to its binary equivalent and then converted back to 

DNA sequence using table 1 and this is sent to the 

receiver.  

 

B.  Decryption Process 

Decryption is reverse of encryption process. The 

ciphertext is splitted into subparts based on the 

maximum length of ciphertext subpart which is got 

from the sender. Then the plaintexts of each 

ciphertext subpart is calculated and are appended 

together into a single plaintext. This plaintext which 

is in decimal form is converted back to a DNA 

sequence the round function with all its operations in 

the reverse order is applied. The round function is 

applied in the reverse order m times, m value should 

be shared securely between the sender and receiver. 

Finally the output of this reverse round function is 

converted back to ASCII characters which is the 

secret message sent by the sender. 

 

 

 

 

 

 

 

 

IV. EXPERIMENTAL ANALYSIS 

A. Encryption and Decryption Time 

The time taken for encryption and decryption is 

calculated for a message with varying number of 

words. It is shown in Table 3. 

 

Table 3: Encryption and Decryption Time for 

different cases 
Number of 

Words 

Encryption 

Time (second) 

Decryption 

Time (second) 

500 0.112 0.179 

1000 0.214 0.227 

2000 0.498 0.433 

4000 1.048 0.766 

6000 1.596 1.278 

8000 2.643 1.649 

10000 3.104 2.070 

 

 

 

B. Frequency Analysis 

In order to test the efficiency of our algorithm, we did 

a frequency analysis considering plaintext as as 4000 

sequence of a single DNA base. The frequency of 

plaintext and ciphertext are compared using a bar 

chart(Figure 3,4,5,6) and the results seem to good 

because though the plaintext consistent of only one 

base, the final ciphertext consists of a non uniform 

mixture of al the DNA bases. 

 

 
Figure 3: Bar Plot for Ciphertext and a Plaintext 

of 4000 As 
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Figure 4: Bar Plot for Ciphertext and a Plaintext 

of 4000 Gs 

 

 

 

 
Figure 5: Bar Plot for Ciphertext and a Plaintext 

of 4000 Cs 

 

 

 

 
Figure 6: Bar Plot for Ciphertext and a Plaintext 

of 4000 Ts 

 

 

 

 

 

V. CONCLUSION 

The proposed work uses a hybrid scheme of DNA 

processes and RSA algorithm which has shown good 

results in the frequency analysis. Thus the algorithm 

is proved to be cryptographically secure and it is 

suitable for applications where more than one layer 

of security is required. This DNA layer which 

surrounds the RSA layers adds confusion to the data 

so that it will be difficult for intruder to decrypt the 

message. In future, this algorithm can be improved 

further by adding more DNA processes such as 

converting DNA sequence to amino acids which will 

add to the security of the system.    
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