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Abstract— One of the critical aspects of resource sharing 

among p2p clients is security. Common security issues like trust, 

privacy and message integrity still extends to peers and affecting 

the reliability of services over P2P. In this paper, we propose a 

time stamped algorithm of merkle tree based on block chain 

concepts which provides an authentication tree that is secure 

against pre-image attack. The proposed algorithm is tested using 

python and verified with different hash values that are generated 

for secure messaging.  

Keywords— timestamped algorithm,  merkle tree , p2p clients.  

I. INTRODUCTION 

Security in peer to peer[4] messaging has been a major 

concern even if it is decentralized system, where data and 

other resources are shared. Availability,confidentiality and 

integrity comes under the properties of security in peer to peer 

messaging. Taking the security into consideration several 

algorithms are proposed such as public key certificates which 

involve the trusted third party and have to rely on Certified 

Authority that the peers can start before they exchange the 

data among themselves. This comes under the symmetric and 

asymmetric encryption techniques but the keys can be 

compromised [6].Rivest-Shamir-Aldeman(RSA)algorithm 

which is used widely as the encryption algorithm and provides 

authenticity and confidentiality over the unsecure environment 

which claims to provide secure environment in peer to peer 

messaging but came across certain attacks such as   

mathematicalattacks ,bruteforce key search attack,chosen 

cipher attack and  Timing attack. To overcome this 

disadvantage more secure hybrid RSA algorithm was 

proposed. [5] 

The distributed hash tables focused on providing security 

for more complex systems. If algorithms are executed 

correctly but handling misbehaving nodes is general issue 

[15]. 

The application can receive inappropriate data from the 

system in distributed hash tables. But, the techniques for 

cryptography such as path names which performs self-

certification can be used to ignore the non-authentic 

data.Aldeon is a protocol that is used for group conversations 

in peer to peer communication and this is based on novel tree 

synchronization algorithm [16]. 

     The first distributed type of Merkle‟s authentication tree 

was Distributed Merkle Tree.This has provided authentication 

framework for decentralized systems with little trust 

presumptions.In order to detect the infected content peer to 

peer streaming peer protocol (PPSPP) came into effect with 

the use of merkle hash tree with protection of integrity [10]. 

Here we have proposed a more secure distributed merkle tree 

hashing algorithm with the usage of timestamps to provide 

integrity to the data shared among the peers in messaging.The 

merkle tree concept with usage of timestamp is used in 

blockchain technology. The popular example of blockchain 

technology is bitcoin.Small part of hash calendar has been 

implemented in this paper [1]. In this not only the time but 

also integrity and identity of every piece of data can be 

verified independently using the concept of blockchain in peer 

to peer messaging. 

Merkle tree is a technique of hashing a substantial 

amountof chunks of data together which depends more on 

bifurcating the chunks into buckets and buckets can contain 

hardly any chunks and then hashing each of the bucket. This 

process would repeat until we get the single root hash out of 

all hashes [3]. 

Each leaf node containing the data will be appended with the 

current timestamp to provide uniqueness to the hash value 

generated. The merkle tree which allows the neat procedure 

called as merkle proof. This merkle proof includes a root hash 

of the created tree and the arm contains all the hashes offering 

the path from chunks to the root of the tree. The user scanning 

the proof can substantiate that the hashing is at least carried 

for that chunk and would be unwavering going all the way up 

that created tree. Hence position for that chunk can be 

determined [3]. 

The timestamp added to each chunk present in leaf node 

will be unique even in microseconds and would uniquely 

identify the hash value for that chunk. Subsequently, hashes 

generated would provide the unique value even if hashes are 

generated same for the same text. A user who needs to look up 

a key value on the database can ask for the merkle proof and 

when received can verify that it is correct and determine the 

actual position. It permits the procedure for authenticating the 

little portion of the data of hash. 

Here we have used binary merkle tree which provides 

better structures for authenticating data when combined with 
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timestamp that the hash values alone in the creation of merkle 

tree. These trees once created are forever frozen so 

confidentiality is maintained. Root of the data depends not on 

the order but on the data in which it is updated. So we make 

sure that the entire tree should not be recomputed if any 

updating is initiated. 

II. RELATED WORK 

 

1. Public key certificates 

In order to send the message to a second user, the first user 

encrypts the message with public key of the recipient and 

routes the message using recipient‟s IP address. It does not 

need to go through any central server or to be relied on CA or 

any DNS. Once the two users know each other‟s public key 

certificate then they can start to exchange the messages. The IP 

addresses and the public keys in user‟s public key certificate 

are important in enabling communication besides keeping it 

private and secure. This claimed to be secure as the there is no 

store and forward mechanism involved in transmission of 

message. 

2. Merkle tree 

The Merkle tree is an easy cryptographic creation for 
certifying set membership. The balanced tree and a collision-
resistant hash function for cryptography such as SHA-1 are 
used to generate a small illustration for cryptography of a 
substantial data. Taken set‟s elements are kept at the leaf nodes 
and hash signature of concatenating the leaf node values is put 
at internal nodes. The root node value which plays a vital role 
is signed and validated and the collision resistant attribute 
claims that is authenticated from leaf nodes to root of the tree. 
Certification procedure that an element is part of the set is done 
by verification path to re-compute the authentic value of the 
root node. Updates which are performed are managed with 
complexity which is proportional to height of the formed tree. 
It is not a distributed merkle tree. 

3. Authenticated data structures 

A third party model in which a trusted data source creates 
data and replicates it at various un-trusted responders that 
replies for the user. Signature amortization is similar to merkle 
tree which was drafted to the supported query type. This was 
carried out on advancing authenticated data structures for many 
types of queries. They do not capture the p2p networks because 
of the associated model of outsourced database systems which 
studied where SQL queries are supplied over databases that 
published at remote sites. These both models discussed keep a 
replica of the data set entirely. 

4. Distributed hash tables 

     These are favored classes of p2p networks that reinforce 
the function of dictionary. A DHT can discover the value that 
is related with some query key with O (log n). Steps for 
expected communication, where n is the number of nodes 
assisting where each node preserving the routing information in 
O (log n). These support efficient retrieval.  

5. Trees over p2p overlay networks  

 Although, various other types of search trees were built 
over distributed hash trees or other distributed trees, these 
cannot be used to execute a distributed merkle trees or fulfill 
the prerequisites for data authentication over peer to peer 
environment as these constructed trees are static and not 
concentrating on authentication part- which is susceptible to 
structural alterations due to hash function in cryptography.  

6. Security in p2p systems  

The authentication problem is handled directly using per-
object signatures.  Various DHTs are constructed to allow 
notable failure of network-node. Existing p2p systems support 
rudimentary authentication service for data fetched of sign all 
type, where source sign the materials individually. 
Authentication includes the data with self- certification where 
huge chunks of data are divided into blocks and kept as 
autonomous objects in system and are put together by using 
collision resistant in few tree hierarchy where root block is 
signed. 

7. Rivest- Shamir- Adleman (RSA) algorithm 

It is a widely used encryption method that claims 
authenticity and confidentiality over unsecure channel. This 
algorithm has certain drawbacks associated with it such as 
mathematical attacks, chosen cipher attacks, timing attacks and 
brute force attacks. In order to avoid this, a hybrid version of 
RSA was given to be implemented in peer to peer messaging. It 
main peer to peer messaging would be strong enough to resist 
attacks and would allow only authenticated user to 
communicate to the sender. Multiple chats can be initiated but 
have to wait for authentication procedure. Similarly, in 
decryption process Chinese remainder theorem is used which is 
further extended to Gaussian integer for better efficiency. [5] 

8. Elliptic curve cryptography 

A public key cryptography which is used by bit coin, 
transport layer security (TLS), secure shell (SSL), Austrian e-
card. Elliptic curve public keys can directly derive bit coin 
addresses. And transactions are authenticated by this algorithm. 
The datasets in SSH involves elliptic curve Diffie Hellman 
server key exchange messages, public host keys and signatures 
[13]. 

III. PROPOSED SCHEME 

Peer to peer environment is created on which the security 

needs to be applied. The messages are exchanged between the 

peers and current time is recorded for every message sent and 

received. The respective time stamp is added to the 

corresponding message. Further hash values are calculated 

using hash generation algorithm.  

Here we have used SHA-256 which belongs to SHA-2 

family such as SHA-224, SHA-256, SHA-384, SHA-512, 

SHA-512/224 and SHA-512/256 for creating hash signatures. 

There might be a chance that message exchanged is same. To 

avoid this we have used the concept of timestamp. The 

timestamp is calculated from 1970 January 12:00 am till date. 

So it will include the microseconds also. Even if the messages 

are exchanged at same second there would be change in 

microsecond. 
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A. Capture the time when messages are exchanged 

 

       The time will be captured in hours, minutes, seconds and 

microseconds. The messages would surely get exchanged 

between the two peers at different microsecond. Therefore, the 

timestamps added to the messages would be uniquely 

identified. Fig1 shows the uniqueness in the timestamp with a 

minor difference in microsecond generated by the package. 

 

 
Figure1. Changing time stamps in python 

 

Figure1 shows the timestamp in real time capturing the 

changes in microseconds which provides the uniqueness to the 

messages. 

 

B. Append the timestamp to the respective message 

 

      The timestamp generated are appended to the messages 

to provide uniqueness to the messages. These are added 

before their hash value can be calculated. 

 

C. Calculate the hash signature of the messages appended 

with timestamps. 

 

a. Generation of hash with SHA-2 (SHA-256) 

Figure2. One iteration in SHA-2 family 

 

𝐶ℎ 𝑀, 𝑁, 𝑂 = (𝑀 𝑁)   (¬𝑀 𝑂) 

𝑀𝑎 𝐼, 𝐽, 𝐾 =  𝐼⋀𝐽 ⨁ 𝐼⋀𝐾 ⨁(𝐽⋀𝐾) 

  𝐼 = (𝐼 >>> 2)⨁(𝐼 >>> 13)⨁(𝐼 >>> 22)

0

 

  𝑀 = (𝑀 >>> 6)⨁(𝑀 >>> 11)⨁(𝑀 >>> 25)

1

 

 

              The          is addition modulo 232  

 
b. Formation of hash chain 

The hash chain is the chain of hashes applied one 
after another. The hash chain is shown as follows: 

ℎ𝑎𝑠ℎ 𝑐ℎ𝑎𝑖𝑛 = ℎ(ℎ ℎ 𝑥  ) 

 

Figure3. Python code after appending the timestamp 

Figure3 shows how the timestamp is added to the same 
message „hello world‟ using python. 

 

 

Figure4. Unique outputs every time the code is executed 

Figure4 shows the output for appended timestamp to the same 
message and how the output changes verifying its uniqueness 
when executed again and again. 

D. Merkle tree formation 

These hashes are then used to create binary merkle tree. 
These hashes generated are first sorted and would be acting as 
leaf nodes for the merkle tree. The hashes are grouped into two 
and new hash is generated. This procedure will repeat until we 
get single timestamp present at the root of the tree. The root 
generated at each peer would be exchanged thereby checking 
the integrity of the conversation between the peers.  
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Figure5. Binary merkle tree generated with hash values 

Figure5 shows the binary merkle tree created after timestamp is 
added to every message and the hash values are calculated and 
divided into the pair of two each followed by concatenation 
forming the merkle tree. 

 

Algorithm1 

 

Hash each message, build binary merkle tree and compute the 

merkle root 

1. Read messages from peers. 

2. for all messages  

3. Record time the messages are sent and received 

4. Append the corresponding time to the respective message. 

5. For all new messages appended with timestamp 

6. hash[i]=createHash(message[i]) 

7. Sort all the hashes 

8. if numberOfHashes=even then 

9.   hash[i]=createHash(hash[i]+hash[i]) 

10. else 

11.    if! lastHash then 
12.      hash[i]=createHash(hash[i]+hash[i+1]) 
13.    Else 
14.      hash[i]=createHash(hash[i]+hash[i]) 
15.    end if 
16.    if level=last then 
17.       rootValue=hash[i] 
18.   end if 
19.end if 

 
E. Phases of merkle tree formation 

The figure6 shows flowchart comprises three main stages: 
 
1. Requirement analysis and design: The requirement 

analysis and design stage contains 

 Gathering project material which includes- 
a. Project definition  
b. Management strategies 

 Determine issues related to peer to peer messaging 

such as generation of same hash values of same 

messages. 

 
 

Figure6. Describes the flow chart of the implementation 

 

 Determine project needs such as : 
i. Peers communicating with each other 

ii. Timestamp  
iii. Hashing using SHA-256 
iv. Hash chain generation 
v. Various modules such as socket, sys, hashlib, 

time. 
vi. Algorithm for binary merkle tree. 

 

 Estimating the programming language and cost 
involved. 

 Finalize construction by dividing the project into 
various modules/stages. 
 

2. Construction 
 
The construction involves various steps: 

 Re- evaluating the peer to peer messaging needs and 
implementation tools such as programming language 
and modules sys, socket, hashlib, time. 

 Peers are implemented and hashes are calculated. 
Steps to implement the project: 
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 Peers are generated and communication is ensured. 

 Timestamp is added to every message exchanged. 

 Hashes are calculated to from every message sent 
between the peers using SHA-256 

 These hashes are sorted and collected in the list. 

 The hashes are paired in twos and merkle tree 
algorithm is implemented 

 Merkle tree along with time stamps are calculated at 
each peer  

 Once these are created on every peer, root node is 
extracted to check the integrity of the messages. 
 

3. Testing 
 
 Testing is carried out in python by implementing 
various modules and checking different and same 
messages along with the timestamps to check the 
integrity of the messages.  The different modules are 
constructed in order to check the feasibility of the 
code and working process. 

 

 
Figure7. Output at peer1 

 

Figure7 and figure8 show the following outputs after the 

extraction of merkle tree master hash that is the root. The 

output shown is not different from the usual hashes that we get 

after each message appended with timestamp but keeping in 

mind to maintain the integrity and confidentiality of the 

message the merkle tree is calculated to provide more security 

to the conversation between the peers. 

 

 
Figure8. Output at peer2 

IV. SECURITY AND PERFORMANCE ANALYSIS 

 

There are three properties for a cryptographic hash 

function defined below: 

1. Improving Pre-image resistance: This can be done by 

adding timestamp not to find s for the given tin h(s) 

=t 

2. Second pre-image resistance: It is tough to s2 for the 

given s1 with h(s1) =h(s2) 

3. Collision resistance: It is tough to find distinct s1 and 

s2 if h(s1) =h(s2) 

 

Where hard is referred to computational feasibility as hash 

functions have definite output so collisions will be there but 

not always. The properties were investigated when h=h1˚h2 is 

a composition of the two hashes. 

The pre-image resistance h can be split only when h1 and 

h2 are split. The assumption is there is a pre-image algorithm 

for computing h, returns s if input t is provided. To locatepre-

image under h2 for t, we execute the algorithm for output s on 

h1(t). s is a pre-mage of t under h2 if h2(s)=t. Otherwise 

h2(s)=t and (h2(s),t) begins a collision ( or the second pre-

image) for h1. The opposite can be there is a calculation for 

both h1 and h2 pre-images, if we want to get the pre-image 

under h of y, find a pre-image s1 under h1 of t, then under h2 

a pre-image s2 of s1.Under h, s2 is a pre-image of t. Second 

pre-image resistance is as solid as inner function h2. 

One assumption with given s1 it would found s2=s1 such 

that h2(s1) =h2(s2). It clearly shows h(s1) =h(s2). In another 

assumption for given s1, it found s2=s1 such that h(s1) = h(s2) 

then h2(s2) =h(s1) for a second pre-image attack on h2 or 

h2(s1) = h2(s2) for a collision on h1.Collision resistance h is 

as solid as h2. For h2 a collision (s1, s2) is a collision for h, 

and a collision (s1, s2) for h is either a collision for h2 or for 

h1 is ((h2(s1),h2(s2)) . This assumptions and proofs are 

contributed by [18]. 

 

 

The security analysis can be compared stated in [18] which 

stated the following data: 

 

 

TABLE1 

 

Breakage Effect in SHA-256 in bit coin 

 

Collisions Steal data 

Second pre-image Twofold spend 

Pre-image  Total breakdown 

Enclosed pre-image  All  
 

To avoid breakage effect in the table1 we use timestamp so 

that data cannot be easily compromised. 
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Figure9.Shows the graph for total time taken to build up a merkle tree with 
and without timestamp 

 

Figure9 states the time taken to create the merkle tree with 

timestamp and without timestamp. Merkle tree requires only 

logarithmic space and time. If there are n leaves in a tree. This 

algorithm computes sequential tree leaves and authentication 

path in time log n and space less than 3log n. Units of 

computation are hash function and units of space are number  

of node values stored. There can be no merkle tree which 

takes time and space complexity less than O (log n). 

Appending the timestamp to the message would require  

O (1) whereas the time taken to build the merkle tree is O (log 

n) where log n is the height of the tree. Still the complexity 

would not be affected as the graph in figure5. 

 

 

 
 
Figure10. Shows the graph how security increases with time as merkle tree is 
built with and without timestamp 
 

   The graph in figure10 shows the change in security and 

performance in the merkle tree with timestamp and without 

timestamp. As the tree starts to form, the security and 

performance increases with at every stage with the addition of 

timestamp to the message in the beginning. Moreover, due to 

uniqueness of the timestamp makes it more secure even if the 

hashes generated for the same messages are same. 

 

A. Alteration in existing blocks by merkle tree 

This has been proved in [18] an attacker cannot detect a 

reasonable second pre-image of a complete block besides with 

minimal probability. Adversary cannot get the information 

from pre-images as they are accompanied by the hash value. 

Even collisions are useless as dual values are under control of 

intruder so there is no possibility of altering the existing 

blocks.  

 

B. Attack on new blocks 

 

An attacker with enough network control can also utilize a 

pre-image or collision to split the existing network even if it is 

invalid block. Transmission of a block with the same valid 

hash, the attacker can reject both the blocks and reverse the 

transactions it contained.  Some miners in 2015 created invalid 

blocks and clients did not identify the blocks as invalid. 

 

C. Creating a collision or second pre-image 

 

The attacker can thus create and transmit two conflicting 

transactions for splitting the network and want to user to 

double spend it. 

 

D. Use of main hash in Signatures 

 

Bit coin as an example, signatures over messages is hashed 

with HM. So, a pre-image attack is utilized to shatter and take 

the digital money. Intruder could query for the signature but 

may transmit a malicious one. Pre-image cannot be useful as 

the attacker cannot sign them. However, the attacker may use 

an old signature again based on the new alert that are send by 

bit coin developers. 

 

E. Effects of broken Signature Scheme  

 

 

1. Integrity: To maintain the integrity of the generated 

signature of HM(m) must be valid for HM (m0). The 

attacker must be able to generate with the same 

effect. 

 

2. Non-repudiation: We suppose two types of 

breakages: It may be a given message m1, one can 

return two public keys k, k0 that is the signature of 

message m1 under k0 as well or the given message 

m1 and a given public key k, k0 can be find out at the 

same end. The two public keys‟ address hashes must 

be equal even for regular transactions[2].These keys 

are HA (k) = HA (k0) so this is not sufficient. If we 

consider a given message m and a public key k, k0 

could be found out (with its own secret key sk0) that 

is {m1} s 0 demonstrates against p, an attacker can 

send counterfeit caution messages. These do not 

change the behavior but can have an external effect 

on bitcoin. 
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V. CONCLUSION AND FUTURE WORK 

This paper introduces the timestamp along with the hashes 
for constructing the merkle tree in peer to peer messaging. 
The timestamp which would be unique are added to the 
messages exchanged and generating the hash values thereby 
adding the feature of uniqueness to the master hash 
generated at the root of the tree. This has maintained the 
integrity of the conversation done between the two peers. 
We are planning to create the hash calendar using the 
concept of merkle tree with timestamp in real time system 
which is the part of keyless signature infrastructure where 
leaf node would be added each second in the tree and 
thereby making it hard to attack the merkle tree root.All 
these trees would form the hash calendar will be distributed 
in nature in peer to peer networks. Time factor would be a 
challenge. 
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