
 

 

 

 

Abstract— Diagnosis is instrumental in addressing the 

current scenario of global aging. This requires that the private 

medical records be kept confidential. It is possible for users to 

diagnosis themselves with similar patient records. In this paper, 

the user can be diagnosed of a breast cancer positive or negative 

where the privacy of the health records is preserved by partial 

homomorphic encryption. According to the World health 

organization (WHO) an early detection of breast cancer can 

help make the right choice about the treatment plan taking into 

account the different kind of abnormalities. Homomorphic 

encryption provides a tool for handling such computations on 

encrypted data without decrypting the data and without even 

needing the decryption key. The system learns nothing about 

the submitted confidential medical data. As a future work, we 

propose to perform encrypted image comparison of the 

mammograms for users who don't have any signs or symptoms 

of breast cancer. Suitable image processing is carried out on the 

encrypted data. 

I. INTRODUCTION 

Breast cancer is the most common invasive cancer in women 

around the globe and the second main cause of death due to 

cancer in women after lung cancer. It is almost nonexistent 

for majority of the Indian population. According to the 

reports consolidated by the National Cancer Registry 

programme, an increasing number of patients fall in the age 

group of 25-40.This is attributed to our population pyramid 

with huge population in the younger age group and much 

lesser in the older age group. Clearly, an early diagnosis will 

increase the chance of recovery. There is an undying need 

for an on-demand diagnostic technique that would facilitate 

right kind of treatment. This raises the need to maintain the 

medical records in a confidential manner. Therefore, there is 

a need to propose an encryption technique that would not 

only preserve the privacy of data but enable computations 

without any overhead. For instance, a patient may feel the 

need to home-diagnose through a web-service that stores and 

maintains all the medical records. 

 Nevertheless, she might want the system to perform simple 
computations without learning, yet predict a breast cancer 
positive or negative. With homomorphic encryption, such 

 

 
 

situations can be realized as homomorphic encryption 
performs computations without decrypting and without 
actually learning about the data. The result is produced in an 
encrypted form which is then decrypted at the receiver end 
using the private key. 

II. LITERATURE SURVEY 

The need to encrypt medical records for predictive 

analysis was proposed in [4]. In order to reduce the 

computational complexity of performing operations on the 

encrypted data without decrypting it, thereby protecting 

the privacy, homomorphic encryption has been 

implemented in cloud[4][5][6]. The different functions 

are: key generation, Encryption, Add, Multiply and key 

switch. Correctness and security was ensured during the 

predictive analysis over the cloud on cardiovascular 

dataset. There is however a need to reduce the size of the 

cipher text for efficient data processing [5]. A self-caring 

predictive analysis called the home-diagnosis over the 

cloud was proposed in [3]. It ensures speedy retrieval of 

records and is highly scalable however the patient is 

forced to select only from a list of symptoms and no 

encryption technique is employed to protect the 

confidentiality of data. Security is thus questionable due to 

offline storage of the Hadoop cluster. In [2], the author 

has discussed the various encryption techniques 

employable in homomorphic style and also the security 

issues pertaining to RSA and Elgamal. The strength of 

Elgamal depends on the size of the two chosen prime 

numbers and the random number. Larger the number, 

more secure it is. It is vulnerable to man-in-the-middle 

attack. While the strength of RSA depends on the 

difficulty of integer factorization. RSA is popularly called 

the one-way trap door function; the secret key(private key) 

being the trapdoor value. Cloud Storage has many 

attractive benefits while on the other hand the security is at 

stake [6][10]. As proposed by NIST there are four 

deployment models of cloud which include private, public, 

hybrid and community model. The cloud as Iaas, Paas or 

Saas is provided by a trusted third party who cost their 

clients based on time and the resource allocated. On 
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paying a huge amount it is obvious that security of data is 

of at most priority. Thus, it is a mandate to satisfy CIAAA. 

In order to achieve the goals, a cryptographic algorithm is 

chosen that would not only ensure CIAAA and strengthen 

the trust factor among many but also allow clients to carry 

out the required computation on the ciphered text. Paillier 

is chosen since it satisfies homomorphic properties and 

security. RSA algorithm is used exchange the keys in a 

secured fashion. Homomorphic encryption allows a single 

user to use the system to perform secure limited 

computation on the encrypted data.[10] It does not support 

a varied range of operation. The PPDP system assures 

secure multiparty computation on the data . FHE – based 

schemes have computation overhead. The proposed model 

supports seven basic operations. The method proposed for 

image encryption in [12] uses chaos theory using public 

key encryption technique. The loopholes in the generation 

of initial conditions is exposed to cryptanalytic attack[11]. 

Fully Homomorphic encryption was used to encrypt 

medical images and various analysis were 

performed[13].However, it is noteworthy that FHE has 

computational overhead as compared to PHE[10]. EC-

Elgamal is more secure as compared to RSA or 

Elgamal[14]. Detection of breast cancer (prevalent among 

women) is done in two steps as proposed in [7] which 

include (i): pre-processing of the mammography images 

for feature extraction (ii): Analysis of extracted features 

using supervised learning techniques like Back 

Propagation Neural Network (BPNN) model and the 

Logistic Regression (LR) model. The privacy of the 

patient’s record is compromised. The focus is on reducing 

the false positive rate. 

III. BACKGROUND 

A. Homomorphic Encryption 

If Homomorphic Encryption was suggested for the first 
time by Rivest, Adleman and Michael Dertouzos. It is used 
to perform mathematical computation and analysis on 
encrypted data without decrypting it. It can be decrypted 
only by the authorized owner. An Encryption algorithm 
qualifies to be homomorphic encryption if for any two 

encrypted information x1 and x 2 denoted as En(x1) and 

En(x2) respectively we can compute En(x1+x2) , such that [2] 

En(x1 + x2) = En(x1) o En(x2) (1) 
 
1) Fully Homomorphic Encryption: A Gentry was the 

first to propose the fully homomorphic encryption. A fully 
homomorphic encryption makes it possible to perform 
arbitrary number of both addition and multiplication 
function on the encrypted data. 

2) Partially Homomorphic Encryption: Golwasser 
Micali, Cohen-Fischer and Pascal Paillier proposed this 
class of homomorphic encryption which supports one 
among XOR, multiplication and addition but not more than 
one at a time on the encrypted data. This homomorphic 
scheme facilitates e-voting in a secured fashion[15]. 

Table 1 elaborates the three main phases in paillier 
algorithm. 

 
3) Somewhat Homomorphic Encryption: It is said to be  
somewhat if it supports one multiplication and arbitrary 
number of addition operations on encrypted data. 

 
B Paillier Algorithm 
Paillier cryptosystem realizes the additive function of 
homomorphic encryption. Paillier satisfies the homomorphic 
properties and ensures security as well [6]. Two large primes 
are chosen which guarantees strength. It is composed of three 
functions: Key Generation, Encryption and Decryption [6].  
 
C Breast Cancer Diagnosis 
The cells in our body multiply uncontrollably when attacked 
by cancer. Invasive breast cancer is when the cancer cells 
break out from the inside the lobules or ducts and invade 
nearby tissues. The first symptoms of breast cancer are an 
area of thickened tissue in the breast or a lump in the breast 
or in an armpit. A mammogram is a type of x-ray commonly 
used for initial breast cancer screening. It produces images 
that can help detect any lumps or abnormalities. A 
suspicious result can be followed up by further computation 

IV. PROPOSED MODEL 

The diagram represents the flow of events in the process of 

breast cancer diagnosis using partially homomorphic 

encryption. Two images are from the repository (Fig.1), one 

of which is the mammogram of a normal breast against 

which the affected is compared. Firstly, the images are 

translated to matrix using MATLAB image processing 

toolbox. The images are input are then encrypted and 

subtracted using the Paillier cryptosystem. The result 

represents the pixels which represents the presence of 

abnormality 

 

 

TABLE I 

PAILLIER ENCRYPTION 

Function Input Operation Output 

Key 

Generation 

m,n 

є ᴩ 

Compute t=m.n 

Choose 

 
with  

Public Key : 

Pu=(t,g) 

Private Key: 

PR=(m,n) 

Encryption m є 

Zn 

Choose  k є Z
*
n  

Compute 

 

d є Zn
2 

Decryption d є 

Zn
2
 

Compute  

mod t  

u  є Zt 
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Fig. 1:Flow model of the breast cancer diagnostic system 

A. Dataset 

The Mammogram Image Analysis Society (MIAS) is an 

organization which has compiled 322 digitised data of 

patients. The odd numbered films represent the files are the 

right mammograms and even, the left mammograms. Thus, it 

is a image repository, arranged in pairs of a patient. The 

image is of size 1024 by 1024. The data is classified as 

Benign and malignant based on the severity of the 

abnormality. It is characterized based on the background  

 

tissue. It also lists 6 attributes of the data among which are 

character of background tissue, severity and approximate 

radius of a circle enclosing the abnormality [19]. 

 

     Fig 2:Input data 

B. Pre-Processing: 

The images of size 1024 by 1024 are pre-processed using 

MATLAB using the image processing toolbox. The image is 

translated into a matrix of same dimension as that of the 

image. The images are not reduced in concern of the any loss 

of information. The matrix serves as input to the subsequent 

step. 

C. System: 

Paillier cryptosystem has been implemented. This is a type 

of additive homomorphic encryption. It conforms to all the 

security requirements [6]. To prove this, given two cipher 

texts X 
“
and Y” of two plaintexts X and Y respectively using 

the public key pu. Also, En and Dc denote the encryption and 

decryption function. Following this, 

X 
“
 = En (X, pu)                          (1) 

X 
“
=  g X r1 n(mod n2)                          (2) 

Y”= En(Y , pu)                          (3) 

Y”  =  g Y r2 n(mod n2)                          (4) 

X “ . Y”  = En (X, pk). E (Y, pu)                         (5) 

X “. Y” = (gm1r1 n)(gm2r2 n) (mod n2)                         (6) 

X “. Y”  = g X + Y (r1r2)n (mod n2)                         (7) 

X “. Y”  = En (X + Y, p)                           (8) 

En (X, pu) . En (Y, pu) = En (X + Y, 

pu)                          (9) 

As a result,   

Dc (En(X, pu) . En(Y, pu) (mod n2))                        (10) 

 

 As proposed by [18] Paillier subtraction could be 

performed by finding the inverse modulo n
2
 on one of the 

two messages. This is said to be the homomorphic other 

property of Paillier cryptosystem. 

 

Step 1: Two large prime number are generated pr, pu 

Step 2: Input1 = X , Input 2= Y 

Step 3: Y” = Y
-1

mod n
2 

Step 4: P=Encrypt(pu, X) 

Step 5: Q=Encrypt(pu, Y”) 

Step 6: Homomorphic Property of Paillier Z=ADD(P,Q) 

Step 7: Decrypt(pr, pu, Z) 

 

In this model, the matrix denoted as input X (test data) and 

the matrix corresponding to a normal mammogram report are 

subtracted to identify the presence and severity of 

abnormality. This decryption can be performed only by the 

user who owns the private key. 

V. RESULTS 

In this model, the matrix denoted as input X (test data) and 

the matrix corresponding JUnit Testing framework was 

deployed to verify the paillier subtraction. Inputs as pixels 

values of the images were given. (Fig 5).   

VI. CONCLUSION 

In this paper, breast cancer diagnosis has been carried out 

in a secure fashion. This is done by introducing the other 

property of Paillier homomorphic encryption. The 

 

 
Fig. 3.Test Data  
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homomorphic diagnostic model doesn’t learn anything about 

the patient’s data to predict of a breast cancer positive or 

negative. A given mammogram is compared with the 

mammogram of a normal breast and the severity is 

identified. This is proposed in order to facilitate better 

treatment for those detected with breast cancer positive. This 

model is a self-care model, provided the user can afford to 

get a mammogram. The computational complexity will be 

analysed and improved as future work. 

 

  
Fig 4: JUnit Testing  
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