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Abstract 
Wireless Sensor Networks (WSNs) are in concert a primary function in 

upcoming persistent platforms that have prospective to host an extensive 

range of next generation applications. While WSNs are prepared up of 

several low-cost and small devices and typically set up to an open, insecure 

and antagonistic environment, it is susceptible to security pressure and at 

risk to physical capture. Thus, it is essential to use efficient system to 

defend the network. This paper aims at discovering the security attack 

takes place in wireless sensor network using Intuitionistic Fuzzy rule based 

technique. In general there is more number of attack types prevail which 

degrades the performance of security in wireless sensor network. In this 

work ten different attack types are determined based on the characteristic 

of the parameters represented in the form of membership degree, non-

membership degree and hesitation Degree. This work mainly stimulates 

the high performance rate while comparing the existing fuzzy rule based 

system by handling the vagueness and uncertainty prevailing in the attack 

detection. The simulation is performed using matlab and the result shows 

better improvement in true positive rate of detecting security attacks. 

Key Words:Attack, wireless sensor network, intuitionistic fuzzy, security, 

true positive, uncertainty. 
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1. Introduction 

In recent years there was a promising growth and interest in the field of wireless 

sensor networks (WSN).  WSN is mostly referred as a self-control network with 

minimize cost per hour and complicated sensor notes which have been designed 

to monitor the environments like changes in physical and chemical process 

punctuation, reason of disaster and various conditions of climate. The size of 

these networks generally ranges from a large to small, and it takes less power 

and low cost sensor devices which are used for collecting the detailed 

information about their physical environment. WSNs is able to perform two 

different activities namely sensing and routing which are configured in an Ad 

Hoc manner communicating with wireless devices. The sensors node are very 

portable and light, with the ability of sensing, with the capability of sensing the 

nearby nodes and improvising the communication and processing of many 

applications in a critical situation. In general each device consists of more than 

one sensors, embedded processor and radio with low power. They are normally 

battery operated however they depend mainly on how they are used and 

integrated with wide number of such devices and permit the execution of very 

large sensing process. In general scenario this sensor networks are deployed in 

specific interest of area for minute monitoring in numerous courses of uses [1]. 

The quality of autonomous and versatility with tolerance of fault occurrence , 

low cost and  fertility of high sensitivity  are the major characteristics of sensor 

networks which enables them to adapt new advancements in mode of 

communication. 

Kinds of Security Attack on Wireless Sensor Network  

 

Figure 1: Types of Security Attacks in WSN 
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Type of Attack Description 

Denial of service (DOS) It happens due to failure or misbehavior of nodes 

Eavesdropping (ED) It occurs due to Transmitting Opponent listen message to 

nodes 

Collision (CO) Interrupting the work of wireless sensor network. 

Sinkhole  (SH) The node generates much traffic from a particular 

Traffic analysis (TA) Kind of security attack makes traffic flow on a WSN 

De-synchronization (DS) It alters the sequence number of packet 

Selective forwarding (SF) It happens due to the compromised node which drops packets 

resulted in affecting network efficiency 

Jamming (JM) It happens in the MAC Layer 

Clone (CL) The nodes are replicated by the attacker in form of clone 

Route information 

manipulation (RIM) 

false routing information given by the attacker 

Figure 2: Description of Security Attack in WSN 

The figure 1 depicts the different types of attacks done on the wireless sensor 

network and the figure 2 shows the description of ten different attacks in WSN. 

2. Related Work 

Besson et al. [2] applied two different integrated approaches using data sharing 

and decision making. In this the intrusion detection system is applied on each 

cluster in a subset of nodes. These kinds of agents are designed to pass the 

intrusion data among them. If the IDS agent finds the presence of attack within 

the network then they trigger an alarm by means of voting mechanism among 

the IDS nodes in the same cluster and the information response to other classes 

by the means of cluster heads with their voting output. The merit of this scheme 

was the intrusion detection is maintained with the high level of accuracy with 

the aid of applying this kind of collaborative approaches. This mechanism 

generates high volume of communication loaded due to the huge number of 

packets received and sent by each cooperating nodes in the network. 

Abduvaliyev et al. [3] devised integrated IDS depending on anomaly and 

misuse detection techniques in clustered topology of wireless sensor network. 

The outcome of the result depicts that the proposed method allows highest 

intrusion detection rate with minimum amount of energy consumption. Anyway 

this technique fails to detect most types of attacks in the network. 

Soumya et al. [4] presented a technique for intrusion detection using the concept 

of ant Colony Optimization system. Its basic idea was to determine the affected 

part of the intrusion in the wireless sensor network by analyzing the 

concentration of the pheromone. But in their work did not specify elaborative 

solution to the problem of detecting routing attack. Wu et al. [5] introduced a 

secured mechanism based on aggregation tree to identify and prevent malicious 

action in WSNs. In this detection of malfunctioning nodes was identified based 

on the structural construction of aggregation tree. 
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Krontiris et al.[6] Device light weighted system of intrusion detection for 

identifying black hole attack and selective forwarding attack in WSNs. In this 

approach nodes monitor their nearest neighbors and collectively decide if there 

is any possible attacking nodes or an intrusion has taken over. 

Sedjelmaci et al. [7] deployed framework of light weighted security system on 

wireless sensor networks by combining the merits of both intrusion detection 

system and Cryptography in order to determine the most dreadful network 

attacks, and provide a trust based environment on clustered networks. The 

simulation result shows that the proposed technique performs well in terms of 

highest detection rate but it generates more energy consumption and cost 

overhead is very high. 

The authors in paper [8] The authors in paper is presented technique on 

detecting security attacks in the wireless sensor network using rule based 

methods. There are different types of security attacks are presented which affect 

the performance of the wireless sensor network. In order to demonstrate the 

efficiency of wireless sensor networks they used 10 different security attack 

types. In their work, the parameters are fuzzy rule based system which has been 

designed for computing the influence of security attacks on the WSN. 

In Location and Time based approaches [9] two different types of detection 

techniques is used, one is based on space approach also known as geographical 

leashes. In this each node know in advance the location of them and each node 

are loosely synchronized which determines the relationship among neighbors. In 

this approach, each node knows their current position and time of transmission 

before sending a packet or receiving a packet. At the same time nodes receiving 

the packets calculates the distance information about the sender and receiver 

time to travel the path. Using this distance information the receiver node checks 

that received data packet passed through the Wormhole or not [10].In Temporal 

based system each node made synchronized clock a very tightly, but does not 

depend on the information of GPS. Another benefit of the packet Leashes is that 

its computation overhead is very low [11]. 

The discovery of worm hole attack based on the statistical analysis for multipath 

routing method had tremendous achievement in work [12]. The wormhole 

created is very attractive in means of routing and it will be pointed and queried 

with unnatural high frequency as it only uses the routing data already available 

to a node.  This factor makes easy integration of this method into intrusion 

detection systems. 

This approach [13] Used graphical theory for solving wormhole attack based 

protocol for Limited location aware Guards nodes. In this network all the nodes 

already knows their position and or generation which is acquired with the help 

of GPS receivers. Using this kind of local broadcast key, this is valid only for 

immediate one hop neighbors. This method defines a message using local key 

encrypted with the pairwise key encryption concept. It cannot be decrypted by 
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others and in network during the key establishment it makes has message using 

LAGs protocols. A node can determine certain messages from different LAGs, 

if we set the Wormhole is present or absent the node could not able to be here 

and LAGs that are apart from each other in the Wormhole is option its not be 

able to hear the same message twice from the single guard. 

The conclusion is a need to develop a WSN security attack detection approaches 

that enhances the strength of existing models and overcome the problem of 

uncertainty in detection of attacks. This paper contributes a novel approach on 

uncertainty using intuitionistic fuzzy based rule generation system that delivers 

the problem of deduction by incorporating the degree of membership non 

membership and hesitation in wsn. [13]. 

To conclude, there is a need to develop a wsn security attack detection scheme 

that emphasizes on the strengths of existing models and overcome the 

limitations. Our contribution in this paper is to propose a novel intuitionistic 

fuzzy based rule generation system that addresses the issue of detection 

generality by incorporating degree of membership, non-membership and 

hesitation in wsn. 

3. System Model 

The proposed rule based model to detect the security attack in WSN is using 

intuitionistic fuzzy logic set. In Fuzzy set only membership function µ(x), x X, 

are used while in Intuitionistic fuzzy set (IFS) given by Atanassov [15] 

considers both membership µ(x), and non-membership (x). An intuitionistic 

fuzzy set A in X, is written as: 

A={x, µA(x), A(x)| x X} 

Where µA(x), A(x)=[0,1] are the membership and non-membership degrees of 

an element in the set A with the condition: 

0 µA(x)+ A(x)  1 

When A(x) = 1- µA(x) for every x in the set A, then the set A becomes a fuzzy 

set. For all intuitionistic fuzzy sets, Atanassov also indicated a hesitation degree, 

A(x) which arises due to lack of knowledge in defining the membership degree 

of each element x in the set A and is given by: 

A(x) = 1- µA(x) - A(x); 0 A(x)  1 

Due to hesitation degree, the membership values lie in the interval [ µA(x), 

µA(x) + A(x)] 

In general intuitionistic fuzzy inference based expert system that uses a variety 

of intuitionistic fuzzy membership, non-membership functions and rules, 

instead of Boolean logic, to reason about data. The rules in a fuzzy expert 

system are usually in a form of the following:  

International Journal of Pure and Applied Mathematics Special Issue

353



If X is low and Y is high then Z is medium. 

Where, X and Y are input variables, Z is an output variable. 

Input(s) Intuitionistic Fuzzifier. 

 

Intuitionistic Fuzzy Based Rule Generation System Model 

Prosed System Components of IFS 

Our proposed IFIS for security attack detection in WSN uses the 

Mamdaniinference method Mamdani [14, 15]. There three main components in 

the system namely the intuitionistic fuzzifier, intuitionistic fuzzy inference 

engine and the intuitionistic defuzzifier. 

Input 

The model starts with the ten inputs namely DOS, ED, CO, SH, TA, DS, SF, 

JM, CL and RIM in the form of crisp value.  

Intuitionistic Fuzzifier 

In this process for each given ten input attributes has to be converted to 

intuitionistic fuzzy values by finding the membership and non-membership 

function. Similarly, Figs. 4 and 5 showed the MF and NMF for input attributes. 

The output variable of our intuitionistic decision making system shown in 

Figures 6 and 7with the MF and NMF for output of security attack model of 

WSN. 
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Membership Function of Input Attributes 

 

Non Membership Function of Input Attributes 

 

Membership Function for Output 

 

 

Non-Membership of Output 

Intuitionistic Fuzzy Inference Engine 
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This process is the real brain as the logic of this proposed algorithm resides. The 

interpretation is applied using IF-THEN type intuitionistic fuzzy rules. These 

IF-THEN rules formulate the conditional statements that comprise intuitionistic 

fuzzy logic. The inference engine fires the suitable IF-THEN rules in the 

knowledge base [16].  

IFS rules have the form 
Rule: IF condition THEN consequent [weight] 

Where, 

 Condition is a composite intuitionistic fuzzy expression, i.e. that uses 

Intuitionistic fuzzy logic operators and atomic intuitionistic fuzzy 

expressions. 

 Consequent is an atomic expression.  

 Weight is a real number that defines the confidence of the rule. 

Example for both membership and non membership elements of Intuitionistic 

Fuzzy Rule are as follows.  

RuleA: If (DOS is high) and (ED is LOW) and (TAs is HIGH) and (DS  is 

VERY LOW) and (collision is HIGH) and (Sink_ hole is MEDIUM) and 

(jamming_ attack is HIGH) and (clone_ attack is MEDIUM) and (Route 

information_ manipulation is HIGH) and (Selective_ forwarding is HIGH) then 

(WSN is in ATTACK) [0.3]. 

RuleN: If (DOS is VERY LOW) and (ED is LOW) and (TAs is MEDIUM) and 

(DS is VERY LOW) and (CO is VERY LOW) and (SH is VERY LOW) and 

(JM is MEDIUM) and (CL is LOW) and (RIM is LOW) and (SF is VERY 

LOW) then (WSN is SAFE) [0.6]. 

RuleI: If (DOS is VERY LOW) and (ED is LOW) and (TAs is MEDIUM) and 

(DS is MEDIUM) and (CO is MEDIUM) and (SH is MEDIUM) and (JM is 

MEDIUM) and (CL is LOW) and (RIM is MEDIUM) and (SF is MEDIUM) 

then (WSN is INDEFINITE) [0.7]. 

 RuleN- is the rule for the WSN is safe from attack. 

 RuleA – is the rule for the WSN vulnerable to attack. 

 RuleI – is the rule for the WSN is in deterministic about safe or attack. 

The Intuitionistic fuzzy rule truth-value is intended as the product of the 

condition truth-value by the weight, i.e. 

Truth_Value (Rule) = Truth_Value (Condition) * Weight 

For Membership Function 

Truth_Value(RuleN) = Truth_Value ((DOS is VERY LOW) and (ED is LOW) 

and (TAs is MEDIUM) and (DS  is VERY LOW) and (CO is VERY LOW) and 

(SH is VERY LOW) and (JM is MEDIUM) and (CL is LOW) and (RIM is 

LOW) and (SF is VERY LOW) then (WSN is SAFE)) * [0.3] 
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Truth_Value(RuleA) = Truth_Value (If (DOS is high) and (ED is LOW) and 

(TAs is HIGH) and (DS  is VERY LOW) and (collision is HIGH) and (Sink_ 

hole is MEDIUM) and (jamming_ attack is HIGH) and (clone_ attack is 

MEDIUM) and (Route information_ manipulation is HIGH) and (Selective_ 

forwarding is HIGH) then (WSN is in ATTACK)) * [0.6] 

Truth_Value(RuleI) = Truth_Value (If (DOS is VERY LOW) and (ED is LOW) 

and (TAs is MEDIUM) and (DS  is MEDIUM) and (CO is MEDIUM) and (SH 

is MEDIUM) and (JM is MEDIUM) and (CL is LOW) and (RIM is MEDIUM) 

and (Selective_ forwarding is MEDIUM) then (WSN is INDEFINITE)) * [0.7] 

Example:  
For Membership, µ(A) 

Truth_Valueµ(A)(RuleN) = Truth_Value ((DOS is VERY LOW) and (ED is 

LOW) and (TAs is MEDIUM) and (DS  is VERY LOW) and (CO is VERY 

LOW) and (SH is VERY LOW) and (JM is MEDIUM) and (CL is LOW) and 

(RIM is LOW) and (SF is VERY LOW) then (WSN is SAFE)) * (0.3) 

                  = min{0.2, 0.1,0.4,0.2,0.1,0.2,0.5,0.2,0.3,0.2} * 0.3 

                   = 0.1 * 0.3 

                   = 0.03 

Truth_Valueµ(A)(RuleA) =Truth_Value (If (DOS is high) and (ED is LOW) and 

(TAs is VERYHIGH) and (DS  is VERY LOW) and (collision is HIGH) and 

(Sink_ hole is MEDIUM) and (jamming_ attack is HIGH) and (clone_ attack is 

MEDIUM) and (Route information_ manipulation is HIGH) and (Selective_ 

forwarding is HIGH) then (WSN is in ATTACK)) * [0.6] 

                   = min{0.8, 0.2,0.9,0.2,0.7,0.5,0.7,0.6,0.8,0.7} * 0.6 

                   = 0.2 * 0.6 

                   = 0.12 

Truth_Valueµ(A)(RuleI) =Truth_Value (If (DOS is VERY LOW) and (ED is 

LOW) and (TAs is MEDIUM) and (DS  is MEDIUM) and (CO is MEDIUM) 

and (SH is MEDIUM) and (JM is MEDIUM) and (CL is LOW) and (RIM is 

MEDIUM) and (Selective_ forwarding is MEDIUM) then (WSN is 

INDEFINITE)) * [0.7] 

                   = min{0.1,0.2,0.5, 0.4,0.4,0.5,0.4,0.2,0.5,0.4,0.5} * 0.7 

                   = 0.1 * 0.7 

                   = 0.07 

For Non-Membership, ν(A)  

Truth_Valueν(A)(RuleN) =Truth_Value ((DOS is VERY LOW) and (ED is 

LOW) and (TAs is MEDIUM) and (DS  is VERY LOW) and (CO is VERY 

LOW) and (SH is VERY LOW) and (JM is MEDIUM) and (CL is LOW) and 

(RIM is LOW) and (SF is VERY LOW) then (WSN is SAFE)) * (0.3) 

                   = max{0.2, 0.1,0.4,0.2,0.1,0.2,0.5,0.2,0.3,0.2} * 0.3 

                   = 0.5 * 0.3 

                   = 0.15 
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Truth_Valueν(A)(RuleA)= Truth_Value (If (DOS is high) and (ED is LOW) and 

(TAs is VERYHIGH) and (DS  is VERY LOW) and (collision is HIGH) and 

(Sink_ hole is MEDIUM) and (jamming_ attack is HIGH) and (clone_ attack is 

MEDIUM) and (Route information_ manipulation is HIGH) and (Selective_ 

forwarding is HIGH) then (WSN is in ATTACK)) * [0.6] 

                   = max{0.8, 0.2,0.9,0.2,0.7,0.5,0.7,0.6,0.8,0.7} * 0.6 

                  = 0.5 * 0.9 

                   = 0.45 

Truth_Valueν(A)(RuleI) = Truth_Value (If (DOS is VERY LOW) and (ED is 

LOW) and (TA is MEDIUM) and (DS  is MEDIUM) and (CO is MEDIUM) 

and (SH is MEDIUM) and (JM is MEDIUM) and (CL is LOW) and (RIM is 

MEDIUM) and (SF is MEDIUM) then (WSN is INDEFINITE)) * [0.7] 

                   = max{0.1,0.2,0.5, 0.4,0.4,0.5,0.4,0.2,0.5,0.4,0.5} * 0.7 

                   = 0.5 * 0.7 

                   = 0.35 

In Intuitionistic fuzzy classifier for the three WSN security state is classified 

using the maximum technique, which classifies the status of the WSN security 

as the class in the conclusion part of the rule that has the maximum truth-value, 

i.e: 

 

Where, 

N - Represents the WSN is SAFE 

A - Represents the WSN is in ATTACK 

I- Represents the WSN SECURITY is INDETERMINISTIC about SAFE or 

ATTACK 

Note 

If the rules for SAFE AND ATTACK produce the same truth-value then it is 

considered as in deterministic. 

Intuitionistic Defuzzifier 

The Intuitionistic defuzzifier component takes intuitionistic fuzzy type of wsn 

security state of each process and Intuitionistic defuzzifier it to crisp wsn state.  
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4. Simulation Result 

Simulation result the simulation for the proposed work is done using matlab 

[17] code. This intuitionistic fuzzy rule based inference system used to analyze 

the attack risk on wireless sensor Network and it provides the ability to find the 

security attack which takes very high influences in the wsn the constructed 

method produces 64 rule based systems with different rules guidance.  

The impacts on the risk levels are categorized into five types. They are very 

low, low, Medium, High and very high. The input given to the system are 

represented in terms of intuitionistic fuzzy number namely membership and 

non-membership functions. The figure 2 displays the membership function 

represented as a curve which describes in which way each point in the input is 

mapped corresponding to a degree of membership between 0 and 1. These 

membership functions are framed by straight lines and they used the triangular 

membership function which is named as trimf in matlab and they are the 

collection of three points forming a triangle. Fig 1 shows the input output 

parameters.  

 

Intuitionistic Fuzzy Rule based WSN security Model 

 

  

International Journal of Pure and Applied Mathematics Special Issue

359



Input parameter sample 

The figure shows the ten input variables membership value setting using matalb 

 

The figure shows the ten output variable membership value setting using matalb 

Output sample 

 

Rule generate using intuitionistic fuzzy rule based system 

Rule editor given in figure 3 change and delete the rule. Rule editor helps to add 

and delete the rules. In the rule editor rule are formulated after representing 

input and output of intuitionistic fuzzy sets in membership and non-functions 
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Overall Rules Viewer for WSN Security Model 

 

Initial Setup of the Wireless Sensor Network 

The simulation setup of the wireless sensor network in which the blue dot 

represents the base station, asterisk represents the cluster head and triangle 

represent the sensor node.  
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Roc Curve Intuitionistic Fuzzy Rule based WSN Security System 

The figure depicts the roc curve of the proposed model with false positive rate 

versus trup positive rate in genration of rules to detect the security vulnerability 

in wireless sensor networks 

 

Performance comparison of proposed method Intuitionistic fuzzy rule and fuzzy 

rule in wireless sensor network security model. 

The output of the figure shows the comparison of the proposed intuitionistic 

fuzzy model and fuzzy rule based model to identify interesting rules generated 

by each model. It is observed that the proposed method produces more number 

of potential rules compared to the existing fuzzy rule based model 
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5. Discussion 

The result of this work illustrates that if the software producing companies will 

integrate security risk analysis into the making of software system, the issue of 

uncertainty of software in security will be held to the minimum if not 

eliminated. This proposed study has also exposed that if each of the software 

security goals can be increased to the maximum, then the level security will also 

be increased and the risk associated will be eliminated. 

6. Conclusion 

This work extended our previous algorithm of fuzzy rule based decision making 

system for Wireless Sensor Network based security model to intuitionistic fuzzy 

rule based modeling technique. Our proposed algorithm has shown results that 

are comparable to the best-known vulnerability detection model in wsn. This 

work has presented a potential decision-making system based on intuitionistic 

fuzzy sets based on the truth value of membership, non-membership and 

indeterminacy of the generated rules. Our proposed algorithm can give even 

better results if it can identify between indeterminacy prevailing among the 

input values and it can intelligently alert the base station in condition of 

uncertainty.  This work improves the security attack prevention in wsn in case 

of vagueness and incompleteness in the input by using the degree of hesitation. 
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