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Abstract
With the advancement of internet over years, the number of attacks over internet has also increased. A powerful
Intrusion Detection System (IDS) is required to ensure the
security of a network. The aim of IDS is to monitor the processes prevailing in a network and to analyze them for signs
of any possible deviations. Some studies have been done in
this field but a deep and exhaustive work has still not been
done. This paper proposes an IDS using machine leaning
for network with a good union of feature selection technique
and classifier by studying the combinations of most of the
popular feature selection techniques and classifiers. A set of
significant features is selected from the original set of features using feature selection techniques and then the set of
significant features is used to train different types of classifiers to make the IDS. Five folds cross validation is done
on NSL-KDD dataset to find results. It is finally observed
that K-NN classifier produces better performance than others and, among the feature selection methods, information
gain ratio based feature selection method is better.
Key Words : Intrusion detection, machine learning,
NSL-KDD dataset, feature selection, classifier.
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1

Introduction

Currently With the large amount of data and information, Internet has number of challenges to make it stable and secure system.
Though security can be ensured through updation of firewall and
software, dynamic mechanisms can also be exploited. Intrusion
detection system is one of dynamic mechanisms along with network analyzers and others. Intrusion detection determines specific
goal of detecting attacks [8]. Intrusion detection monitors processes
prevailing in a computer system or network and analyzes them to
detect any deviation or any kind of abnormalities, which are violations of computer security policies [19]. There are two methods of intrusion detection: misuse and anomaly. Misuse aims to
determine attack signatures in the monitored resource. Anomaly
depends on knowledge of normal behavior and any deviation from
this [9]. Anomaly detection has gained popularity as it became
effective against new attacks. Machine Learning algorithms can
also be used for anomaly detection. Machine learning algorithms
are trained and then be applied on unseen input for the actual detection process [20]. There are many classification algorithms in
machine learning that can be trained and used to detect attack in
a network. To further enhance the performance of these classifiers
and reduce the detection time feature reduction algorithms can be
used.
Sannasi Ganapathy et al. [7] presented a survey on intelligent
techniques for Intrusion Detection (ID) by feature selection and
classification techniques, which includes many statistical and machine learning algorithms that are used as classifiers or feature selection techniques. Vinchurkar et al. [22] analyzed the NN and other
machine learning approaches in designing Intrusion Detection System (IDS). Jalil et al. [10] compared the performance of machine
learning algorithms in network intrusion detection and found that
DT (DT) gives better accuracy compared to SVM (SVM) and NB
(NB). Amor et al [5] compared two classifiers i.e. NB and DT. They
also found that DT performs better than NB.
It is observed that some comparative studies have been done in
this field but exhaustive study is still not done. Therefore this paper
intends to design an Intrusion Detection System (IDS) for network
with a good mix of feature selection technique and classifier by
2
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studying the combinations of most of the popular feature selection
techniques and classifiers. The study will give us an idea about
which feature selection technique should be combined with which
classifier to build accurate network intrusion detection.

2

Feature Selection and classifiers

2.1

Feature selection

Feature selection selects representative set of attributes from the set
of original attributes. This representative set keeps only the relevant and important attributes, learning algorithm takes less time to
learn and produces a more general classifier as it removes unnecessary and irrelevant attributes for the original set. Feature selection
also facilitates data visualization and data understanding. Some of
the popular feature selection techniques used in this paper is briefly
presented below.
a) Correlation based Feature Selection method: CFS works
with hypothesis that is ”Good feature subsets contain features
highly correlated with the class, yet uncorrelated to each other”
[6].
Algorithm:
1) Select the dataset for pre-processing.
2) Calculate featurefeature and feature-class correlations.
3) Search through the feature subspace and calculate feature
subset based on merit.
b) Principal Component Analysis: Principal component analysis (PCA) determines uncorrelated attributes called principal
components.
Algorithm:
1. Whole d-dimensional dataset is taken ignoring the class labels.
2. The d-dimensional mean vector is calculated.
3. Covariance matrix is found for the whole data set.
3
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4. Eigenvectors and corresponding eigenvalues are calculated.
5. Eigenvectors by decreasing eigenvalues are sorted and l eigenvectors with the largest eigenvalues to form a d × l dimensional matrix M are chosen.
6. M is used to transform the samples onto the new subspace.
Mathematically it can be written as:y = M T × p (Where p
is a d × 1 dimensional representing one sample and y is the
transformed l × l dimensional sample in the new subspace).
c) Information Gain Ratio based feature selection: Features selected based on only information gain is biased towards
attributes having many values. Information Gain Ratio (IGR)
based Feature Selection removes this drawback by taking the
splitting information of an attribute into account. Splitting information of an attribute is the entropy of pattern distribution
into branches. Gain ratio of attribute decreases as value of split
information increases [12].
Algorithm:
1. Start with the full set of attributes (set containing all attributes of the dataset) and null selected feature set.
2. Calculate information gain ratio of each attribute.
3. Choose an attribute from the total set with the highest information gain ratio.
4. Split the dataset into sub datasets depending on the attribute values.
5. Add the attribute to selected feature set and remove from
set of attributes.
6. Repeat step 2 to 5 for each of the sub-datasets with the
set of attributes, if instance in a sub-dataset belongs to more
than one class.
7. Output the selected feature set.
d) Minimum Redundancy Maximum Relevance: This method
tries to penalize a feature’s relevance based on its redundancy.
The relevance of a feature set S for the class c is defined by the
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average value of all mutual information values between the individual feature fi and the class c [16]. It is shown by equation (1):
Max D(S,c) ,D =

1
|S|

P

fi ∈S

I(fi ; c)

(1)

The redundancy of all features in the set S is the average value
of all mutual information values between the feature fi and the
feature fj . It is shown by equation (2):
Min R(S) ,R =

1
|S|2

P

fi ,fj ∈S

I(fi ; fj )

(2)

The mRMR criterion is a combination of two measures given
above and is defined as shown in equation (3):
Max M(D,R) ,M =
(3)

1
|S|

P

fi ∈S

I(fi ; c) −

1
|S|2

P

fi ,fj ∈S

I(fi ; fj )

Incremental search methods are used to find the near-optimal
features defined by M. Suppose we already have sm−1 , the feature set with (m-1) features, the mth feature from the set (
U − sm−1 ) will optimizes the following condition (4):
P
maxfj ∈U −sm−1 ( I(fj ; c) −

1
m−1

Algorithm:

P

fi ∈sm−1

I(fj ; fi ))

(4)

1. Select one feature fi from the candidate pool which has maximum value of mutual information.
2. Add fi to subset pool and remove it from candidate pool.
3. Select the next feature fj from the candidate pool such that
it maximizes condition (5).
4. Add the selected feature fj to subset pool and remove it
from candidate pool.
5. Repeat step 3 to 4 until no more features can be added to
the subset.
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2.2

Classifiers

A classifier is a tool which categorizes unseen patterns in suitable
classes. The classifier is first given training data which it uses to
construct a decision model. Then the model is given some unseen
examples to classify. Some of the popular classification techniques
used in this research article is briefly presented below:
a) Nave Bayes: Nave Bayes (NB) is a form of Bayes networks
which are used for inference tasks ([5],[23]). It is based on Bayes
probability theory.
b) Support Vector Machine: It is based on the idea of structural risk minimization which gains advantage in speed and scalability [15]. The basic idea of Support Vector Machine (SVM)
is to find a decision boundary in multidimensional space which
separates unseen patterns in different classes.
c) Decision Tree: Decision Tree (DT) algorithms are well-known
tool for classification and prediction tasks.It builds a model that
predicts the output of a pattern based on different input attribute values of the pattern. The construction of DT does not
require any domain knowledge or parameter setting, just the
given data set is learnt and modelled [10]. It consists of three
basic elements: Decision node, edges or branch and leaf node
[4].
d) Neural Network: Neural Network (NN) is a connectionist
approach which processes information through a connection of
large number of artificial neurons [22]. It consists of hidden
layers which further processes the data before passing the output
to the output layer. To train the NN a pattern from training
data set is given as input to the NN. The output obtained is
observed, and if it is correct the next pattern is given as input.
In case of error, the error is propagated till the input layer using
back-propagation algorithm and weights are adjusted to obtain
correct output for all the training patterns. Once trained the,
newer unseen data is fed to the trained NN and the output
obtained classifies to which class it belongs.
e) k- nearest neighbor algorithm (k-NN): This is the most
simple among all machine learning algorithms where the output
6
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is calculated based on k closest neighbours or k training patterns
[1]. The calculation of output varies depending on the task to
be performed. For example in case of classifying an unknown
pattern, the pattern is assigned as the class which appears frequently among the k nearest training patterns.

3

Intrusion Detection System (IDS)

Fig. 1.1 shows the proposed IDS model. Feature selection method
selects the significant features for the classification. Dataset with
only the significant features enhances the acceptability of the model
with better accuracy. The set of significant features is then used
to be trained the classifiers. After training the classifier, using the
same set of features the test dataset is tested to detect whether
each single instance is a normal data or an attack data.

Fig.1.1. Intrusion Detection
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4

Experimental Results And Discussion

NSL-KDD dataset is used for the experiments. It is a modified version of the KDD 99 data set. The modified version has some problems associated with it; some of them are discussed by McHugh
[13]. But a lot analysis is done with this dataset to develop an efficient intrusion detection system due to absence of publicly available
data sets for IDSs [21]. However, the size of NSL-KDD dataset is
very large and has approximately about 100,000 rows of data and
more than 40 columns. Large datasets are difficult to work as they
increase the computational cost. Therefore, the dataset is reduced
to meet the requirement.
10,000 data are selected for the experiments and are divided into
5 folds for cross validation. Four feature selection techniques and
five classifiers suitable for intrusion detection ([2]-[3], [14]) are taken
for the experiment. All the experiments are carried out in WEKA
and effectiveness of all the classifiers in classifying the NSL-KDD
data set is studied. The performances of different combinations of
feature selection algorithms and classifiers in detecting normal and
attack class are shown in the table 1.1.
Table 1.1. Classification accuracy of five classifiers with the four
feature selection techniques
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The following observations are made from the results of table
1.1.
i. k-NN with IGR feature selection method produces highest
performance among all the combinations. k-NN with CFS
method produces lower performance than k-NN with other
feature selection methods.
ii. DT with CFS method produces higher accuracy than DT with
other feature selection methods and is the second highest performance among all the combinations. DT with IGR feature
selection method produces lower than DT with other feature
selection methods.
iii. NN with IGR feature selection method produces higher accuracy than NN with other feature selection methods. NN
with CFS method produces lower than NN with other feature
selection methods.
iv. SVM with PCA feature selection method produces higher accuracy than SVM with other feature selection methods. SVM
with CFS method produces lower than SVM with other feature selection methods.
v. NB with IGR feature selection method produces higher accuracy than NB with other feature selection methods. NB
with CFS method produces lower than NB with other feature
selection methods.
It can be concluded from the observations that k-NN classifier
produces better performance than others and, among the feature
selection methods IGR feature selection method is better than others and CFS method is inferior to others.

5

Conclusion

This paper proposes an IDS model which compares performances of
different combinations. A subset of significant features is selected
using feature selection algorithms and then the set of significant
features is used to train different types of classifiers. CFS, IGR,
9
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PCA, and minimum redundancy maximum- relevance feature selection techniques, and k-NN, DT, NN, SVM and NB classifiers are
used in this paper.
The paper uses different mix of feature selection algorithms and
classifiers because each of the classifiers and the feature selection
algorithms has advantage as well as disadvantage. It is difficult to
choose one over another to implement an intrusion detection system. Further, the experimental results show that machine learning
can be used in intrusion detection because all the combinations
produce significant accuracy. k-NN classifier produces better performance than others and, among the feature selection methods,
IGR feature selection method is better than others and CFS is inferior to others. Highest accuracy obtained in all the combinations
is for IGR feature selection with k-NN. Therefore, from this study
it can be concluded that the combination of IGR feature selection
and k-NN can be used to design an effective intrusion detection
system.
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