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Abstract 
 

In recent times, medical imaging has revolutionized the healthcare system. It has become a vital tool 
for rapid diagnosis with visualization of the human body. Telemedicine helps in remote delivery of 
healthcare services over the telecommunication infrastructure. In this paper, Watermarking is 
performed in wavelet domain with dual watermarks by embedding HL and LH bands of the 
watermarks in the LL band of the cover medical image. A watermarked image encryption algorithm is 
proposed here to provide more security for digital watermarked medical images by using chaotic 
system based bit level permutation and implementation of different bit wise operators on bit plane 
slices. Initially, bit plane slicing or bit plane decomposition is employed on the image with the aim to 
make changes in the bit level information. Different permutation methods are applied on 8 bit planes 
as a first level of encryption using a random number generated with the help of a chaotic system. 
These include intra plane permutation and inter plane permutation. These two level permutations not 
only relocate the bits but also modify the pixel values. Bit level permutation can be viewed as a 
permutation-substitution function. This improves the security and makes the decryption process 
difficult for an attacker. Compared with the other schemes, the proposed scheme introduces more 
level of security with more than one key and multiple techniques. 
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1.INTRODUCTION 
Medical imaging has given healthcare a new up front. It has paved a way to improve physicians to 
diagnose, treat and to identify medical illness and conditions. The broad applicability of medical 
imaging has sprouted as a logical consequence of physicians integrating imaging into the standard 
treatment patterns. This has led to a rapid increase in the usage of medical images. Advances in 
electronics, miniaturization, visualization, acquisition and resolution have made transaction of 
medical images faster, precise and mobile. Thus, the major transformation in healthcare is that 
imaging has become a standard aid for diagnosis and treatment of all major medical conditions and 
diseases. 
 
The Health Insurance Portability and Accountability Act (HIPAA) introduced by the U.S Federal Law 
regulating healthcare industry for secure exchange of patient‘s information with integrity. In addition, 
it also tries to satisfy the security and privacy demand of the individuals for their electronic health 
information that is to be exchanged for consultation, diagnosis and claim for medical insurance. More 
care has to be taken for the transaction of healthcare records as electronic transmission of 
information is always attacked and exposed to other breaches of security. 
 

The security regulations for medical images can be summarized as follows [1]: 
1) Patient’s knowledge: Patient‘s should have complete knowledge of the usage of their health 

information. 
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2) Confidentiality: The health information should be accessed only by the authorised users for 
process and transmission. 

3) Patient’s end: Patients can have access and control of usage of the health information. 
4) Integrity: Originality of the health care information should be maintained. 
5) Exception situation: The health information can be used in critical conditions without the 

consent from the patient.  
 

         Confidentiality and Integrity are the important components in the maintenance of health record. 
Confidentiality refers to denial of access to unauthorized users during the transaction of medical 
records. Integrity implies that the images should not be changed at any stage of the transmission 
process. Watermarking is one of the security mechanisms for secure transaction of medical images. 
Digital watermarking does not cause any perceptible change or the format of the cover image. Thus, 
it allows associating in protecting data with the information. Researchers have reported findings 
stating that watermarking techniques satisfy both confidentiality and integrity requirements [2], 
[3],[4],[5],[6],[7],[8],[9],[10]..Picture Archiving and Communication System (PACS) and Hospital 
Information System (HIS) have been initiated to assure confidentiality, integrity and authentication of 
health care information. Digital watermarking for medical images have been discussed for security of 
medical images [11].[12],[13],[14]. The application of digital watermarking includes data hiding, 
integrity control, protection and authenticity. The watermark can be removed after verifying the 
integrity of the cover medical image. Any modification on the cover image will have same impact on 
the watermark also, which helps to provide security to the cover image. The digital watermarking 
algorithms can be classified into two classes depending on the domain of watermark embedding. The 
first group belongs to the algorithms which use spatial domain for data hiding and the second group 
uses transformation domain. Digital Watermarking can also be categorized into visible and invisible, 
fragile and robust, blind and non-blind with emphasis on authentication, rightful ownership and 
availability of the cover image respectively. 
 

The outline of the paper is as follows: Related works are given in section 2. Some background 
information on Chaos based image encryption is given in Section 3. Section 4 describes the details of 
the proposed Dual watermarking scheme. The proposed encryption technique is discussed in section 
5. Section 6 shows the simulation results of the proposed method. The conclusions are given in 
Section 7. 

2.RELATED WORK 
Many techniques about data hiding have been proposed. Least-significant-bit (LSB) plane by 

directly replacing the LSBs of the cover image with the message bits is one common technique[15]. 
Reference [16] proposed local pixel adjustment process (LPAP) to improve the image quality of the 
stego-image. As it considers only the last three least significant bits and fourth bit, the technique is 
not optimal. 

 
Reference [17] has proved that watermarking can be used to protect digital image against illegal 

copying.  Watermarking  information  in  LSB  can  be  lost  during  the  compression  and 
transmission. Therefore, watermarking technique robust to various attacks is necessary. 
Performance of watermarking in different bit planes has been discussed. Reference [18] an 
encryption scheme with light-weight bit-level permutation and cascade circular diffusion. The light-
weight bit confusion operation reduces the computation redundancy. In the diffusion phase, a 
cascade cross circular diffusion strategy is adopted to avoid the stop point mechanism problem. 
Reference [19] this paper introduces a new pixel shuffle technique with multi chaotic systems for the 
image encryption. Since the chaotic system is highly sensitive to initial values, the proposed method 
combined with four chaotic systems that can fully banish the outlines of the original image.. 
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3.BIT LEVEL PERMUTATION AND DIFFUSION 
OPERATION 
A. Bit Level Permutation 

The bit level permutations are carried out in two stages such as intra plane permutation and inter 
plane permutation. Different bit planes are permuted independently which concentrates not only on 
the location of the bits but change in composition of each pixel. Permutation operation performed 
within each plane is called inter plane permutation. But in inter plane permutation the movement of 
the bits is limited within the particular plane. Thus the correlation among different pixels is reduced in 
the macroscopic level but, still there exist a relationship between adjacent bit planes, whereas the 
amount of information in each bit plane remains unchanged. Using a generated chaotic sequence 
and by iterating the logistic map function, the type of permutation is decided. Thus one of the four 
different permutation method is applied on each selected bit plane bringing a random effect during 
the entire process. Different cases for permuting the bit planes are depicted in Fig .1. 

 
 
 
 
 

Fig.1 Different forms of Inter Plane Permutation a) Original image b) Vertical permutation c) 
Horizontal permutation   d) Right diagonal permutation e) Left diagonal permutation 
 
Higher order bit planes (7

th
 and 8

th
 planes), has high probability that the neighboring higher order bits 

have opposite values. That is, if a bit in the 8
th
 bit plane has a value 1, then there is a high probability 

that the corresponding bit in the 7
th
 bit plane has a value 0 .Thus an attacker can easily predict 

almost all the bits of a particular higher order plane if the neighboring bit plane‘s bit values are known 
[20],[21]. Thus inter plane permutation is not sufficient for encryption process. Hence in this 
algorithm, intra plane permutation is also implemented by means of bit plane swapping. In this 
process, the higher order bit planes and lower order bit planes are swapped sequentially. This 
exchanges the useful information in the higher order bit planes with the random noise like content in 
the lower order bit planes, thus increases the robustness. 

B. Bit Level Diffusion 

The security of the cryptosystem can be further increased by performing bit level diffusion on the 
bit planes. The diffusion operation applied on each bit plane depends on the previously encrypted bit 
plane. Each encrypted (diffused) bit plane serves as the mask for encrypting the next bit plane. Four 
different bit wise operators such as OR,AND, XOR and XNOR are selectively employed  on the bit 
planes according to the output function governing the selection of a bit wise operator for a particular 
bit plane. For the first bit plane, an initial binary mask is generated with the help of logistic map 
function. As the higher order planes occupy a large percentage of the total information, they are 
encrypted with either XOR or XNOR operator as these operators can bring better security compared 
to other bit wise operators. All the lower order bit planes can be encrypted with any of the four bit 
wise operators. 

4.PROPOSED WATERMARKING PROCESS 
The first phase of the proposed algorithm performs watermarking of cover medical image with dual 

watermarks namely hospital logo image and patient‘s identity image. The cover medical image is 
subjected to third level decomposition so that watermarking causes imperceptible changes to the 
cover medical images and the watermarks are subjected to 1

st
 level decomposition. Thereby the 

cover medical image is embedded with dual watermark. The LH band of the hospital logo and the HL 
band of the patient‘s id is embedded into the LL band of the cover medical image. This process helps 
in developing an imperceptible watermark. Fig.1 represents the embedding phase. 
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C. Embedding Process 

Step 1: The input cover medical image ‗M‘ is subjected to third level Haar Wavelet decomposition. 
 
Step 2: The watermark‘s hospital logo ‗H‘ and patient‘s identity ‗P‘ are subjected to first level Haar 
Wavelet decomposition. 
 

Step 3: LH sub band of ‗H‘ ( ) and HL sub band of ‗P‘(  is embedded into the LL sub band of 
the ‗M‘ 
 

   ( ).                                      (1) 

 
Step 4: Inverse Discrete wavelet transform is performed on the watermarked cover medical 

image  

 

Step 5: Watermarked cover medical image (  is transmitted over public network. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig .2 Embedding phase 

D. Extraction Process 

 
Step 1: The cover medical image ‗M‘ and watermarked cover medical image ‗Mw’ are subjected to 
third level Haar wavelet decomposition. 
 

Step 2: LL sub band of ‗M’ ( and LL subband of ‗Mw‘ ( ) are subtracted to extract the 

watermarks. 

                                    (2) 
Step 3: Watermarks are extracted for checking the authenticity of the cover medical image. 

5.PROPOSED ENCRYPTION AND DECRYPTION  
The proposed image encryption algorithm is processed through the following steps. 
 
Step 1: Get the external user defined key of 15 characters and derive the initial conditions 𝑋0, 𝑌0 

and 𝑍0 using the following equations. 
External secret key is given by, 

Cover Medical 

Image ‘M’ 

Hospital logo 

‘H’ 

Patient’s Identity 

‘P’ 

3
rd

 level DWT  1
st

 level DWT 1
st

 level DWT 

     LL band LH band       HL band 

IDWT 

Watermarked Medical Image ‘ ’ 
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                           (3) 

 
 etc are 8 bit characters in the user defined key. 

 

                       (4) 

 

                           (5) 

 

              (6) 

 
Step 2: Iterate the logistic map function to get three pseudo random sequences 𝑋, 𝑌 and 𝑍 of 

required length with three different initial conditions 𝑋0, 𝑌0 and 𝑍0. The initial values of the logistic 
map function are the secret keys in the proposed cryptosystem. 
 
Step 3: Now perform bit plane slicing to get eight binary images from the original image. Each pixel in 
an image can be represented with the combination of eight bits. According to the different 
combinations of eight bits a pixel can have any value from 0 to 255. Each bit has been assigned 
some weightage according to their position from MSB to LSB. A pixel can be represented in the 
binary format as shown in given equation:  
 

          (7) 

 

where represents image pixels, b(7) to b(0) represent the corresponding binary representation.  

 
Step 4: After bit plane slicing we have eight binary images or bit planes which when combined will 
give the original image. In order to reduce the correlation between the adjacent bit planes perform bit 
plane swapping between higher order bit planes and lower order bit planes.  
 
Step 5: After bit plane swapping each plane is subjected to inter plane permutation according to the 
rule given below: 
 

     (8) 

Where   represents the plane number; n=1 to 8, and  is the pseudo random sequence generated 

by the equation  
  

                      (9) 

 
where   is the control parameter whose value is fixed at 3.999 which is the optimum value for the 

logistic map function to show perfect chaotic behavior and   is the initial condition to the chaotic 

sequence. There are four different rules for performing inter plane permutation of the binary images 
for inter plane permutation BLPn. 

 

 

 (10)   

          (11) 

 
                 (12) 

 
      (13) 
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Fig.3 Bit Plane Swapping 
 
Step 6: For better permutation effect higher order bit planes from n=5 to 8 are combined together to 
make a single image and this image is shuffled using the chaotic sequence X. The chaotic sequence 
X generated in the previous step is sorted in the ascending order. By comparing the sorted random 
sequence and the original sequence, a location map is created whose values indicate the actual 
positions of the sorted chaotic elements in the original chaotic map. With this location map, the image 
pixels are relocated to confuse the entire image matrix obtained from combining the higher order 
planes. 
 

                          (14) 

 
‗Value‘ represents the array of chaotic elements after sorting and ‗Index‘ is an array of corresponding 
positions of ‗Value‘ elements in the original chaotic sequence X. 
 
Step7: After the confusion stage, each bit plane is diffused using any of the bitwise operators such 
as XOR, AND, OR and XNOR. The bitwise operator for a particular bit plane is selected using equ.8 
given in step 5. But here we use chaotic sequence Y in place of X  .The proposed diffusion method 
implements diffusion operation under the condition that the higher order planes should be diffused 
using either XOR or XNOR operation, whereas lower order bit planes can be diffused using any of 
the four bitwise operators. The encrypted image is generated by  
 
 

    (15) 

 

    (16) 

 

  (17) 

 

  (18) 

 
c(i)  is the encrypted image (diffused image), 𝐶(𝑖 − 1) is the previously encrypted bit and 𝑏𝑖𝑛𝑚𝑎𝑠𝑘 is 
the mask for diffusion. For the first plane (MSB or LSB).The mask for the diffusion process is 
calculated using the expression 
 

           (19) 

 
Where  is the mask or key image for diffusion of a particular bit plane  is the pseudo 

random sequence. 
    

6.SIMULATION RESULTS AND ANALYSIS 
In this section, simulation results of the proposed watermarking and encryption techniques are 

given. The performance of the proposed algorithm is tested on 4 grayscale medical images obtained 
from DICOM open source as shown in Fig.5. The results of MRI 1 image is shown for the illustration 
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of the proposed work. The MRI 1 image is watermarked with the hospital logo and patient‘s identity 
as shown in Fig.4. The watermarked image is taken as the input to the encryption system.  

 
 

                      
       (a)                                                  (b) 
 
 
Fig.4 Watermark Images a) Hospital logo b) Patient‘s Identity 

     
 

               
         (a)                                    (b) 

                
          (c)                                    (d) 

  
                             Fig. 5 Sample medical images 

 
                a) CT1 scan    b)  CT2 scan    c) MRI 1 d) MRI 2 
            

                           
       
                         Fig. 6 Watermarked MRI 2 image 

 
6.1 Analysis of the proposed system 

E. Entropy Analysis 

Information entropy is one of the statistical parameter to measure the strength of the cryptosystem. 
Entropy is defined as the degree of uncertainty or degree of randomness in an image. If the entropy 
of the cipher image is high, the correlation between adjacent pixels is very less which indicates a 
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stronger encryption algorithm. The information source is considered random if there are 256 possible 

outputs for an 8 bit message ‗𝑚‘ with equal probability. Then, its entropy value (𝑚) is 8 which 
represents the ideal condition [22]. Entropy is calculated as in Equ. 20.  
             

                                      (20) 
 
where (𝑚) represents the entropy, M is the total number of grey levels in an image, and 𝑃(mi) is the 
probability distribution of a particular grey level value in the image.  Table .I shows the values of 
entropy obtained by the proposed system for the sample test images. It is obvious that the proposed 
system has achieved an entropy value close to the high value.  
 
 
 
 
 

TABLE II 
ENTROPY OF SAMPLE IMAGES FOR THE PROPOSED SCHEME 

 

Test Image Plain image After BLP After BLD 

CT 1 7.4451 7.5093 7.9992 

CT 2 7.3583 7.4245 7.9993 

MRI 1 7.6321 7.7393 7.9993 

MRI 2 7.2668 7.3263 7.9992 

F. Correlation Co-efficient Analysis 

 Correlation is a measure of a linear relationship between two random variables [22]. Correlation 
coefficients of adjacent pixels in the image and the encrypted image are calculated and the results 
are tabulated and plotted in Fig.7. From these results it is clear that the correlation between adjacent 
pixels in the image has been significantly reduced after encryption so that the algorithm is able to 
resist the statistical attacks.  
 

               (21) 
 

where 𝑥 and 𝑦 are the grey values of adjacent pixels in the image, (𝑥) is mean, 𝐷(𝑥) is variance and 
𝑐𝑜𝑣(𝑥, 𝑦) is covariance. 𝑅𝑥𝑦 represents the correlation coefficient. Correlation plot in Fig.7 shows that 
the correlation between adjacent pixels in the original image and the encrypted image. Using the 
above equations, correlation coefficients in horizontal, vertical and diagonal directions of the sample 
images before and after encryption can be calculated. 

G. Differential Attack 

Resistance of an image cryptosystem against differential attack is quantified by means of two 
parameters namely NPCR (Number of Pixel Change Rate), which measures the number of pixels 
changed in the cipher image when a slight alteration (one pixel change) is made on the plain image, 
and UACI (Unified Average Changing intensity) which refers to the average values of difference in 
intensity between two cipher images. 
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Fig.7 Correlation co-efficient plot of the MRI 2 image before and after encryption 
 

The bigger the UACI is, the better the algorithm resists the differential attack. In case of NPCR, it 
must be closer to 100% for a good cryptosystem to resist the differential attack [22]. 
 

                                (22) 

 
                       (23) 

where 𝐶1 and 𝐶2 are the two cipher images and 𝐷(𝑖, 𝑗) is given as, 
 

         (24)    

TABLE II 
MEASUREMENT OF NPCR AND UACI 

 

Test Image NPCR 
 

UACI 
 

 
CT 1 

 
0.9960 

 
0.3352 

 
CT 2 

 
0.9965 

 
0.3325 

 
MRI 1 

0.9980 0.3431 

MRI 2 0.9963 
 

0.3321 
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H. Comparison with the Existing Techniques 

       Table.III gives the comparative analysis of the proposed scheme with the existing schemes. The 
proposed scheme has introduced dual watermark embedding in wavelet domain and two stages in 
cryptography process that results in increased robustness and security compared with the existing 
schemes. The three existing schemes taken for the analysis deals with single watermark embedding 
but the proposed watermarking scheme deals with dual watermarks. However, relatively high 
robustness is achieved in the proposed algorithm with increase in computational complexity. 
 

TABLE III 
COMPARATIVE ANALYSIS 

 

S.No. Parameter 

Existing  
Scheme 

 
Reference 

[23] 

Proposed 
Scheme 

1. 
Watermarking 
Scheme 

DWT DWT 

2. 
Encryption 
Scheme 

Not 
discussed 

Chaotic 
permutation 
and diffusion 

3. 
No. of 
Watermark 

Single  Dual 

4. 
Type of 
watermark 

DWT 
transformed 

Image 

DWT 
transformed 

image 

    

S.No. Parameter 

Existing  
Scheme 

 
Reference 

[23] 

Proposed 
Scheme 

5. 
Type of 
watermarking 

Blind Informed 

6. 
Partitioning of  
Watermark 

Yes Yes 

7. 
Range of 
PSNR 

40 dB 40 - 47 dB 

 
   

 

7.CONCLUSIONS 
 
The proposed algorithm combines Wavelet based dual watermarking with chaotic bit plane 
permutation and diffusion cryptography technique. Two watermarks namely hospital logo and 
patient‘s identity are watermarked into the cover medical image. First, the cover medical image and 
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the watermarks are subjected to wavelet decomposition.  The watermarked cover medical image is 
encrypted by chaotic inter plane and intra plane permutations followed by diffusion operation. A bit 
level encryption strategy is designed and implemented using an adaptive bit level permutation and, 
bit level diffusion operation using different bit wise operators. Each bit plane is treated independently 
according to the amount of information carried by them. Since the algorithm is implemented in the bit 
level, and it uses the fast chaotic system called logistic map function, computational efficiency of the 
algorithm is better. In the confusion stage, bit-level permutation is performed in two stages as inter 
plane permutation and intra plane permutation which not only changes the locations of the image 
pixels, but also modifies their values. By applying different permutation methods and different 
diffusion operations randomness in the overall system is achieved. Simulation results and 
performance analysis proves the security and computational efficiency of the proposed algorithm.  
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