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Abstract 
Android is one the foremost widespread smartphone os. Mobile user rate enhanced as shortly as 
malware rate conjointly enhanced compared with previous years. Malicious code that's designed 
specifically to focus on a mobile device system, like a tab or smartphone to wreck or disrupt the device. 
Most mobile malware is meant to disable a mobile device, permit a malicious user to remotely 
management the device or to steal personal data hold on  the device. There are differing types of 
malware within which one of the kind is spyware, This used for observation of user activity and steal the 
user wind while not user consent like decision logs, SMS pictures etc. There are differing types of 
techniques offered to sight the spyware. the various Techniques are signature based detection, 
behavioral detection and data mining based detection. during this paper, professionals and cons of every 
technique are mentioned. 
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1.INTRODUCTION 
Smartphone may be a one kind phone that isn't solely used for calling except for several alternative 
functions additionally. smart phone helps in communication within the kind of calls, messages, emails, 
skype and plenty of alternative things. it's choked with advanced options. These advanced features are 
therefore magnetic that currently majority of the population uses smart phone as compared to traditional 
phone. The enhanced peremptory request has raised security and privacy problems for the user‟s smart 
phone. The attacker will gain the key information that the user has keep on the smart phone. The attacker 
will get location based mostly info additionally by that user are often sent advertisements. The attacker if 
gains information connected with checking account then which will be terribly harmful for the user and 
there is also a loss of cash. User will transfer applications and also the  

 
selection of applications isn't restricted. The movability and also the options it supports have created its 
demand go higher. Users currently store all reasonably information in their Smartphone as its moveable 
and that they will access their information by being at anyplace and whenever they need. Users use it for 
storing their personal information, master card details and for several alternative functions. There are 
totally different varieties of privacy and security threats to a Smartphone. Smartphone contains logs and 
logs contain info concerning all the activities user has done. Logs are often misused to send 
advertisements supported location. therefore during this paper the detection techniques of spyware is 
mentioned in order that the user involves recognize if the spyware is infected by a spyware.[2][3]  
However, android has become the tract for brand spanking new mobile malware. though the platform 
itself is developing and releasing newer versions at quite an quick pace, the mobile malware continues to 
be spreading through the smart phone applications at a speedy rate. Figure one shows the enhanced 
variety of android malwares over the years 
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Figure 1. 1Android Malware Growth 

 

2. USER ACTIVITY MONITOR 
Android mobiles are everyplace specially in corporate space most user having the android mobiles. Users 
are acting a lot of activity with their mobile phones within the organization even in working hour that the 
system is enforced to trace over the users what activity they're acting in working hour within the 
organization. the data are going to be tracked like incoming and outgoing calls (with date, time, supply 
and destination mobile range, decision length and type) are going to be tracked additionally the data 
regarding incoming and outgoing SMS (with date, time, supply and destination mobile range, decision 
length and type) are going to be tracked and sent to the server and an alert are going to be sent to the 
directors mobile device as shortly because the activity are going to be performed by the user through their 
android mobiles. The tracking are going to be done base on background services running on the users 
android mobile device, the apk file are going to be put in at the registration time of users.  

A. this technique focuses on following parameters:  
1) simple to use and track devices  
2) it's less costly 
3) variety of users will be tracked  
4) Provides Security to search out information escape and security breaches within the 

organization 
5) offer instant attentive to the administrator. 
Nitin P. Jagtap1, Kanchan A. Patil2, Shaziya Sayyed Shakil3, Nitin S. Ingle[4] proposed . the 

system “Mobile Activity observation System using android Spy” tracks the all standing of users mobile like 
incomprehensible call, incoming call, outgoing call, incoming SMS, outgoing SMS; additionally the 
administrator will get alert of what quite message is transferring and receiving from the device. If any of 
the worker of organization crosses the required geographic region instantly an automatic alert message 
can send to the supervisor within the style of E-mail and one message are going to be send to centralized 
server for logs and analysis purpose. Administrator will monitor wherever the worker is strictly whether 
he's available in is his department or alternative department or whether or not he's doing chat with people 
in operating hours?, or he's acting some extralegal activities such leaky the confidential data?. All such 
observation are often done through this planned system. 
Fig. 1.2 represents the graphical presentation of proposed system. 
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Fig1..2. Overall Proposed System of “Mobile Activity Monitoring System Using Android Spy” 

 
To track and send data concerning user‟s activity in mobile to the centralized server we'd like to 
produce following permission.[4] 
1. android. permission. INTERNET 
2. android.permission.CALL_PHONE 
3.android.permission.ACCESS_NETWORK_STATE 
4. android.permission.SEND_SMS 
5. android.permission.ACCESS_COARSE_LOCAT 
ION 
6. android.permission.ACCESS_FINE-LOCATION 
7. android.permission.READ_PHONE_STATE 
8. android.permission.RECEIVE_BOOT_COMPLE 
TED 
9. android.permission.RECEIVE_SMS 
10. android.permission.READ_CONTACTS 
11. android.permission.READ_SMS 
12. android.permission.WRITE_SMS 

Muhammad Shoaib 1;*, Stephan Bosch 1, Ozlem Durmaz Incel 2, Hans Scholten 1And Paul 
J.M. Havinga[8] proposed on the add that such systems are enforced on mobile phones. research 
worker curious about systems which will acknowledge totally different physical activities. For comparison 
these studies, they use totally different criteria, like classification ways, experimental setups, position and 
orientation independence, time period feedback, helpful feedback, analysis ways, dynamic and 
reconciling device choice, reconciling sampling and resource consumption analysis. as a result of they 
solely curious about Sensors 2015, fifteen 2061studies that target on-line activity recognition 
mistreatment mobile phones, we have a tendency to used the subsequent criteria for the choice of the 
studies reviewed during this paper: 

• This paper[8] implemented the activity recognition system absolutely on mobile phones, such 
sensing, preprocessing and classification are all done domestically on these devices.  

• It uses solely mobile phone sensors, wherever motion sensors are used because the main 
sensors within the recognition method. for instance, we have a tendency to didn't embrace [7] in our 
review, as a result of it uses Associate in Nursing external motion device for physical activity recognition 
together with a itinerant measuring device. However, we have a tendency to think about studies that use 
alternative on-board sensors as further sensors, like a electro-acoustic transducer, gyroscope, GPS, and 
pressure device.  

• They're able to acknowledge totally different physical activities. it don't embrace studies on fall 
detection and posture detection during this work. 

There are some studies [7,8] that have rumored that they need enforced on-line activity 
recognition, however couldn't find analysis proof or details for such a claim within the individual papers 
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3. SPYWARE 
Spyware could be a kind of unwanted package that is extremely harmful for Smartphone users. Spyware 
comes below malware. Malware conjointly includes virus and Trojan. An android smart phone user 
downloads several applications from the application store. Fig. 1.3 shows that the assailant selects an 
application, and so modifies that application to feature malicious code and publish it on the application 
store. Any user, who downloads that individual application on their smart phone, will get the spyware. 
Once this spyware is within the smart phone, it'll begin its job of stealing personal info of the user and can 
send the collected info to the assailant.  

 
Figure 1.3 Malicious application enters into the Smartphone 

 
Spyware will access logs in addition. These logs is used to grasp the situation of the user and so user is 
sent spam advertisements supported location and also the user privacy is compromised. generally a lot of 
sensitive info is shipped to the remote server like email account login details, number, IP address, etc. of 
these details compromise the privacy of user. There ought to be a control mechanism that the user will 
use to limit usage info. Usage patterns ought to be shielded from the third party. [6] Researchers try to 
search out ways that during which these spywares is detected and blocked to transport user‟s personal 
info. Detection and interference of spywares needs antispyware and not a general anti-virus as a result of 
these anti-viruses don't provide abundant attention to spywares as they're multi- purpose.[6] 
smart phone user notices that the smart phone performance has diminished because it runs slow and 
most of the time it hangs. Spyware makes use of network to send information dead set assailant thus it 
doesn't let user net. There ought to be some technique to observe the activities of the android application 
and if they misdemean then straightaway action ought to be taken. 
 
DIFFERENT CLASSES OF SPYWARE[9-10] 

 Adware 
Adware becomes the front door through which spyware is installed on a user‟s computer. because a user 
is aware of the presence of adware on his/her computer, the presence of spyware may not be obvious to 
the user, and spyware is a cruel companion of adware. 
There two main ways through which the software can fulfill this purpose. 
The first way is by comparing the user‟s online activities with a ready-made database of ads and presents 
the ads that correspond to the activities. This process can only be accomplished if the user is connected 
to the internet at that time. For users of Internet Explorer, there is a „temporary internet files‟ folder which 
contains links to all the pages visited and cookies downloaded. The adware software compares this folder 
to the database takes the necessary actions. 
The second means is by sending the contents of a users „temporary internet files‟ folder to the „mother-
ship‟, where the makers of the software have direct access to it. They would then decide which adds to 
send to the user or might just send all they have. The major concern with this method is that a lot more 
information could be leaving a user‟s computer than the user is aware of. Personal files may be copied 
and transferred via this means and the user will never know about it. In this way, adware is becoming 

International Journal of Pure and Applied Mathematics Special Issue

3908



spyware. But the main difference between adware and spyware lies in the End User License Agreement 
(EULA) that comes with every piece of legitimate software.The main route through which adware is 
contracted is from downloading freeware from the net. Adware becomes the front door through which 
spyware is installed on a user‟s computer. Because a user is aware of the presence of adware on his/her 
computer, the presence of spyware may not be obvious to the user, and spyware is a cruel companion of 
adware.  

 Cookies and E-mail tracking 
Cookies and e-mail tracking are (or at least can be) a passive form of spyware. They do not contain any 
code of their own but rather rely on existing Web browser or e-mail client functions. For this reason they 
are often considered to be a mild form of spyware. Cookies are used to store a state in the user‟s Web 
browser on behalf of a Web server. Only the initiating server may later retrieve the cookies but since 
many sites use the same provider of advertisement, cookies open up for the possibility to track the user‟s 
behaviour across these sites[11].In a similar way, e-mails containing HTML-code – with for example a 
URL to an image on a remote server – can be used to keep track of a user. Within the URL there is a 
unique identifier related to the e-mail address that is picked up by the server to verify the validity and use 
of the e-mail account. 

 Browser Hijackers 
A simple form of browser hijackers, that ‟enter your computer‟ when you visit a web site and for example 
click an OK-button, attempt to overtake certain functionality of the default browser on a user‟s system. 
One common approach  is to change the start page of the browser to one where advertisement is shown 
[12]. It is also common that the hijacker generates pop-up windows with additional advertisements, 
sometimes so many that the user is not able to close them all and the browser (or even the computer 
itself) slows down and crashes .A more serious form of hijacker, that could be distributed together with a 
normal program, install a BHO (browser helper object) or similar that alters the behaviour of the browser. 
With a BHO it is possible to monitor all the user‟s activities within the browser software, such as all typed 
or clicked URLs and produce arbitrary responses to these events. One consequence of this is that a 
user‟s search strings could be recorded and passed on to a third party. Moreover, since in Windows, the 
Internet Explorer 
browser and the Explorer application (that among other things handle local file browsing) are closely 
linked together a BHO could create many problems also outside the Internet browser. For instance 
imagine all links between file types and their default executing application replaced with the BHO or 
simply removed [13,1 4]. 

  
 Spybots 

Spybots are maybe what most people think of when spyware is mentioned. They closely monitor different 
aspects of user behavior and transmits the data to a third party. Spy bots are different from a normal key 
logger in the sense that it contains some sort of reasoning about what to collect. This could be the 
characters typed into secret fields of a Web form, address book entries, a list of visited URLs or any other 
data found on the host computer. A spybot could be installed as some form of helper object to existing 
applications (such as a BHO or a modification of an existing DLL) or as an application of its own that is 
launched as the OS boots [11]. 
 

4. DELIVERY VECTORS 
Adware and spyware programs are installed on a system in a variety of ways, but rarely in a conspicuous 
and forthright manner. Most adware and spyware programs are obtained initially by browsing the web or 
along with some unrelated ad-supported software. The programs are rarely installed from a conspicuous 
website, but rather through social engineering banner ads, drive-by-downloads, and through peer-to-peer 
networks with misleading filenames. Some adware and spyware programs are even installed by 
exploiting software vulnerabilities. 

 Social engineering banner ads 
Virus writers face exactly the same challenge and solve it by using social engineering techniques to 
entice users into running their creation. They use email messages with message bodies like „Check out 
this message‟ and then attach their virus rather than some legitimate content. Not surprisingly, similar 
techniques are used by adware and spyware vendors.  
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Many websites utilize banner ad services where an advertising image is placed on their website. 
Unfortunately, a large number of these banner ads are completely misleading. Some banner ads utilize 
an image that mimics a Windows message box with an urgent message tricking computer users into 
clicking on the image. Once they click on the fake message box they are redirected to other sites that 
may initiate the installation of adware or spyware or further mislead the user. 
The example shown here comes from the Fast Click Ad Network. The message box is not a message 
box at all, but really just a GIF image and potentially misleading.  
 

 
Fig 1.4 

 Drive By Download 
Companies, such as the Marketing Metrix Group, even specialize in distributing programs on peer to peer 
networks. Drive by download attacks occur when a user visita website that contains malicious content 
and injects malware into the victims device without the users knowledge. Malware developers use 
Android/Not Compatible [15] which is one of the drive-by download app 

 Load Points 
Once adware and spyware has been installed on the system, it needs to ensure that it restarts each time 
the computer starts. Windows provides load points at different times during system startup. Load points 
exist for when Windows starts, when one logs in, when the shell (Explorer) starts, and when applications 
start. Almost all malicious software uses at least one load point to ensure persistence across reboots.  
Benefits of Spyware 
Spyware steal sensitive information for financial reasons; such as credit card information, safe passwords 
etc. However, many of the spyware users are common people spying on someone close to them. 
Spyware can be divided into several categories[16] but the major ones are: 

 Personal Espionage 
The primary use for a common key logger is, surprisingly enough, to spy on a spouse. Other common 
areas of use are parental supervision of children to protect them from online crime and actually children 
spying on their parents to find out credit card information or to avoid the parental control above [16]. 

 Corporate Espionage 
In many work environments with strict demand for security communication monitoring is used to protect 
company secrets. It is however much debated whether it is ethical (or even legal) to monitor your 
employees or not. Some claim that the personal integrity risk outweighs the possible benefits while others 
think that the one who pays the salary should be able to confirm that it is well spent. One spyware 
application on a key machine in a company can reveal a wealth of sensitive information, trade secrets 
and contacts. In spite of this, surprisingly many corporations do not take corporate data theft seriously. 

 Mass Espionage 
A very common form of spyware is the non   target specific one. Instead as many people as possible are 
targeted, often with the purpose of showing advertisements but also to gather demographical and 
behavioral data. One such example is described in detail in the case study below. Although it can be 
argued that the directed forms of spyware are the most serious ones, maybe compromising very sensitive 
data, it is probably the ‟mass espionage‟ that constitutes the overall largest nuisance. We have not found 
any numbers on the costs imposed by this form of spyware but it is safe to assume that maintenance, 
halted production, data loss or exposure etc. together make up a substantial cost. 
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5.MALWARE DETECTION 
There have been various different approaches towards detecting Android Malware and there have been 
several publications documenting them but not particular technique has prevailed over the other, this 
section will review current developments and contributions in the field of Android malware detection. Fig 
1.5 shows the various malware detection technique[21] 
 
A. Static Approach 
Static approach is a way to check functionalities and 
Malicious ness of an application by disassembling and analyzing its source code, without executing the 
application. Listed some of the static approach below 
 
1. Signature Based Detection   

Neelam Kaur[1] proposed the signature database is manually constructed by expects who have 
relevant knowledge and experience. Signature based anti- spywares use the database for matching with 
the signatures of the applications. Signature based detection is just a pattern matching technique, so it‟s 
very simple to implement and it takes less time for detection as compared to other detection techniques 

 
Fig 1.5Malware detection technique 

 
.  There are few problems with signature based detection. Firstly the signature database is created 
manually so it may involve human error. Secondly they cannot detect attacks which involve simple 
transformation and they can be easily evaded.  
 

Faruki et al. [17] proposed AndroSimilar, a robust statistical signature method to detect the 
unknown variants of existing malwares that are usually generated by using repackaging and code 
obfuscation techniques. It generates the variable length signature for the application under test and 
compares it with the signatures in Andro Similar malware database and identify the app as malware and 
benign on the basis of similarity percentage. Authors tested the Andro Similar against 1260 apps among 
which 6779 apps were Google Play apps and 545 apps were from third party app store.  They also used 
code obfuscation techniques such as method renaming, string encryption, control flow obfuscation and 
junk method insertion techniques to change the signature of the code and tested the effectiveness of 
AndroSimilar against 426 samples. The solution detected more than 60% samples correctly. AndroSimilar 
compares the signatures of the applications in order to distinct between the malwares and benign apps 
but it has limited signature database as compared to the other antivirus solutions. So any unseen 
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malwares will remain undetected. Also the similarity percentage creates the false positives as it may 
classify the clean apps as malicious on the basis of percentage.  
DroidAnalytics [18] is a signature based analytic system which extract and analyze the apps at op-code 
level. It not only generates the signature but also associate the malware with existing malwares after 
identifying the malicious content. It generates 3 level signatures. First it generates signature at method 
level by API call tracing then combining all the signatures of methods in a class it generates the class 
level signatures and at third level it generates the application signature by combining the signatures of the 
classes in the application. Authors have used Droid Analytics to detect 2,494 malware samples from 102 
malware families and 342 repackaged malwares from other six malware families. The limitations of this 
method includes, it classifies the apps as malware on the basis of classes mostly used by malware 
families but during experiment they found some signatures that are used by both the legitimate apps and 
malwares. Also the similarity score used for detection of repackaged malwares do not provide 100% 
solution or it may also provide false positive, classify the legitimate app as malware. 
 
Limitation of Signature Based Detection: 

 Although signature based detection is very efficient for known malwares but it cannot detect the 
unknown malware types.  

 Also because of limited signature database most of the malwares remain undetected. 
 
2) Permission Based Analysis: 
In Android system, permissions requested by the app plays a vital role in governing the access rights. By 
default, apps have no permission to access the user‟ data and effect the system security. During 
installation, user must allow the app to access all the resources requested by the app. Developers must 
mention the permissions requested for the resources in the AndroidManifest.xml file. But all declared 
permissions are not necessarily the required permissions for that specific application. 

R.Sato [19], authors have proposed a light weight malware detection mechanism which only 
analyze the manifest file and extract the information such as permissions, intent filters (action, category 
and priority), process name and number of redefined permissions to detect the malicious behavior of an 
application. After extracting such information, they compare it with the keyword list provide in the 
proposed method and then calculate the malignancy score.  
They used Weka [30] which is a data mining tool for calculation of threshold value. At last they compare 
the malignancy score with threshold value and classify the app as malware if malignancy score exceeds 
threshold value. They have used 365 samples to test the efficiency of proposed solution and the solution 
provides 90% accurate detection. It is cost saving mechanism as it only includes the analysis of manifest 
file and can be implemented in other detection architectures easily to detect malwares efficiently. Also it 
can detect even those malwares that remain undetected by signature based detection method. This 
proposed solution is limited to manifest file information. Also it cannot detect the adware samples. 
 
Limitation of Permission Based Detection:     

 Permission based detection is a quick filter for the application scanning and identifying that 
whether the application is benign or malware but it only analyses the manifest file it do not 
analyze other files which  contain the malicious code. 

 Also there is very small difference in permissions used by the malicious and benign apps.  
 Permission based methods require second pass to provide efficient malware detection. 

 
B. Dynamic Approach 
Dynamic analysis examines the application during execution. It may miss some of the code sections that 
are not executed but it can easily identify the malicious behaviors that are not detected by static analysis 
methods. Although static analysis methods are faster to malware detection but they fail against the code 
obfuscation and encryption malwares. 

1) Anomaly Based Detection 
Neelam Kaur[1] proposed behavior based detection for accurate detection of spyware. Behavior 

based detection do not depend on binary representation of the spyware so its better as compared with 
signature based detection technique as they can detect entire classes of spyware and even obfuscation 
cannot help the spyware creator to cross the anti-spyware using behavior based detection technique. 
Behavior based anti-spyware have a database which contains the malicious and non-malicious 
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applications behavior which is used to detect  the spyware. Behavior based anti-spyware mainly focus on 
web-based interfaces as through this spyware can collect confidential data and can monitor user 
activities. Use of behavior based detection helps us detect the unseen spyware as it checks the 
application behavior. 

 
Asaf Shabtai · Uri Kanonov · Yuval Elovici ·Chanan Glezer · Yael Weiss[22] proposed framework 
realizes a Host-based Malware Detection System that continuously monitors various features and events 
obtained from the mobile device and then applies Machine Learning anomaly detectors to classify the 
collected data as normal (benign) or abnormal (malicious). Since nomalicious applications are yet 
available for Android, we developed four malicious applications, and evaluated Andromaly‟s ability to 
detect new malware based on samples of known malware. We evaluated several combinations of 
anomaly detection algorithms, feature selection method and the number of top features in order to find 
the combination that yields the best performance in detecting new malware on Android. Empirical results 
suggest that the proposed framework is effective in detecting malware on mobile devices in general and 
on Android in particular. 
 
Limitation of Behavior Based Detection 

 it is difficult to construct the behavior based database as it involves lots of complexities.  
 Secondly the database needs to be updated from time to time to keep the false positive rate and 

false negative rate low. 
 
2)Data Mining Based Detection 
Neelam Kaur[1]  Proposed In Data Mining Based Detection of spyware, a classifier is used to classify the 
application as a spyware or not. The classifier is made from  the training set generated using the 
malicious and  non malicious databases. When the classifier is built the different attributes are chosen on 
the basis of one of the attribute selection methods. The purpose of this selection method is to make the 
classification process of the application very fast. The classifier is made using data mining algorithm. The 
algorithm should be chosen carefully as the accuracy of the antispyware depends on it. The test set is 
used to test the classification accuracy of the classifier. All the tuples in the test set are classified by the 
classifier. The number of tuples correctly classified helps in calculating the accuracy of the anti-spyware. 
[20] Data mining based anti-spyware can detect known as well as new spywares and it do not use 
signature matching so it cannot be evaded by using simple transformations. The accuracy of this 
technique is more than that of signature based detection. 
Limitation Data mining Based Detection 

 Difficult to construct tree, The algorithm should be chosen carefully as the accuracy of the 
antispyware depends on it 

 
Approac

h 

 
Name  

 
Goal 

 
Method  

 
Year 

 
Limitations 

 
Benefits 

 
 
 
 
 
 
 
 
 
Signatur
e based 

 
 
 
 
Andro 
Similar 
[26] 

Detect 
unseen 
and zero 
day 
samples 
of 
known 
malwares 

Signature based 
detection 
Creates variable 
length signature 
andcompares 
with signature 
database. 
Use fuzzy 
hashing technique 
Differentiates 
between benign and 

 
 
 
2013 

Limited signature 
database known 
malware variants 

Effective against 
code 
obfuscation and 
repackaging 

International Journal of Pure and Applied Mathematics Special Issue

3913



VI.COMPARATIVE ANALYSIS (TABLE I MALWARE DETECTION THROUGH STATIC ANALYSIS) 
 
TABLE II. MALWARE DETECTION THROUGH DYNAMIC ANALYSIS

detectio
n 
 

malicious apps on 
the basis of 
similarity 
percentage. 

DroidA
naly 
tics 
[27] 

Automati
c 
collection
, 
extraction
, 
analysis 
and 
associati
on of 
Android 
malwares
. 

Create 3 level 
signatures for app 
on the basis of API 
calls. 
 Perform Op-code 
level analysis 
(method, class, 
application).  
Correlate 
application with 
existing malwares in 
database via 
similarity score 
based on class level 
signature.  
. 

 
 
 
 
 
 
2013  
 

 Similarity score may 
classify legitimate apps 
as malicious.  
 Some level 2 
signatures classified as 
malwares are also used 
by legitimate apps.  
Cannot detect 
unknown malware types.   
 

Effective against 
mutations and 
repackaged apps.  
 Easy malware 
and dynamic 
payload tracking.  
Also detect 
dynamic malware 
payloads. 

Neela
m 
Kaur[1
] 

Accurate 
android 
malware 
detection 

Creates variable 
length signature 
andcompares 
with signature 
database. 

2014 The signature 
database is created 
manually so it may 
involve human error.  
It cannot detect attacks 
which involve simple 
transformation and they 
can be easily evaded.  
The database needs to 
be updated regularly so 
that the false negative 
rate does not increase 

it‟s very simple to 
implement and it 
takes less time for 
detection as 
compared to other 
detection 
techniques 

Permissi
on 
Based 
Analysis 

R.Sato 
[29] 

Malware 
detection 
by 
manifest 
file 
analysis 

Analyze 
manifest file 
Compare 
extracted 
information with 
keyword list. 
Calculate 
malignancy score 
Compare 
malignancy score 
with threshold 
values 
Classify the app 
as malware if 
malignancy score 
exceeds threshold 
values. 

2013 Cannot detect adware 
samples 
Generates results 
only on the basis of 
manifest file. 

Light weight 
approach 
Low cost 
Can detect the 
unknown 
malwares. 
Can detect the 
malwares 
that remain 
undetectable 
by signature based 
detection. 
Can be 
implemented in 
other security 
systems 
for better malware 
detection. 
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6.CONCLUSION 
In this paper, the user activity monitor using spyware and their penetrations techniques are completely 
analyzed. The antimalware are categorised on the idea of detection strategies they use. an in depth 
performance analysis of those antimalware Growth share techniques is additionally provided and 
therefore the edges and limitations of those antimalware are deduced comprehensively. At the end, a 
thought of hybrid antimalware is bestowed which can address the constraints of existing static and 
dynamic approaches. In future, it's aimed to implement the projected hybrid answer which can be a 
generic antimalware which will give higher security for humanoid devices by foremost statically analyzing 
the humanoid applications on native device so it'll perform dynamic analysis on a foreign antimalware 
server. this can consume terribly touch of memory house on the device and therefore the battery 
consumption also will be low as all dynamic analysis  are going to be performed at the remote server. 
 

 
 

 
Approac
h 

Anomaly 
DeteName 
c 

 
Goal 

Method Year Limitations Benefits 

 
 
Anomaly 
Based 
Detectio
n 

Neelam 
Kaur[1] 

Accurate 
android malware 
detection 

Dynamic analysis is 
performed on the data at 
server side. 
Consider that malicious apps 
invoke more 
system calls. 

2014 Battery 
drainage issue. 
Limited code 
coverage 

it‟s very 
simple to 
implement 
and it takes 
less time for 
detection as 
compared to 
other 
detection 
techniques 

Asaf 
Shabtai · 
UriKanonov 
· Yuval 
EloviciChan
n 
GlezerYael 
Weiss[9] 

Malware 
detection 

A user is being active in two 
different location. 
 traffic(IDAMN)Rule based 
detection anomaly detection;  
And detecting anomalous 
behavior of individual mobile 
phone users based on the  
telephone activity 
(suchascallduration)anduser‟sloc
ationinthenetwork 

2011 Cannot track 
information that 
leaves the device 
and return in 
network reply. 

Can be used 
to improve 
the efficiency 
of 
theantimalwa
re 
programs for 
Android OS 

Data 
Mining 
Based 
Detectio
n 

Neelam 
Kaur[1] 

Detect new 
spyware 

The classifier is made from 
the training set generated using 
the malicious and non malicious 
databases.  
When the classifier is built 
the different attributes are 
chosen on the basis of one of 
the attribute selection methods.  
 

2014 it do not use 
signature matching 
so it cannot be 
evaded by using 
simple 
transformations 
The purpose of 
this 
selection method is 
to make the 
classification 
process 
of the application 
very fast 

Data 
Mining Based 
Detection of 
spyware, a 
classifier is 
used to 
classify the 
application 
as a 
spyware or 
not 
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