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Abstract— In recent years, the number of people using the 

Internet and network services is increasing day by day. Due to 

the rapid increase in the speed as well as the number of users 

over the Internet, the rate of data generation is enormously 

grown. With the immense growth of Internet, the internet worms 

pose a serious security threat to the data transaction process 

through network and the spread of worm attacks are also 

increasing as its ability to propagate in an automated fashion 

continuously compromises computers on the internet. It is an 

arena to make difference on any reproducing programs with 

harmful nature and its close forms. The worm attack is one of the 

serious security issues that affect the data. The automatic 

spreading of worms and its flooding nature into the internet in a 

short period of time is the driving strategy for the effective 

defense mechanisms to be developed. The analysis of various 

propagating mechanisms of the internet worms is needed to 

devise defensive or responsive systems. This paper discusses 

about different types of Internet worms propagating through 

various methods and surveyed various defense schemes that is 

used to defend against Internet worms. The common practices to 

defend from the worms are highlighted in the sense that worms 

can still be controlled in an efficient way. 

Keywords—internet worms; detection mechanism; signature 

based; anomaly based; cyber crime 

I.  INTRODUCTION  

Internet worms are malicious software that can compromise 

vulnerable hosts and use them to attack other victims, and 

have been one of top security threats since the Code Red and 

Nimda worms in 2001. Worms emphasize the procedures of 

infecting targets and propagating among vulnerable hosts. 

Modeling Internet worm infection has been focused on the 

macro level. The models of the micro level of worm infection, 

however, have been investigated little. The micro-level models 

can provide insights into the infection ability of individual 

compromised hosts and the underlying topologies formed by 

worm infection. When a host infects another host, they form a 

“father-and-son” relationship, which is represented by a 

directed edge in a graph formed by worm infection. Hence, the 

procedure of worm propagation constructs a directed tree as 

shown in Fig. 1. 
 

 

     Fig.1. Worm Tree 

 

The increasing number of worm types, their fast 

propagation speeds, and the threat they present to the Internet 
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resources, adequate measures to combat against worms is 

mandatory. Without such measures, cyber terrorism may 

deprive large enterprises from making efficient use of the 

Internet and may cause significant damages in terms of time, 

infrastructure, and human resources. 

 Narrow definition of cyber-attack, one meant to focus  

on the unique threat posed by cyber-technologies [1].  A 

cyber-attack consists of any action taken to undermine the 

functions of a computer network for a political or national 

security purpose. The list of new malwares goes on – Stuxnet, 

Flame29, Duqu30, etc – and many more are in the process of 

coding; their abilities to operate as cyber weapons are 

incredible and, at the same time, unbearable, if not protected 

against properly. Assuming that the hacker groups get access 

such malwares, then the situation would become extremely 

dangerous for the national security as it is equivalent to 

terrorists getting access to nuclear weapons. 

Manual development of worm signatures is not efficient in 

reducing the damage worms may cause. Indeed, by the time 

experts develop a worm signature, significant damage may 

have already been caused. There is a need to devise 

mechanisms to detect worms at early phases of their 

propagation generation of worm signatures has to be 

performed in an automatic manner.  

The kind of activities performed by the people to sabotage 

the system in the internet arena have to understood with their 

motives and ways based on cyber warfare, crime, terrorism. 

A. Cyber warfare 

It is defined as “actions by a nation-state or its proxies to 

penetrate another nation’s computers or networks for the 

purposes of espionage, causing damage or disruption” [3].  

B.  Cyber crime 

It is defined as “any crime that is facilitated or committed 

using a computer, network, or hardware device” [4].  

C. Cyber terrorism 

It is defined as “the convergence of terrorism and cyber 

space. It is generally understood to mean unlawful attacks and 

threats of attacks against computers, networks, and 

information stored therein when done to intimidate or coerce a 

government or its people in furtherance of political or social 

objectives, Further, to qualify as cyber terrorism, an attack 

should result in violence against persons or property or at least 

cause enough harm to generate fear, Attacks that lead to death 

or bodily injury, explosions, plane crashes, water 

contamination or severe economic loss would be examples. 

Serious attacks against critical infrastructures could be acts of 

cyber terrorism depending upon their impact. Attacks that 

disrupt non-essential services that are mainly a costly nuisance 

would not [5].  

D. Cyber espionage 

It is defined as “activities of Intelligence gathering and 

data theft by criminals, terrorists or nations as part of normal 

information gathering or security monitoring” [6].  

The activities the different methods pose a serious threat to 

the system. The types of such threats have to be analyzed to 

further develop mechanisms to safeguard the system. 

 E. Type of Cyber threats 

Cyber threats can be disaggregated, based on the 

perpetrators and their motives, Cyber threats may be 

categorized into four domains: Cyber espionage, cyber 

warfare, cyber terrorism and cybercrime. Cyber attackers use 

numerous vulnerabilities in cyberspace to commit these acts. 

They exploit the weaknesses in software and hardware design 

through the use of malware. In recent years, India has been the 

target of cyber intrusions that appeared to have originated in 

the PRC. In May 2008, Chinese hackers allegedly broke into 

the Indian Ministry of External Affairs‟ internal 

communication network. Chinese hackers are known to have 

used social networking sites to break into the computer 

networks of the Indian defense establishment and among the 

institutions targeted were the National Security Council 

Secretariat, 21 Mountain Artillery Brigade based in Northeast 

Sector and Air Force Station in New Delhi. According to 

“Norton Cyber Crime Report 2012‟, India has 42 million 

cybercrime victims every year and in 2012 estimated financial 

loss was US $8 billion in case of India whereas the global bill 

was US $110 billion. According to a recent “Cybercrime 

survey report 2015” by KPMG, nearly 72 percent of Indian 

companies faced cyber-attacks in 2015[5]. 

 Fire Eye, a Nasdaq-listed US-based cyber security 

firm, which had been observing „spear phishing activities of 

advanced persistent threat (APT) group (believed to be based 

in China) since 2011, revealed that over the past four years, 

this threat group has targeted over 100 victims, approximately 

70 percent of which were in India. Fire Eye Chief Technology 

officer for Asia Pacific Bryce Boland said, “Collecting 

intelligence on India remains a key strategic goal for China-

based APT groups and these attacks on India and its 

neighboring countries reflect growing interests in its foreign 

affairs”. The attacks were also detected in April 2015, about a 

month ahead of Indian Prime Minister Narendra Modi’s first 

state visit to China. According to Symantec’s Internal Security 

Threat Report (ISTR), India was ranked second on a list of 

nations that were most targeted by cyber criminals through 

social media in 2014, following the United States. Even Indian 

Computer Emergency Response Team’s (ICERT-in) report 

showed that the total number of security breach incidents 

including phishing, virus/malicious code, network 

scanning/probing, spam, spread of malware through website 

compromise for the month of January 2015 was 8,311 up from 

5987 incidents in November 2014. In addition, a total of 2,224 

Indian websites were defaced in January 2015, compared to 

1256 in November 2014[5]. 
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Inadequate cyber security and loss of valuable data will 

inflict considerable damage to Indian national security. India’s 

strategic challenge in cyberspace emanates not just from 

external threats but is exacerbated by its rapidly increasing 

digital ecosystem.  

India must develop both Offensive and Defensive Cyber 

Security Capabilities under one roof. There is no doubt that 

India needs good Cyber War Capabilities to meet the growing 

threats of Cyber Warfare. Malware are posing significant 

threat to India yet there is no attention towards Cyber Security 

in India. For instance, we need Express Legal Provisions and 

Specified Policies to deal with issues like Denial of Service 

(DOS), Distributed Denial of Services (DDOS), Bots, Botnets, 

Trojans, Backdoors, Viruses and Worms, Sniffers, SQL 

Injections, Buffer Overflows Exploits, etc[6]. 

In this paper the introduction section depicted the 

challenges to be faced as the internet worms are multiplying in 

various forms from its inception to propagation. The rest of 

the paper is organized as follows:  Section I clearly depicted 

the security challenges faced in our country. Section III 

discusses on the worm attack. The significance of defense 

mechanisms and its classification are depicted in section IV. 

Finally, conclusions are given in section V. 

II. CYBER SECURITY PROBLEM: CHALLENGES IN INDIA 

Cyber targets can be found not only within the military 

sphere but also in the economic, commercial, environmental 

and social arenas.  
TABLE I. INFECTIONS AND DAMAGES 

Year 
 

Worm 

Names 

Infection 

1998 

 

Morris 

 

60,000 computers 

Financial Loss - $100 million 

2001 

 

Code Red 

 

3,50,000system Financial Loss 

- $2.5 billion 

 2003 

 

Slammer 

 

75,000Computers  Damaged: 

MS SQL servers Achieved : 55 

million scans in 3minutes 

 2004 

 

Witty 

 

12,000 hosts in 45 minutes 

2007 

 

Storm 

 

Tens of Millions of hosts 

 2008 

 

Conficker 

 

90% of susceptible hosts within 

minutes and controlled 6.4 

million hosts 

 2012 

 

Stuxnet 

 

Created cyber war 

 
2013 welchia exploit their impact on 

windows 2000,NT and  

Windows XP 2014 Win32.IRC

Bot 

confidential information to 

hacker 

2017 WannaCry 

attack 

230,000 computers in 150 

countries 

 

The damages caused by Internet worms during the past 20 

years created serious security threats and large financial losses 

in the world. Some of the infections and damages caused by 

Internet are listed in Table I above. 

The following section focus on the general theories behind 

internet worms, its life and its propagation path.  

III. NETWORK WORM 

The worm is one type of malware that cover the cyber 

threats such as cyber warfare, cyber terrorism and cyber 

espionage.  Network worms cause immense damage to the 

network-dependent military, commercial and social services 

infrastructure of nations throughout the world. [7]. 

A. Life of Worm 

Once worm enters in any one of the host computer, life of 

the worm contain the following phases are shown in the Fig.2. 

 Scanning for a victim 

 Exploiting the victim 

 Payload 

 Cloning itself onto the victim 

 Stealth techniques used to hide itself 

 

Fig.2. Worm Attack Strategy 

Once the worm is released into the network it will first 

searches for a vulnerable host i.e., victim. If victim is found it 

will exploit in to the victim host and then it clones itself onto 

the victim. This process will continues to spread the worm to 

entire network without any human intervention.  

1) Scanning for a Victim 

Scanning for a victim means target discovery. It represents 
the mechanism by which discovers a new target to infect. 
Scanning requires searching a set of addresses to identify 
vulnerable hosts. Two simple form of scanning are sequential 
scanning and random scanning. 

2) Exploiting the Victim 

Exploiting the victim means gaining access on the victim 
computer. A small piece of code provides access to a victim 
computer by utilizing some flaws in the logic of a program 
running on the victim computer. Gaining the access means the 
ability to run commands/ programs on the host computer. 

Scanning for a 

victim 

Exploiting the 

victim 

Payload 

Cloning itself onto 

the victim 

Stealth techniques 

used to hide itself 
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3) Payload 

During this phase the worm can create backdoors in the host 

machine, alter or destroy files, transmit passwords, or leave 

copies of itself. Worms use operating system facilities that are 

often automatic and invisible to the users. Often, worm 

activity remains invisible until their uncontrolled replication 

consumes system resources; worm’s attacks include slowing 

or halting the system, denial of services by flooding the 

network with useless packets.  

4) Cloning itself onto the Victim 

Once the victim has been exploited the worm needs to get a 

copy of itself on the victim. Once the copies of itself are 

created they will be spread to another targeted host computer. 

This process will continues in each host, until the entire host 

computers in the network are attacked with the worms. 

5) Stealth Techniques to hide itself 

Worms uses some stealth techniques to hide itself on the 

host machine whenever any antivirus programs are running on 

that machine. Worms can also hide the process running on the 

machine. Worms can also hide the user files and also it can 

delete the logs. 

B. Types of Internet Worms 

There are different types of Internet Worms exist in the 

network, causing latency and bandwidth limitations. The 

Internet worms are mainly classified into Active and Passive 

worms as displayed in Fig.3. Active worms [8] propagate 

themselves into the network and impose threat to network 

security without user intervention. Various active worms are 

code Red II, Slammer, Witty, Nimda, C-Worm and Morris. 

Passive worms [9]are similar to virus and they require user 

intervention or any mechanism behavior to start their 

propagation. Different existing passive worms are Nelissa, 

VBS- Gnetella, W32.Gnuman, Fizzer, worm.Lolol.b and 

worm.Kitro.  

 

Fig. 3. Types of Internet Worms 

 

Internet worms are normally divided into traditional and 

self-disciplinary worms.  

Some of the recent Internet worms are listed below: 

Traditional 

 Polymorphic worms 

 Benign worms 

 AutoRun worms 

 Divide-Conquer- Scanning worms 

 Importance Scanning worms Self- 

       Disciplinary worms 

 Static 

 Dynamic 

1) Polymorphic Worms: These worms exploit the buffer 

overflow vulnerability and they have their structure 

summarized in network protocol frame [10]. Polymorphic 

worms at each execution of infection alter their byte 

sequences. These worms initialize their progress through 

network Protocol commands and exploit the target code. 

2) Benign Worms: Benign worms exploit software 

vulnerabilities [11] Various types of benign worms are 

passive, hybrid, active and IDS based on spread strategies. 

SWORM and RWORM are two different benign worm. 

3) Auto Run Worms: These worms exploit and affect the 

removable devices [12]. They are dynamic threats. Controlling 

the usage of removable device decreases the spread of Auto 

Run worms and maximizes the recovery rate. 

4) Divide-Conquer-Scanning Worms: Divide-Conquer-

Scanning Worms spread through the traditional process of 

random scanning[13]. Through various infected hosts using 

different scanning rate, probability and space, these worms 

infect their targets. These worms are strong epidemic attacks 

in the Internet. 

Importance of scanning worms 

In Internet, irregularly distributed vulnerable hosts are 

exploited by the importance Scanning worms [14]. Vulnerable 

host distribution is to be calculated and determined to identify 

and analyze these worms. Static optimal scanning, dynamic 

optimal scanning and self- learning worms are the different 

importance scanning worms. 

  

Self-Disciplinary worms 

Detection probability [15] is decreased by these worms by 

adapting propagation traffic patterns in infectious computers. 

To defend against suspicious countermeasures, achieving its 

exploitation and delay detection, these worms implement their 

own prorogation patterns. Categories of Worms and its 

vulnerability and severity is shown in Table II. 

 Dynamic and static self-disciplinary worms are of this 

category. Thus an exposure to the internet worms is given to 

decide upon the defense mechanisms. 
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TABLE II. CATEGORIES OF WORMS AND SEVERITY 

 

Worm Vulnerability Progress Severity 

Polymorphic Buffer 

overflow 

Network 

commands 

  High 

Benign Infectious 

hosts 

Scanning     Low 

AutoRun  Root 

directories, 

writable 

media 

Automatic 

execution 

on insertion 

-shared 

network 

drives 

 

  High 

Divide-

Conquer- 

Scanning 

worms 

Infectious 

hosts 

Scanning  Medium 

Self-

Disciplinary 

worms 

 

Infectious 

hosts 

propagation 

traffic 

patterns 

  High 

IV. INTERNET WORM DEFENSE MECHANISMS 

Based on the Internet worm characteristics [16], defense 

schemes [17] [18] have been applied to defend against Internet 

worms. Internet Worm Detection methods based on 

characteristics provide better detection because the worms are 

active on Internet during the four stages. Internet worms’ 

detection schemes are broadly classified into signature and 

anomaly based schemes. Fig.4. emphasizes on the various 

effective Defense Mechanisms. and their signature detection 

patterns. 

 

A. Signature-based Detection Schemes 

The signature based detection is a technique through which 

known attacks are detected [17]. There are three types of 

signature based detection approaches such as network 

signature, log signature and file signature. The network 

signature is used regular expression for matching every 

infection attempts of worm in network flow. Log signature 

presented in the application and system logs that provide the 

behaviors of worms in the victim host. File signature indicates 

the track of worms in the file system. The network signature is 

broadly classified into exploit signature and vulnerability 

signature. 

1) Exploit based signature 

It describes the characteristics of one or few exploitations. 

This signature is used to detect the worm infection that uses 

the same exploit when the infections are polymorphic.  

2) Vulnerability based signature: 

 It describes the characteristics of a particular vulnerability 

and therefore, it can identify all possible exploits utilizing this 

vulnerability. It can detect the unknown exploits if 

vulnerability can be utilized by many exploits. File signature 

indicates the track of worms in the file system. 

B. Anomaly-based Detection Schemes 

Anomaly-based detection is used to detect the unknown 

abnormal behaviors [17]. A threshold is fixed for normal 

behaviors in the process. If the process exceeds the threshold, 

an alarm will be triggered, which denotes the occurrence of 

anomalous behavior. Anomaly–based detection scheme is 

further classified based on Unknown Signatures, Payload-

based, Illegal Traffic and Connection Attempt Failures. 

Unknown Signatures 

The signatures detected newly from the process are stored as 

unknown signatures [17]. The unknown signature database 

doesn’t store all the signatures. After a specific period of time, 

the signatures in the database will be removed.  

Payload-Based 

When strings are repeated frequently within a specific 

period of time, then it is stored as payload [17]. The detection 

of worm of these types is called as a payload based detection. 

Illegal Traffic 

   The maximum part of the address is not used in the Internet 

[17]. The packet sent to such unused addresses is done by 

worm attack.The network traffic created by unused addresses 

leads to illegal traffic for the worms to propagate easily. 

 

 
 

Fig.4. Defense Mechanisms 
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DarkNet/Unused Address Space 

Worms using blind scan generate random numbers for 

target addresses. There is a very high chance that these 

addresses are unused. Monitoring unused address space 

instead of used ones is another approach. Scanning or 

connection attempts toward non existing addresses are 

abnormal behaviors of a regular network. 

Honeypot 

A honeypot is a vulnerable system on the network that does 

not provide any real services. Honeypot can detect blind scan 

worms for the same reason as the approach of monitoring 

unused address spaces. Honeypot can also defend against hit 

list scanning worms. If the hit list is generated automatically, 

the pre scan may very likely include a honeypot system 

because it appears as a normal vulnerable host on the Internet. 

Honeypot can be useful against topological worms if other 

working hosts on the network contain proper information on 

the honeypot and worm find it. 

Connection Attempt Failures 

The connection attempt failure is stated when the 

connection is made to the unused IP addresses or to the closed 

target ports[17]. Within a short period time, if the host 

receives large number of connection failure packets, it is said 

that particular host is infected by Internet worm. 

 

Traffic Rate/Connection Count: TCP SYN  

Worms send out large numbers of scans to find victims. 

Keeping track of the outbound connection attempts is a 

traditional way to detect scanning worms. TCP/IP protocol 

stacks require the host to send out a TCP SYN packet to 

initiate a connection and this is used as the parameter for 

connection count detection. If the number of SYN packets sent 

from a certain host exceeds a threshold value within a period 

of time, the host is considered to be scanning. 

 

Connection Failure Rate  

  TCP RST and ICMP. Attempting to connect to a non existing 

IP address or an existing address with the target port closed, 

the connection attempt is considered failed. If the destination 

host does not exist, an ICMP host unreachable packet is 

returned. A TCP RST packet is returned when a TCP 

connection targets an existing host with the destination port 

closed, and an ICMP destination unreachable packet error 

message is returned if this is a UDP connection. With these 

characteristics of TCP/IP, keeping track of these error 

messages will work well against blind target finding schemes. 

 

Ratio of Success and Failure Connections: 

 Instead of counting the failure or successful connection 

attempts, it is the ratio or correlation of successful and failed 

connections that matters. Counting the number of connections, 

whether successful or not, depends on the Internet usage and 

network size to be effective. If usage is too low or the network 

too small, using connection counts as a detection parameter 

may be less accurate. Thus, both success and failure 

connections is taken for consideration. When the percentage 

of failed connections is large enough, this is said to be 

anomalous, and an alert will be generated. This method works 

well against blind scans. 

Destination-Source Correlation  

The Destination-Source Correlation (DSC) algorithm is a 

two-phase local worm detection algorithm that aims to detect 

fast spreading scanning worms [18.19]. This algorithm is 

based on the correlation between incoming and outgoing 

traffic. DSC keeps track of SYN packets and UDP traffic of 

the source and destination. For every port, if a host inside the 

monitored network previously receives a packet on a certain 

port and then starts sending packets designated to the same 

port on which it previously received packets, a counter is 

incremented. When the counter reaches a certain threshold, an 

alert is issued. 

Network level emulation  

This method is used to detect the program like payloads 

from polymorphic worms, depend on the actual and automatic 

execution of network data on an instruction emulator. Table 

III depicts the Anomaly Based Detection Method. 

By applying anomaly algorithms which are best suited to 

the attacks they are designed to detect which can proactively 

identify worms, malware and game deception methods.  

Because anomaly detection looks for substantial changes in 

network behavior, it is less prone to false positives, and 

requires less configuration and ongoing maintenance than 

many other security methods. The above Table IV presented 

the categories of Signature Based Detection. Table V shows 

the observation done on the detection methods. 

Thus the clear impact of both the methods is given and this 

made the detection of the worms much effective by focusing 

on the nature and the outcome of the methods. 

 

V. CONCLUSION 

The Internet infrastructures are significantly damaged 

by Internet worms through their vulnerable exploitation 

in operating systems, programs and applications. Moreover, 

these threats are seriously increasing by the introduction of the 

Internet of Things (IOT). This paper discussed the various 

types of Internet worms. Since the worms will be active in 

Internet,  effective detection is discussed based on the 

characteristics on Internet worms. The paper presented a 

comparative study and is observed that the self-disciplinary 

worm is most severe and Signature based detection method is 

an effective mechanism. The observation made based on the 

two methods with respect to counter measure scheme adopted 

and their accuracy rates achieved is helpful in understanding 

the schemes efficiency in detecting the worms, however, these 

observations are made based on detection highly as detection 

has to made at the earlier stage to further avoid propagation.   

This paper is an attempt to highlight on the defense 

mechanisms and the classified approach thus paving way to 

adopt the required mechanism in detecting the worms and 

implementing the appropriate methods.  
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TABLE III. ANOMALY BASED DETECTION METHOD 

 
Year Author Counter Measure Scheme Observation 

 

2012 
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2011 
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2012 

 

 

 

2012 

 

 

 

2012 

 

 

 

 

 

 

 

 

2004 

 

 

 

2011 

 

Qian Wang et al., 

[20] 

 

 

 
 

Wei Yu et al., [21] 

 

 
 

Qian Wang [22] 

 

 
 

Yu et al., [23] 

 

 

 

Wei Yu et al., [24] 

 

 

 

Ossama et al., [25] 

 

 

 

Yu Yao [26] 

 

 

 

Robert 

Moskovitch 

[27] 

 

 

 

 

 

 

EhteshamRafiq et al 

[28] 

 

 

Irfan Ahmed 

and Kyung-

sukLhee [29] 

 

 

Probabilistic Modeling  

Assessment Strategies for 

Forensic Analysis 

 

 

Spectrum-based Scheme  

Detection Scheme 

 

 

Statistical Estimation Method 

Destination Detection and 

Defenses 

 
Entropy-based 
Detection 

 
 
 

Game Theory  

Detection and Forensic 

analysis 

 
VEISV (vulnerable – 

exposed – infectious – 

secured – vulnerable) 

 

Constant Quarantine 
Measure 

 

 

Support Vector Machine, 

Artificial Neural Networks, 

Decision Trees, Naïve  

Bayes and their boosted 

versions, BDT and BNB, 

as well as SVM with three 

kernel functions 

 

 

String Search 

Algorithm, Boyer 

Moore Algorithm 

 

 

Distance-based 

algorithm 
 

 

 

 

Detected 9.10% of assessed bot 

ratio using random assessment 

method and achieved 22.36% of 

better bot detection. 

 

 Achieved mean scan rate of 70/min with      

time and mean values 1239 and 1161 

min. Maximal infection ratio of 0.03 is 

detected. 

 

MME achieved improved accuracy of 

6.9%. 

 

Achieved the detection time of 240 time 

units and the Maximum Infection 

Ratio of 0.004. 

 

Achieved increase in False Positive rate 

from 1% to 8% and decrease in Maximum 

infection rate from 36% to 12%. 

 

This model confirmed that local stability 

for worm is . 

 

The basic reproduction number R1 of 

the pulse quarantine model is less than 

one, which satisfies its stability 

condition 

 

Greater than 95% accuracy through use 

of training set that has malicious file 

content of less than 

33.3% is achieved. 

 

 

 

 

 

Time complexity of this proposed work is 

O(n). 

 

 

The proposed scheme has low rate of 

false negatives and positives (4.69% 

and 2.53%, respectively) 
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TABLE IV. SIGNATURE BASED DETECTION METHOD 

 
Year Author Counter Measure Scheme Observation 

2009 
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Yong et al., [30] 

 

 

 

 

Yong Tang et al., [31] 

 

 

 

 

Burak et al., [32] 

 

 

 

 

Kumar et al., [33] 

Simplified Regular Expression 

(SRE) signature 

 

 

Network-based signature 

generation (NSG) 

 

 

 

Conjunction of Combinational 

Motifs (CCM) 

 

 

 

 

Efficient Signature based 

detection method 

It generates more accurate and precise than 

those generated by some other exploit-based 

signature generation schemes. 

 

PolyTree cannot only generate accurate 

signatures for polymorphic worms with 

noise. 

 

 

CCM has good flow evaluation time 

performance with low false positives and 

low false negatives. 

 

 

 

Better Accuracy 

 

 

 

 

 
TABLE V. OBSERVATION ON DETECTION METHODS 

 

Method 
Counter 

Measure  
Detection Accuracy 

Anomaly 

Based 

Detection 

Method 

Mathemati

cal 

Modeling 

3%-9% 6% 
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Satisfactory Satisfactory 

Game 

Theory 

Infection 

rate reduced 

from 36% to 

12% 

Satisfactory 

Signature  

Based 

Detection  

Method 

Simplified 

Regular 

Expression 

(SRE) 

signature 

 

Precise Accurate 

EFFICIENT 

SIGNATURE 
BASED 

DETECTION 

METHOD 

Satisfactory Satisfactory 
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