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Abstract--Data security provides many security mechanisms and 

methods to protect the data from third parties. In this there are 

some methods to prevent unauthorized access. Telecare 

Medicine Information system is for storing  the information 

about the patients and provide security for those data. TMIS 

uses some key agreement protocols to perform these security 

operations. Biometric keys are used for security in Zhang's 

scheme. It restricts all the known attacks. But if once the 

biometric keys hacked by silicone gel. the hacking process is 

easy. so in this scheme , locking control scheme is  used. In this 

security keys are generated for each authentication process. By 

using these keys only, user log in the account. If any 

unauthorized access occurred, the user can lock the account by 

using locking control. Further accessing the account by the user 

is impossible. After that the user can unlock the account by 

requesting the admin regarding unauthorized access.    
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1. INTRODUCTION 

Telecare medicine information system is a medical equipment 

that can be used to store the information about the patients. So 

we need to provide security for those data. There are many 

methods and mechanisms are available in the market. 

Researchers found many methods to provide security for the 

information. By TMIS the medical user can easily access their 

medical services through the internet. It connects the user (ie) 

patients and doctors. The doctors can upload the medical 

details about that particular patient by using this scheme. So 

the user can know about them from anywhere anytime. 

Because of this, the user can know about them easily. 

Recently there are many schemes proposed for TMIS 

security. Biometric information scheme, RSA based Scheme, 

Smartcard development Scheme are the best part of TMIS. In 

this paper, Locking control Scheme is used to provide 

security to the telecare medicine information system    

II. LITREATURE SURVEY 

Sutrala et al[1] proposed a scheme for TMIS users to obtain 

their medical information through the server via Internet. 

Here they are using Information and communication and 

technology for providing medical services. Amin and Biswa 

proposed authenticationof the medical data via RSA 

algorithm and session key agreement protocol for telecare 

medicine information system. This method fails overcome the 

following weaknesses: privileged attacks, user impersonation 

attacks, relay attacks and offline password guessing attacks. 

So the updated RSA based authentication of the user data 

scheme overcomes the pitfalls of Amin- Biswa's scheme. The 

formal security analysis has been done by widely accepted 

tool AVISPA that the scheme is secure.  

Odelu et al [2] proposed secure biometrics based scheme for 

overcome the weaknesses found from He and Wang multi 
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server efficient scheme. He and wang didn't provide a scheme 

stronger enough for user's anonymity and does not give 

revocation for lost/stolen smartcard. Odelu et al presented 

new secure multi server based authentication protocol and 

ECC algorithm with more security functions. They are using 

logic named Burrows-Abadi-Needham for authentication. 

Then the security verification is done by using protocols 

which does the automated validation of Internet security and 

applications tool and prove that this scheme provides security 

against active and passive attacks. And also prove that this 

scheme apt for mobile instruments which are limited to 

battery. 

Xin xu et al [3] proposed a strongest security scheme for 

TMIS based on ECC. To protect the sensitive information, we 

are using this scheme. various attempts are used here like 

access control implemented here to protect the patient's 

details. In this paper elliptic curve cryptography can be used 

to reduce the computational cost. ECC provides two factor 

mutual authentication and agreement protocol. And also by 

employing dynamic identity, provides the patient's 

anonymity. When compare to other schemes this scheme 

overcome all well known attacks and has good performance.    

Zhang et al [4] proposed scheme known as a ECC based 

authenticated key agreement protocol to overcome the 

weaknesses of TMIS. This scheme can be used to find out the 

legal but malicious patient access the details and also restrict 

the spoofing attack and offline password guessing attack. By 

using ECC privacy protection, it can find out the malicious 

patient. During the registration phase, it will generate the 

private key. By using the private key user can access the 

account. So the malicious patient does not hack the private 

key and access the account. It enables the user to enjoy the 

healthcare services without any attacks. In performance 

analysis, this scheme achieves balanced security and 

performance.  

Zeeshan et al [5] proposed a three factor cloud based user 

authentication for providing security to the Telecare Medicine 

Information System. In this scheme, three factor protocols 

utilizes smart phone over a dynamic cloud environment. So 

the user can access their account by using their smart phone in 

the form of cloud computing at anywhere. Smart phone is 

acted as a unique Identity to access the account here. In 

performance analysis, this scheme provides more security 

than other schemes and also efficient to access the healthcare 

services remotely. 

III. EXISTING SYSTEM 

In existing one, biometrics keys are used for providing 

security. That means Zhang's protocol does not resist online 

password guessing attack and does not provide any solution 

for lost smartcard. To avoid these problems wenhao et al 

include the biometrics keys in registration phase for protect 

the data.  

There are four phases in existing one. Those are 

1.Initialization 2.Registration, 3. Log in and authentication, 

4.Password updating phase, 5. Lost / stolen smartcard 

revocation phase.  

In initialization phase user selects the random number for 

secret key generation. 

 In Registration phase user can register his user id, password 

and biometric key and those are stored in database. In log in 

phase, user entering his user id and password after inserts the 

smart card. If it is true, user can access the account or else he 

won’t access the account. 

In password updating phase, if the user forgets the password, 

he can modify or re-create a new password by using this 

phase.  

If the smart card is misplaced or stole, the user can revoke the 

stolen smart card and obtain the new smart card with the new 

information.  

 

Figure 1 Existing System architecture 

IV.PROBLEM DESCRIPTION 

In previous scheme, biometrics information performed a best 

part to providing security. Because, the biometric information 

protects the data or patient’s information from known attacks. 

But biometric keys are the only protection source to provide 

security. So if once the bio metric keys are hacked by 

someone, the hacking process is going to very easy. Now a 

day, biometric keys are easily traced by using silicone gel. So 

the attackers can easily guessing the password and access the 

account. This is the main drawback of the existing system. 
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V.PROPOSED SYSTEM 

In proposed one there are six phases with locking control. 

Those are 1.Initialization 2.Registration, 3. Log in and 

authentication, 4.Password updating phase, 5. Lost / Stolen 

smartcard revocation phase and 6.Locking control.  

VI.METHODOLOGIES 

A. Initialization phase  

Server uses the elliptic curve Ep(a,b) and selects a random 

number for creating secret key(Sk). 

 

 

Table 1 Notations 

 

 

 

 

 

 

 

 

B. Registration Phase 

User selects a user id(UI), password(PW) and random 

number(r)  for generating encrypted key by using hash 

functionH(.). This can be send to the server in a secure way. 

The key will be stored in database. On obtaining the smart 

card user can scans and stores the biometric information(Bio) 

in it. 

C.Authentication And Log In Phase 

The user and server authenticated each other. First user puts 

the smart card into the corresponding terminal and enters his 

information such as user id, password and biometric 

information. Then the server can generates the session key by 

using the entered details. The information stored in the system 

should be same to the entered details. Then only, it will allow 

for access the account. If it is not true, the session will be 

terminated. Here smart card computes l=H(r||Pw), 

U'=H(UI⊕l) 

D. Password Updating Phase 

In the updating  phase, if the user forgets the password or any 

hacker hacks the password, we can change the password by 

using this phase. User can put the smart card, enter the 

necessary details and update the password. If the smart card is 

misplaced or stole, we can request the server for smart card 

revocation. Here user enters the new password and new user 

id with the random number. The server generates the key then 

checks the registration credentials. If the details are true, it 

will revoke the smart card and generates new smart card. 

Finally the new details stored into the given smart card. Here 

smart card computes l=H(r||PW) and replaces the (r,PW) with 

(r*,PW*). 

E. Locking Phase 

 we can create the notification about the unauthorized access 

and also send the notification to the corresponding user with 

the locking control. That means if the entered biometric 

information is true, then the notification send to the user’s 

mail id by using their details entered in registration phase. By 

using this user can easily find the unauthorized access. 

Because the user will known when he access the account.  

If the user didn’t access the account but the notification 

received means, he can easily find that someone access my 

account. So he needs to lock the account by using the locking 

control. Then the hacker could not obtain the details further. 

After some time the user can release the account by 

answering the security questions registered in locking phase. 

He can answer the security questions and unlock the account. 

Then change the password by using the password updating 

phase and access use the account securely. 

 

 Figure 2: Proposed Architecture 

Notations Description 

UI User ID 

PW Patient's  password 

r Random Number 

H(·) Hash function 

|| String concatenation 

⊕ Exclusive OR 
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VII. EXPERIMENTAL ANALYSIS 

Figure 3: Comparison chart 

VIII. CONCLUSION 

The telecare medicine system mainly used to monitoring 

patients’ health details and updates healthcare services 

through network. So we need to provide security for those 

data. To achieve this, smartcard scheme has been introduced. 

Smartcard can be used to store the information. Biometric 

keys are used here for providing security. But once the 

biometric keys are hacked, it is easy to guess the password 

and access the account. To avoid this, locking control is used 

here. If any user even authorized or unauthorized person 

access the account the notification sends to the registered id 

regarding invalid access. By using locking system we can 

lock the account immediately and avoid invalid access.   
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