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Abstract—Long-term evolution (LTE) is the fourth generation 

technology evolved from UMTS and GSM and it provides 

features like seamless mobility, low latency and high data rate. 

The current mobile communication technology is advancing at a 

very fast pace, and security is often left behind. In LTE-AKA 

protocol, during the User Equipment (UE) registration phase, the 

IMSI is transferred in a plain text format to the Home 

Subscriber Service (HSS), which can be retrieved by any 

eavesdropping entity. Attackers use this information to track the 

location of the user and can perform other attacks such as Man 

in the Middle attack and so on. In this paper, a protocol for 

secure transmission of IMSI between the UE and HSS is 

proposed. In the proposed protocol along with IMSI, other 

parameters, which prove the authenticity of the user, is also sent 

to the HSS. The proposed protocol is tested in an Internet of 

Things (IoT) application to safeguard the leakage of device 

information. 

Keywords—component; formatting; style; styling; insert (key 

words) 

I.  INTRODUCTION 

Long term Evolution (LTE) is a telecommunication 
standard for the Fourth Generation (4G) cellular technology. 
The LTE standard has evolved from the 3GPP system known 
as the Universal Mobile Telecommunication System (UMTS). 
It is the first standard, which supports high-speed cellular 
telecommunication technology. The goal of LTE is to provide 
high data rate, low latency and flexible carrier bandwidth. The 
architecture of LTE is simple compared to the previous 

standard and it supports services such as voice-over IP 
(VOIP), multimedia streaming and video conferencing. In the 
network architecture side, LTE uses packet switched network 
for seamless mobility and provides great Quality of Services 
(QoS) [1]. The key components of LTE architecture are User 
Equipment (UE), Mobile Management Entity (MME), E-
UTRAN (Evolved Universal Terrestrial Radio Access 
Network) and Home Subscriber Service (HSS). The User 
Equipment has Mobile Termination that handles all the 
communication functions, Terminal Equipment which 
terminates the data streams and Universal Integrated Circuit 
Card (UICC) stores information about user’s phone number, 
home network identity and security keys. E-UTRAN contains 
many eNodes connected to each other and the purpose of these 
eNodes are mobility management, packet retransmission and 
header compression. Mobile Management entity (MME) is the 
control entity and it establishes dedicated bearers for the signal 
traffic overflow. HSS is a central database that contains user-
related and subscription-related information and it includes 
functionalities such as mobility management, call and session 
establishment support, user authentication and access 
authorization. Authentication plays a vital role and is the first 
step during the establishment of communication in LTE. 
During the initial UE registration phase, authentication plays a 
major part for secure communication between the UE and 
HSS [2]. Basic protocol for authentication in LTE is LTE-
AKA protocol (LTE Authentication and Key Agreement 
protocol). LTE Authentication is the process of determining 
whether the particular user is authorized one to communicate 
with the HSS. LTE is a heterogeneous network as they have 
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different types of users using the network in different places 
for different applications. Therefore, authentication has to be 
very strong to eliminate issues like eavesdropping, tracking 
the location and to obtain seamless mobility. 

In LTE, Subscriber Identity Module (SIM) registration phase 
is the initial procedure before establishing any 
communication. LTE-AKA is the existing authentication 
protocol used for the registration of users. During, the 
registration phase a user shares his IMSI with the HSS through 
the MME. The HSS uses the details provided by the user to 
generate a response. This response is shared with the MME. 
The role of MME in this protocol is to compare the response 
calculated by UE and HSS. If the response is verified then the 
user is authenticated. The drawback of this protocol is that the 
IMSI is sent in a plain text format to MME which forwards it 
to the HSS. IMSI contains location information within them 
and as it is sent in plain text, it can be altered or captured by 
the adversary to perform active and passive attacks. The 
authentication procedure is therefore weak and vulnerable. 
Many two-way authentication protocols were proposed to 
overcome the vulnerabilities in LTE-AKA protocol. In the 
EEPS-AKA protocol [3], the vulnerabilities of LTE-AKA is 
overcome using Simple Password Exponential Key Exchange 
(SPEKE) protocol, where Diffie-Hellman key exchange 
algorithm is used to exchange key in a secure way and the 
IMSI is protected using this securely exchanged key. In 
MEPSAKA protocol [4], they generate a dynamic key using a 
pre-shared static key and authentication is carried out using 
the dynamic key that is generated. A certificate based 
authentication procedure is proposed in the SE-AKA protocol 
[5]. The Symmetric encryption is proposed for faster 
communication and to overcome the drawback of SE-AKA 
protocol in ECAKA protocol [6]. 

In this paper, a new modification to the existing LTE-AKA 
protocol is proposed to protect the IMSI shared during the 
initial phase and to provide authentication service by 
eliminating all the vulnerabilities present in the LTE-AKA 
protocol. The aim of this protocol is to transfer the IMSI in a 
safe and secure way so that adversaries cannot obtain 
information about the IMSI and to reduce the bandwidth 
consumption present in the EEPS-AKA protocol, which also 
aims to protect the IMSI. The organization of the rest of this 
paper is as follows: Section 2 gives the brief idea about the 
architecture of LTEAKA and related works. Section 3 gives 
an insight about the proposed protocol Customer Identity 
Authentication and Key agreement (CID-LTE-AKA). Section 
4 describes about the practical implementation and the 
theoretical analysis of this protocol. The proposed protocol is 
realised in an IoT application in Section 5. Section 6 
concludes the paper. 

II. LTE-AKA AND EXISTING SOLUTIONS 

LTE standard was published by the 3GPP and the architecture 
consists of three core components - UE, E-UTRAN and EPC 
(Evolved Packet Core) as shown in Figure 1. UE is the device, 
which the end-user uses for communication purposes and 
comprises of IMSI, and key K stored within them. Key K and 
IMSI are unique components for each users. IMSI comprises 
of MCC (Mobile Country Code), MNC (Mobile Network 

Code) and MSIN (Mobile Subscriber Identification Number). 
MCC consist of three digits and uniquely identifies the 
country of the mobile subscriber. MNC consists of two or 
three digits and it identifies the home Public Land Mobile 
Network (PLMN) of the subscriber. MSIN is a ten digit 
unique number used to identify the subscribers in the mobile 
network The E-UTRAN consists of many eNode Base stations 
connected to form a network. UE sends a signal to the nearby 
eNode base station to connect to the respective MME. eNodeB 
is responsible for the selection of the MME through which the 
UE communicates to the respective HSS. The EPC comprises 
of components such as MME, S-GW (Serving-Gateway), P-
GW (Packet-Gateway) ad HSS. MME is responsible for all the 
control operations and it establishes a dedicated connection to 
the HSS. It controls all the signaling traffic flow from the 
users and plays a vital role during handovers. S-GW is 
responsible for routing the packets, forwarding and local 
mobile entity for inter- eNB handovers. HSS holds the 
information of the packet data networks to which the user can 
connect and it integrates with the Authentication Centre that 
generates the authentication vectors and security keys. 

The LTE standard follows LTE-AKA protocol during the 
initial UE registration phase. Initially, the eNodeB chooses a 
nearby MME and establishes a connection between the UE 
and MME. The MME is responsible for the remaining 
authentication procedure. LTE-AKA protocol is a challenge 
response protocol that uses symmetric cryptography using the 
secret key K that is known only to UE and HSS. The key 
responsibilities of LTE-AKA protocol are identification, 

 

Fig. 1. LTE Architecture 

user authentication, network authentication and generation of 
keys (derivation of cipher key, integrity key, etc.) for further 
call communication. SIM card contains the information about 
the IMSI within them. The authentication steps involved in 
LTE-AKA protocol is depicted in Figure 2. 
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Fig. 2. LTE-AKA Protocol 

LTE- AKA procedure is as follows:  

1. The connection establishment between the UE and 
eNB is the first step.  

2. The eNodeB requests identity (IMSI) from the UE. 

3.  The UE sends identity (IMSI) as the user-id response 
to the eNB.  

4. MME generates the Serving Network Identifier 
(SNID) that contains the unique MME identifier. 

5.  MME sends the IMSI and SNID to HSS, HSS is 
responsible to store the information such as IMSI, K 
(Key), SQN (Sequence Number) in the database. 

6. HSS generates the Authentication Vector and sends 
them to MME.  

Authentication Vector  

AV = (RAND||XRES||KASME||AUTN)  

where RAND: 128 bit random number generated by 
the network authentication center.  

XRES = f2K(RAND) where f2 is the Message 
authentication function.  

KASME = KDF(CK, IK, SNID,(SQN ⊕ AK))  

where KASME: Key calculated by the HSS  

KDF is the Key Derivation function.  

CK = f3K(RAND) where f3 is the key generation 
function. CK is the Cipher Key.  

AK = f5K(RAND) where f5 is the key generation 
function. AK is the Anonymity Key.  

IK = f4K(RAND) where f4 is the key generation 
function. IK is the integrity key.  

AUT N = SQN ⊕ (AK||AMF||MAC), where AMF is 
the Authentication Management Field that contains 
the input parameter of the AKA authentication 
algorithm.  

MAC = f1K(AMF, SQN, RAND). 

7. MME sends the RAND and AUT N to UE so that UE 
recalculates the Response and the other keys.  

8. UE calculates the response RES and recalculates the 
Cipher Key and Integrity Key for further 
communication. It also calculates the key KIASME 
similar to the one calculated by HSS.  

9. UE sends the RES to the MME.  

10. The MME checks the values of RES and XRES from 
UE and HSS, if the calculated response matches then 
UE and HSS are authenticated, else the 
authentication fails. 

A. Weakness of LTE-AKA Protocol  

User-Identity Disclosure  

IMSI contains information about the Mobile Country Code 
(MCC) and Mobile Network Code (MNC). This IMSI is sent 
in a plain text form at the initial registration phase between the 
UE and HSS. Attacker can impersonate as UE and obtain 
information about the subscriber and his/her location from the 
IMSI. Using the above information the attacker can launch 
attacks such as Denial of Service (DoS) and so on [7].  

Man In the Middle Attack  

Once the attacker obtains IMSI information from UE, he/she 
tries to register this IMSI with the genuine Base station and 
obtains the information from HSS. While MME transfers the 
information, the attacker disconnects from the network 
allowing UE to calculate the RES using the RAND and AUTN 
obtained from the MME. When the RES is sent, it is obtained 
by the fake base station; it reinitiates the authentication 
procedure with the MME by sending the correct RES [8] 

Denial of Service Attack  

Under one MME there are multiple base stations, hence it is 
hard for the MME to keep track of all the base stations that is 
connected to it. An attacker can make use of this weakness 
and he/she can impersonate as the UE, and can send a forged 
IMSI continuously to fool the HSS. Since HSS has to compute 
the entire authentication vectors the computational burden is 
more at HSS and the MME continuously gets the request from 
the fake IMSI, due to which memory overflow happens at the 
MME side, and the legitimate users have to wait for a longer 
period of time leading to a temporary disruption of services.  

IMSI Caching  

Assuming the attackers are experienced and highly skilled, at 
the time of registration phase UE sends IMSI in plain text 
form to HSS, this leads to privacy issues. The malicious users 
creates fake eNode Base stations and capture this IMSI in 
plaintext format. Attacker can capture the authentication 
vectors sent by HSS to MME, and the RAND, AUTN 
parameters sent from MME to UE, the attacker could use these 
values and obtain the presence of the users.  

Perfect forward Secrecy  

UE and HSS has a secret key K that is used for the 
computation of many parameters like cipher key, integrity 
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key, anonymity key, RES, XRES and so on. The compromise 
of this key K, leads to the authentication failure and the 
attacker can obtain the entire communication information. So, 
Perfect forward secrecy is not achieved in LTE-AKA protocol.  

Many authentication protocols are proposed by different 
authors as a fix for the original LTE-AKA protocols like 
EEPSAKA [3], MEPS-AKA [4], EC-AKA [9] and SE-AKA 
protocols [5].  

The EEPS-AKA (Efficient EPS-AKA) [3] protocol uses 
SPEKE (Simple Password Exponential Key Exchange 
Protocol) mechanism to modify the original LTE-AKA 
protocol, where a secure shared key is generated at UE and 
HSS using Diffie-Hellman key exchange. Two keys are 
generated, one key is shared between UE and MME and other 
key is between MME and HSS. Instead of using the master 
key ’K’ to protect the IMSI, the secret key calculated between 
the UE and HSS is used. This secret key is known only to UE 
and HSS to maintain perfect secrecy while IMSI is 
transmitted. This is one of the strongest method proposed to 
overcome the drawbacks of LTE-AKA protocol. This protocol 
uses a modified version of the SPEKE method for the secure 
transfer of IMSI and to overcome the drawbacks of the 
original protocol. In this method, initially key Kum is 
exchanged between the UE and MME using Diffie-Hellman 
key exchange. The XoR operation of the key Kum and the 
master key K generates a new key Kuh and this key Kuh is used 
to encrypt the IMSI. The key Kuh can be calculated only by the 
UE and HSS. The MME will not be able to obtain, any 
information about the IMSI and it forwards it to the HSS. 
After this, the key Kuh is used for the calculation of HSSV 
vector, XRES (response) and these parameters are passed to 
MME. the MME generates its vector MMEV which contains 
the information about the HSSV and sends it to the UE. UE 
checks the HSSV vector from the MMEV vector and it 
calculates its response (RES). This RES is sent to the MME 
and MME compares the responses calculated by UE and HSS. 
If these responses match, the user is authenticated. EEPS-
AKA protocol modifies the existing LTE-AKA protocol in 
such a way that a secure key transfer happens between the UE 
and the HSS to protect the IMSI. Their main goal is to protect 
the IMSI and provide mutual authentication between them. In 
the original LTE-AKA protocol, KASME is calculated using 
the cipher key, integrity key, anonymity key and so on. 
However, the EEPS-AKA protocol, KASME is not calculated 
during this authentication procedure, it only aims on 
transferring IMSI in a protected way. After this authentication, 
it again has to undergo another handshake to send the KASME 
so that user can calculate their keys for further communication 
procedure. This handshake can be avoided using the proposed 
protocol. 

In MEPS-AKA (Modified EPS-AKA) protocol [4], it uses 
SPEKE method along with the symmetric key cryptography to 
generate different keys while user tries to access the network. 
The concept of dynamic key generation is an added feature 
and SQN (Sequence Number) synchronization is eliminated to 
avoid more bandwidth consumption. This protocol uses Diffie 
Hellman key exchange initially to produce a static key 
between the UE and MME. Every time user access the 
network the pre-shared static keys are used to generate a 

dynamic key. Timestamp is an extra feature added between 
the UE and MME to prevent replay attacks. Then the 
remaining process follows the same steps like in EEPS-AKA 
protocol. MME checks the response generated by the UE and 
HSS for mutual authentication.  

In SE-EPS-AKA (Security Enhanced Authentication and Key 
Agreement), protocol [5] Wireless Public Key Infrastructure 
(WPKI) scheme is used. In WPKI, digital certificates are 
communicated prior to the communication between the 
entities UE, MME and HSS. In this protocol during the initial 
communication between UE, MME and HSS the IMSI as well 
as SNID is encrypted with the public key of HSS. After the 
verification of SNID and IMSI by the HSS, the random 
vectors and authentication vectors are generated at the HSS. 
These vectors are communicated with the MME. Thus, for 
calculating response by different UEs every time during the 
registration phase MME sends this Random number as well as 
authentication vectors stored in the database of MME. Thus, 
reducing the burden of HSS to calculate the authentication 
vectors every time.  

In EC-AKA (Ensured Confidential AKA) protocol [9], the 
goal is to protect the IMSI and securely generate TMSI 
(Temporary Mobile Subscriber Identity). The authors describe 
about the procedure to create a Temporary-TMSI (T-TMSI), a 
26-bit temporary identifier. Then they append the generated T-
TMSI along with the IMSI and this combination is encrypted 
with the public key of the service provider. The MME receives 
the information of the encrypted identifiers along with the 
details of MCC, MNC so that it reaches the appropriate 
service provider HSS. The rest of the protocol follows the 
LTE-AKA with the minor modification. According to the 
authors, the quality of service (QoS) and network performance 
is not affected. It eliminates the drawback mentioned in SE-
EPS AKA protocol. 

III. CUSTOMER IDENTITY BASED LTE-AKA  

The goal of the proposed protocol is to protect the IMSI, 
which is sent in a plain text format during the SIM registration 
phase and to provide authentication between the UE and HSS. 
It also aims to produce less computation and bandwidth as 
compared to that of the EEPS-AKA protocol. CID-LTE-AKA 
protocol modifies the initial handshake procedure between the 
UE and HSS in the original LTE-AKA protocol.  

Steps for the CID-LTE-AKA protocol are as follows: 

1. Connection Establishment Phase:  

Connection is established between the UE and eNB 
based on the strength of the eNB in the nearby circle 
when UE is ready to start a connection.  

2. User Identity Request:  

The eNB requests for the identity of the connecting 
UE.  

3. User Identity Response:  

The UE sends the response to the eNB and the eNB 
connects to the respective MME to which it connects 
UE to MME: MACK(IMSI, RU ), RU , IDUE  
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RU  : Random number generated by UE  

IDUE:(Aadharnumber,HK(AadharNumber,Thumbprint
)) where K : Secret key known only to UE and HSS. 
This Identity is obtained during the purchase of the 
new SIM card. The details like Aadhar number and 
the hash of the thumbprint is made available during 
registration [10].  

4. Authentication Request to HSS:  

The MME forwards the parameters obtained from the 
UE to HSS. The role of the MME during this phase is 
only transfer of messages from UE to HSS.  

MME to HSS: MACK(IMSI, RU ), RU , IDUE, SNID 
SNID: Service Network ID of the MME, for the 
unique identification of the MME.  

5. Authentication Response:  

The HSS calculates the authentication vectors as 
proposed in the original LTE-AKA protocol and 
sends them to the MME.  

Authentication Vector  

AV = (RAND||XRES||KASME||AUT N).  

RAND: Random number generated by the HSS.  

XRES = f2K(RAND)  

KASME = KDF(CK, IK, SNID,(SQN ⊕ AK) , 
calculated by the HSS and KDF is the key derivation 
function calculated as HMAC-SHA-256 (key,S). 

HSS stores the value of sequence number, key and 
mobile identification number within their database 
and it is secure.  

CK = f3K(RAND)  

AK = f5K(RAND)  

IK = f4K(RAND)  

AUT N = SQN ⊕ (AK||AMF||MAC)  

MAC = f1K(AMF, SQN, RAND)  

Where f1, f2 are message authentication function and 
f3, f4, f5 are key derivation function. 

 

Fig. 3. CID-LTE-AKA 

 

6. Authentication request to UE :  

The MME stores the information obtained from HSS 
and sends only random number RAND and 
authentication vector AUT N.  

MME to UE: RAND||AUTN  

7. Response calculation:  

HSS calculates the response and using the 
authentication vector parameters it calculates the 
keys required for further communication.  

MME to UE: XRES = f2K(RAND)  

where K is the secret key and f2 is the message 
authentication function.  

8. Verification: 

 MME obtains the calculated from the UE and it 
already has the response calculated by the HSS. It 
compares the if it is same the registration is 
authenticated else it is discarded. 

In the CID-LTE-AKA protocol, during the user-id 
response phase, an extra parameter is sent along with the 
IMSI. This extra parameter consists of the personal user 
identification factor like social security number. The HSS is 
assumed to possess the Aadhar number and the hash of the 
biometrics of the registered users. Therefore, an implicit 
authentication procedure takes place during the registration 
stage at HSS. UE knows implicitly to which HSS it is 
connected by calculating the response and the keys from the 
MME whereas HSS knows which user is establishing 
connection with it. Thus, authentication is achieved in this 
protocol. 

A. Security Analysis  

Replay Attack  

In the proposed protocol, after the connection establishment 
between the user and the eNode base station, the user-id 
response is sent to the MME by UE. During this phase MAC 
of the IMSI and the random number RU is sent as the 
information to MME. If the adversary obtains this information 
and sends them after some time, this information is invalid 
since, the random number generated by the UE changes each 
time it tries to register to the network. Therefore, the replay 
attack is not possible in the proposed scenario whereas in the 
original protocol only the IMSI is sent during the initial 
message transfer. Thus, the freshness obtained from the 
random number eliminates this type of attack in this protocol. 

Reflection Attack:  

If an attacker obtains the message sent from UE to MME, he 
can store the information such as the MAC function as well as 
the IDUE. However, in this IDUE is sent to the HSS only to 
identify the correct user who is mapped to the corresponding 
IMSI. Using this information attacker cannot implement this 
attack as the HSS do not use the obtained information to 
calculate any parameters and UE will not use these functions 
for further calculations. Similarly, on the other end HSS sends 
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its response and other authentication vectors to MME and it is 
not used for any further calculation in this phase. So, 
reflection attack is not possible in this scenario.  

Man In The Middle Attack : 

Let us assume an attacker impersonates as UE and obtains the 
information transferred from UE to MME. The attacker will 
not get the IMSI, as it is not in the plain text form and the 
parameters in the IDUE is known only to the UE and HSS. To 
obtain this attacker needs to use the secret key K known only 
to the UE and HSS and this key is hardcoded in the SIM card. 
Similarly, on the other end the attacker posing as HSS can 
obtain information such as RAND, AUTN, XRES, KASME 
but he/she will not be able to decode or utilize any information 
as secret key K is known only HSS. Man in the middle attack 
is not possible in our protocol.  

Privileged- Insider Attack : 

Assuming that, the trustworthy entity like MME can launch an 
attack as an insider. To attack HSS, MME should know the 
values of IDUE and MAC function but both these parameters 
are not known to the MME as it does not have the IMSI 
information with it. So, MME cannot perform any attack as an 
insider. Similarly, UE and HSS stores the hash value of the 
Aadhar and the thumb impression they do not have the plain 
text values within them, therefore to obtain these values user 
has to provide their information. So privileged insider attacker 
cannot be performed by these three components.  

DoS Attack : 

In the original LTE-AKA protocol, DoS attack is a major 
drawback. In our protocol, during the initial transfer of 
messages, MAC of the IMSI with the random number and the 
hash value of the Aadhar number, Thumbprint encrypted with 
secret key K is sent to MME and MME forwards it to the 
HSS. If the attacker tries to send the altered value of the MAC 
or Hash to the HSS, the stored value in the HSS checks the 
value and rejects immediately. The verification at the HSS 
using the stored values takes negligible time. The DoS attack 
is not possible in this protocol.  

Identity Disclosure  

In the original protocol, the IMSI is sent to the HSS through 
MME in the plain text form, and if the attacker captures this 
IMSI he/she can obtain the location information and there is a 
possibility for tracking the users location. In our proposed 
protocol, the hash of the IMSI and the random number is sent 
from UE to HSS. As, hash is a one-way function to obtain the 
IMSI from the hash is impossible due to the properties of the 
hash function this kind of attack is eliminated in this protocol.  

Perfect Forward Secrecy  

In the existing protocol, forward secrecy was an issue as only 
IMSI is sent at the first stage of communication. In our 
protocol, a random number is generated by the UE during the 
first stage of registration, and this random number varies each 
time an IMSI is sent. So, even if the attacker has the 
information of the previous message, he/she cannot use the 
same information to register to the network at the later stage. 

This random number provides freshness and perfect forward 
secrecy. 

IV. PERFORMANCE OF CID-LTE-AKA  

The bandwidth calculations play a major role in determining 
communication overhead, so the analysis is done for the three 
protocols such as LTE-AKA, CID-LTE-AKA, EEPS-AKA. In 
LTE-AKA protocol, the total number of handshakes between 
the UE, MME and HSS are seven. In CID-LTEAKA, same 
number of handshakes happen as that of the original protocol. 
In the case of EEPS-AKA protocol, their computation method 
has large variation when compared with the original protocol 
and they have eight handshakes without considering the 
transfer of the KASME calculation.  

CID-LTE-AKA Bandwidth calculation  

Message 1: IDUE (320 bits)  

Message 2: IDUE, SNID (448 bits)  

Message 3: RAND, XRES, KASME, AUTN (432 bits)  

Message 4: RAND, AUTN (304 bits)  

Message 5: RES (64 bits)  

The total size of the LTE-AKA protocol is 1184 bits, whereas 
in the CID-LTE-AKA protocol, only the first two responses 
vary and the remaining responses are based on the original 
protocol. The first message in our protocol contains the MAC, 
Hash and Random number, so message 1 has 320 bits and the 
second message has SNID appended to it with the count as 
448 bits. The total number of bits calculated from our protocol 
is 1568 bits. A statistical comparison is done in Figure 4. As 
mentioned in the EEPS-AKA protocol, total bandwidth 
consumed by this protocol is 1776 bits excluding the 
calculation of the KASME, which contains the keys such as 
cipher key, anonymity key ad so on for further communication 
process. By comparing the EEPS-AKA protocol and our 
protocol, computation overhead is less. This slight increase in 
the bandwidth is due to the secure transfer of IMSI to the HSS. 
Therefore, by theoretical analysis of the bandwidth our 
protocol is efficient compared to that of the EEPS-AKA. This 
section describes the analysis of the bandwidth consumed by 
the three protocols and their comparison inferred in Figure 4. 

 

Fig. 4. Bandwidth Analysis 
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A. Implementation and Analysis  

The existing and proposed algorithm was implemented 
using PyCharm with Crypto libraries on a PC with Intel Core 
i7 processor 2.0 GHz, 8GB RAM, 500GB HDD and Windows 
7 64bit. The entire program imitates the communication 
between the UE, MME and HSS. For the proposed protocol, 
the values of IMSI, MME id, Aadhar (personal identity) and 
thumbprint data have been assumed to be of some value and 
do not represent the identity of any real person. SHA256 has 
been used to hash the value of IMSI and MD5 algorithm has 
been used to hash the Aadhar and the key generated from 
fingerprint biometrics. The SHA-256 and MD5 hash values 
have been shared to the HSS through the MME. HSS will use 
the received IMSI, and regenerate the SHA256 hash value. 
Using this hash value it will retrieve the Aadhar and 
fingerprint key of the customer and re-generate the MD5 hash 
value. Finally, the HSS will compare the hash values received 
from the UE and the hash values generated by the HSS. If they 
match, the HSS will continue to follow the steps of the 
existing protocol. An analysis was done on the packet, which 
is transferred between the UE, MME and HSS in the existing 
protocol and the proposed protocol. As mentioned in the 
Section 3, the IMSI number could be easily captured by an 
eavesdropping entity and could be represented by anyone. 
This could be easily realised during the practical 
implementation. By including Aadhar and fingerprint data, the 
packet contained more information, which increased trust 
among the communicating entities. Even if an eavesdropping 
entity read the packet, the Aadhar and fingerprint data cannot 
be stolen as only the hash value of these is only been shared. 
Since these values cannot be retrieved from the hash, it is safe. 
If the Aadhar and fingerprint data do not match during the 
check in HSS, an alert is declared which flags the connection 
attempt as fraudulent. It is left to be decided what further 
action should be taken during such an event. 

 

Fig. 5. Timing Analysis 

 

Computation Cost  

An analysis was done on the time taken for the entire 
registration process. The LTE-AKA algorithm took 1.9ms to 
complete the entire authentication process, whereas, the CID 
LTE-AKA took 7ms to complete the authentication process. 

The extra time is due to the overhead of calculation of hash 
values on two ends, one at the UE side and one at the HSS 
side. The LTE-AKA utilizes two hash functions whereas CID-
LTE-AKA utilizes four hash functions for computation. The 
timing chart has been provided in Figure 5. 

V. PROTOCOL ANALYSIS IN IOT APPLICATION  

Internet of things (IoT) is an ecosystem that connects physical 
objects, which are accessible through internet. IoT is widely 
used in many places starting from a small smart home 
application to the industry-oriented application. Few IoT 
devices, makes use of Mobile Network Operators (MNO) to 
access different applications. The purpose of using MNOs is 
to provide wide area coverage and low power communication 
at a minimal cost. All the MNOs can successfully deploy the 
IoT applications as they have a SIM card with them. The SIM 
card contains the IMSI and a key K, which is used to identify 
and authenticate the user of that device on the MNOs network. 
LTE standard can be utilised in the applications where MNOs 
play a major role in communicating with IoT devices. IMSI is 
unique for each users and can be used as an ID to 
communicate with the server that connects to the IoT.  

The IoT device registration procedure involves connection 
establishment between the MNO and the IoT devices. Before 
beginning the communication, the IMSI has to be 
authenticated by the HSS and HSS communicates the 
authenticated IMSI with the MTC server. The IoT device 
connects to the MTC through the mobile device (UE). The UE 
contains the IMSI and it communicates with MME, MME 
communicates with the HSS. The Serving Gateway (S-GW) 
communicates with the respective eNB especially when the 
device moves from one place to another. The Packet Gateway 
(PGW) handles traffic monitoring, billing and communication 
with the external networks through the gateway. External 
Identity (EID) is an ID allocated to the IoT devices for 
identification and calling the devices. Machine Type 
Communication- Inter Working Function (MTC-IWF) acts as 
an intermediator between EPC and MTC server, whereas the 
server identifies the IoT devices with their respective EID. 
HSS stores the information about the IMSI and the EID [11]. 
When multiple IoT devices are accessed with the same IMSI, 
Application ID changes for each IoT device but the IMSI is 
constant. The Application ID is responsible for storing the 
sensor data as well as to identify the IoT devices. When the 
power is turned on, the attach procedure is initiated between 
the UE and HSS. Once this process is executed successfully, 
the HSS communicates with the server and assigns EID values 
for the applications. To eliminate an overlap between the 
applications, which communicate at the same time, time slots 
are assigned to decide when a specific IMSI is active. There 
are two statuses assigned for the time slot, enable and disable. 
These statuses prevents any overlap during the data-uploading 
phase. During these phases if the paging messages are sent, 
the devices will not respond as Power Saving Mode (PSM) is 
activated. This PSM is enabled during the entire data 
uploading phase and once data upload is completed, PSM 
mode is deactivated.  
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The attach procedure in this IoT application is similar to that 
of LTE-AKA procedure, once the AKA procedure is 
completed, HSS communicates with the MTC server to assign 
the EID for respective applications and completes the data 
upload. In the detailed analysis, when the power is turned on 
the IoT device (Application ID and UE) communicates the 
IMSI to the MME, MME sends the request to the HSS. The 
HSS checks for the status of the IMSI, if the HSS has already 
processed an IMSI for communicating with MTC server, it 
attaches the timer and sends a reject message to the IMSI. If 
the HSS has not processed the IMSI it accepts the IMSI and 
changes its status to disable mode. After accepting the IMSI, it 
continues the authentication procedure similar to that of LTE-
AKA protocol. After authentication HSS updates the location, 
creates a new session for the UE. After establishing the 
session, the UE requests for the EID from the MTC server 
through HSS. EID is assigned to the applications, after which 
the data uploading procedure takes place. Only a single 
application can communicate with the MTC server at a 
particular time. An attacker can obtain the IMSI by using 
IMSI detector tools. As the IMSI is in plain text attacker 
makes use of this as well as the Application ID that is used to 
identify the IoT device and perform attack at MTC server. 
This leads to the breach of security and privacy of the user. 
According to the IoT application, HSS assigns a timer to the 
specific IMSI to avoid any overlap. Therefore, when the 
application communicates with the HSS, UE calculates the 
response and authentication is achieved. When another 
application under the same IMSI, tries to access the MTC 
server the same response can be utilized for a particular time 
period. The attacker captures information like the calculated 
response as well as IMSI and utilizes this information to 
authenticate him/her as a valid user. Thus, an attacker who has 
information about the IMSI can perform an attack. 

The attacker can impersonate as the UE, and send a forged 
IMSI to the HSS through MME. During the authentication 
phase, HSS computes the authentication vector and sends 
them to the MME. MME sends only the random function and 
the authentication vector to the UE. The attacker calculates the 
response and MME identifies UE is not a legitimate user and 
prevent the attacker from accessing the network. Only after 
the computation procedure at the HSS, MME validates the 
UE. An attacker can send many fake IMSI to the HSS, the 
computation overhead at the HSS increases leading to the 
disruption of service for the legitimate user. 

 

 

Fig. 6. IoT Applicatiom 

A. CID-LTE-AKA realisation in IoT application and Security 

Analysis  

In CID-LTE-AKA protocol, IMSI is sent as an identification 
entity along with other parameters at the time of registration. 
When the first message is sent from UE to HSS, MAC value 
of IMSI and the random number is sent along with the identity 
of the user equipment. This identity consist of the hash value 
of Aadhar number as well as the fingerprint, which is unique 
for each users. In the IoT application, during the initial 
message handshake between the UE and MME, instead of 
sending only the IMSI the UE sends MACK(IMSI, RU), IDUE 
and RU to MME. MME forwards the message from UE by 
adding MMEs identity and sends it to the HSS.HSS stores the 
value of IMSI, K, SQN, Aadhar number in its database . 
Therefore, when the message is sent to HSS, HSS verifies the 
MAC value as well as the hash value thus improving the trust 
between the user equipment and the HSS. The CID-LTE-AKA 
protocol provides a secure solution to transfer the IMSI in a 

International Journal of Pure and Applied Mathematics Special Issue

2918



protected manner and eliminates the attacks described in the 
LTE-AKA protocol. 

In the IoT application, if the attacker obtains the IMSI 
information using the detector tools the IMSI information 
cannot be obtained as the IMSI is sent only as a MAC value. 
So, when CID-LTE-AKA protocol is implemented disclosure 
of identity is not possible. The attacker cannot alter the 
identity of the UE as the hash verification takes place at HSS. 
The users Aadhar number is sent along with the other 
parameters, even if the attacker captures this Aadhar 
information, the adversary cannot extract any information 
without the biometric value that is known only to UE and 
HSS. Therefore, the implementation of this protocol 
eliminates the identity disclosure attack. Denial of Service 
attack discards the legitimate user from accessing the IoT 
device. In the LTE-AKA protocol, fake IMSI can be sent by 
an attacker to disrupt the service. The HSS checks the IMSI, 
immediately assigns the status for the IMSI. Only after 
assigning the status for the respective IMSI authentication 
response is generated. When fake IMSI sends request to HSS, 
each time the timer is attached if the status check at the HSS is 
in disable state. When one IMSI is processed, next IMSI gets 
connected based on the timer allocation. Each time the 
authentication vectors are calculated by the HSS and the fake 
IMSI is discarded only after computation. If this happens, the 
legitimate application ID cannot get connected to the MTC 
server leading to DoS attack. By implementing CID-LTE-
AKA protocol during the attach procedure, the DoS attack can 
be eliminated.  

The attacker can impersonate as UE and obtain the 
information of the IMSI , when same IMSI is trying to connect 
different applications to the HSS. Initial response calculation 
is performed by the UE and HSS for the IMSI. He can capture 
the response calculation and utilize this information along 
with the IMSI when different application is connected to the 
HSS. Since the same IMSI is connected again for different 
application ID the response calculation will not vary and the 
timer attached to the application immediately starts the 
process after the first application data are uploaded. This leads 
to an attack where the adversary can manipulate the IoT 
devices that is connected to the server. By implementing CID-
LTE-AKA protocol, IMSI cannot be obtained so even if the 
response is captured without the knowledge of the identity the 
attacker cannot perform any attack. 

Forward secrecy cannot be achieved in the existing protocol as 
along with IMSI no other information is passed to the HSS. If 
this information is leaked, attacker can obtain the details of the 
location of the user and their identity. In CID-LTEAKA 
protocol, random number is generated by the UE. This random 
number provides freshness during the IMSI transfer. So 
attacker cannot obtain the value due to this randomness. 
Forward secrecy is achieved in this IoT application by 
implementing the proposed protocol.  

Thus, the proposed CID-LTE-AKA protocol improves the 
security of the IoT application, by eliminating the attacks in 
the existing LTE-AKA protocol. This increases the security 
and the trust between the UE and HSS as well as HSS and 

MTC server. Thus establishing a secure communication in the 
IoT application. 

VI. CONCLUSION  

In this paper, the original two-way authentication LTE-AKA 
protocol has been modified to accommodate an additional 
security measure at the initial stage of user registration. The 
authentication protocols proposed by other authors are based 
on Diffie-Hellman key exchange and certificate. In the CID-
LTE-AKA protocol, hash functions are used to verify the 
identity of the user, which improves the trust between the UE 
and HSS. The IMSI is sent in a protected format, to eliminate 
the drawbacks mentioned in the LTE-AKA protocol. The 
CID-LTE-AKA protocol has been practically implemented 
and compared with the LTE-AKA protocol. Though the time 
period of registration is more than the existing LTE-AKA 
protocol, the security has been improved drastically. This 
protocol has also been realized in an IoT application which 
uses LTE as a communication medium. 
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