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Abstract--Among different researches on Wireless Body Area 

Network (WBAN), Obfuscated Quality Aware Confidential 

Data Discovery and Dissemination (OQA-CDDD) protocol has 

been proposed for handling the radio interferences in multiple 

coexisting WBAN. In this protocol, both interference and 

power consumption were reduced based on the interference 

reduction and node level power control techniques. However, 

different issues were addressed in confidentiality, user access 

control, computational cost and security. Hence in this paper, 

an Enhanced Certificateless & Security Improved Anonymous 

Access Control with OQA-CDDD protocol (ECSIAAC-OQA-

CDDD) is proposed. In this protocol, initially an access control 

mechanism is designed based on an efficient certificateless 

modified signcryption scheme for improving the 

confidentiality, integrity, ciphertext authenticity etc. Moreover, 

an authentication process is enhanced by anonymous mutual 

authentication which reduces computational cost and energy 

consumption. Furthermore, the security vulnerabilities are 

avoided by introducing secure authentication by using Chaos 

baker map scheme which utilizes one-way hash chain function 

and XOR operation for improving the security of WBAN. 

Finally, the experimental results show that the performance 

effectiveness of the proposed protocol compared with the other 

protocols in terms of end-to-end delay, energy consumption, 

packet delivery ratio, coverage time and throughput. 

Keywords---WBAN, OQA-CDDD, Certificateless cryptography, 

Revocation handling, Access control, Anonymous mutual 

authentication, Chaos baker map 

I.  INTRODUCTION 

WirelessBodyArea Network(WBAN) [1]is designed 

by using different wearable sensors which are located in the 

body of a patient and communicated through wireless 

technologies.Such networks are used for monitoring and 

tracking the physical conditions of patients. Though these 

networks are used in many human applications, such 

network has various challenges such as security and privacy, 

interoperability, data consistency, cost, constrained 

deployment, etc. Different researcher’sproposed different 

protocols like data discovery and dissemination, data 

aggregation based authentication, key agreement schemes, 

anonymous mutual authentication, access control, etc.  

Among different protocols, a lightweight and 

confidential data discovery and dissemination was proposed 

by [2] utilizing the multiple one-way key hash chains as 

well as unique features and application requirements of 

WBAN. In this scheme, computational, energy and 

communication costs during securing the multihop 
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dissemination of data were reduced without affecting the 

confidentiality.However, this protocol requires further 

improvement on the network security by considering delay 

requirements of the physical layer. For this reason, 

Obfuscation-based Delay-Aware Confidential Data 

Discovery and Dissemination (ODA-CDDD) protocolwas 

proposed [3]. In ODA-CDDD protocol, delay-aware 

optimization was introduced based on the Multi-hop 

Topology Formation Game (MTFG) theory in which the 

physical layer securitywas improved and also the security 

cost and QoS measure of each node were optimized. 

Additionally, the temporal privacy of the data transmission 

was achieved based on the obfuscation of multiple one-way 

hash chains. However, this protocol was not used for 

supporting multiple coexisting WBAN since such network 

has high interference and energy consumption.  

Thus, an Obfuscated Quality Aware Confidential 

Data Discovery and Dissemination (OQA-CDDD) was 

proposed[4]which supports the multiple coexisting WBAN. 

In this protocol, two schemes were introduced such as 

interference reduction and efficient energy utilization for 

reducing both energy consumption and interference 

effectively. Moreover, Smart Channel Assignment (SCA) 

algorithm was introduced for coexisting WBAN 

communication. However, the confidentiality, and secure 

anonymous authentication were not improved which 

increases the communication and computational 

complexities in WBAN. In addition, user access control was 

also required for providing further improvement on security 

and data privacy in WBAN.  

Hence in this article, an Enhanced 

Certificateless&Security Improved Anonymous Access 

Control with OQA-CDDD (ECSIAAC-OQA-CDDD) 

protocol is proposed. Initially, a Certificateless Access 

Control (CAC-OQA-CDDD) is proposed and improved as 

an Efficient Certificateless Access Control (ECAC-OQA-

CDDD) with revocation handling mechanism for WBAN. In 

this mechanism, a modified certificatelesssigncryption 

algorithm is used for designing an access control by 

achieving public verifiability and ciphertext authenticity. 

The proposed mechanism consists of four phases such as 

initialization phase, registration phase, authentication and 

authorization phase and revocation phase. In addition, an 

Anonymous authentication known as ECAAC-OQA-

CDDDis introduced for reducing both computational and 

communication cost effectively. Furthermore, this 

mechanism is improved by secure based scheme such as 

Chaos baker map method [5] for improving the security of 

data discovery and dissemination. Thus, the proposed 

protocol reduces delay, interference, energy consumption, 

computation cost and improves the security of the 

authentication against various attacks in WBAN.  

The rest of the article is structured as follows: 

Section 2 presents the different access control and 

authentication protocol in wireless healthcare sensor 

networks.Section 3 explains the proposed protocol in 

WBAN. Section 4 illustrates the experimental results of the 

proposed protocol compared with the other protocols. 

Section 5 concludes the research work.  

II.RELATED WORKS 

A provably secure three-factor user authentication 

and key agreement protocol [6] was presented for wireless 

healthcare sensor networks. In this protocol, different 

functionality features like dynamic sensor node addition, 

password with biometrics update, smart card revocation 

with other usual features which are needed for user 

authentication were supported.In addition, the formal 

security analysis was achieved based on the Burrows-Abadi-

Needham (BAN) logic and Real-Of-Random (ROR) model. 

However, communication overhead was moderately high. 

A Secure Data Aggregation using Access Control 

and Authentication (SDAACA) protocol [7] was proposed 

for wireless sensor networks. The main objective of this 

protocol was detecting sinkhole and Sybil attacks since the 

detection of these attacks has high complexity. In this 

protocol, two algorithms were introduced such as Secure 

Data Fragmentation (SDF) and Node Joining Authorization 

(NJA). Here, SDF was utilized for data hiding process 

whereas NJA was utilized for authorization process. In 

addition, an access control scheme was proposed for 

supporting energy efficiency, accuracy, freshness and 

authentication based on the communication overhead 

reduction and guarantee of communication authenticity 

process. Moreover, both attacks were detected and 

prevented by mapping the SDAACA protocol on the oil-

refinery plant. However, scalability and mobility models 

were not considered. 

A secure user authentication and key-agreement 

scheme [8] was proposed for agriculture monitoring by 

using wireless sensor networks. In this scheme, a novel 

remote user authentication mechanism was introduced. 

Moreover, this protocol was validated based on the BAN 

logic and simulated by using Automated Validation 

Information Security Protocol and Applications (AVISPA) 

tool. In addition, the security was analyzed based on the 

random oracle model. However, the complexity of the 

protocol was high due to the security features.A lightweight 

and robust two-factor authentication scheme [9] was 

proposed for personalized healthcare systems by using 

wireless medical sensor networks. This scheme was mainly 

proposed for improving the security by tackling the 

historical security problems. By using this scheme, the 

common security requirements were gathered and the user 

tracking was avoided from attackers. However, the 

communication cost was high.  

An efficient and secure Electrocardiogram (ECG) 

based authentication scheme [10] was proposed for medical 

body area sensor networks.In this scheme, ECG-based 
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feature extraction method was proposed. By using this 

scheme, high precision ECG-based features were extracted 

and higher efficiency of authentication among the sensors 

was achieved. However, the processing time was high.A 

novel and efficient user access control scheme [11] was 

proposed for WBAN. The main objective of this scheme 

was making the utilization of a group-based user access ID, 

an access privilege mask and a password. Also, an elliptic 

curve cryptography-based public key cryptosystem was 

introduced for ensuring the specific legitimate user can only 

access the information for which he/she was 

authorized.However, computational and communication 

costs were high. 

A lightweight anonymous mutual authentication 

and key agreement approach [12] was proposed for the 

centralized two-hop WBAN. The main aim was allowing 

sensor nodes which are attached to the patient’s body for 

authenticating with the local server or hub node and 

establishing the session key in an anonymous and 

unfavorable fashion. As well, the security of this approach 

was analyzed by rigorous formal proof which uses BAN 

logic. However, the privacy protection issue was still not 

overcome by this approach. Secure and reliable patient body 

motion based authentication approach [13]  was proposed 

for medical body area networks. In this approach, routine 

activities such as walking or running were characterized 

based on the generic model for allowing the patient sensor 

nodes identification. In addition, an analytical model was 

introduced for measuring the impact of physical and logical 

attacks on this proposed approach. However, energy 

consumption was high.  

III.PROPOSED METHODOLOGY 

In this section, different protocols which are 

proposed in this work are briefly explained. Initially, CAC-

OQA-CDDD is investigated based on the modified 

certificatelesssigncryption technique and then ECAC-OQA-

CDDD is described which utilizes revocation handling 

mechanism. Then, the further improvement of this protocol 

ECAAC-OQA-CDDD is presented based on an anonymous 

mutual authentication method. Finally, enhancement version 

of ECAAC-OQA-CDDD is explained by using Chaos baker 

map method effectively.  

A. Certificateless Access Control OQA-CDDD (CAC-

OQA-CDDD) 

This protocol is proposed for designing an access 

control scheme for WBAN since it is not used for providing 

public verifiability and ciphertext authenticity. Here, 

modified certificatelesssigncryption technique is briefly 

explained.  

1) CertificatelessSigncryption Technique 

Consider a security parameter k, the Key 

Generating Center (KGC) chooses an additive group 𝐺1 

and a multiplicative 𝐺2 of the same prime order p, a 

generator Pm of  𝐺1, a bilinear map 𝑒 ∶  𝐺1𝑋𝐺1 → 𝐺2 and 

four hash functions: 

𝐻1: 𝐺2
2𝑋 0,1 ∗ → 𝕫𝑝

∗ , 

𝐻2: 𝐺2𝑋 0,1 ∗ → 𝕫𝑝
∗ , 

𝐻3: 𝐺2 →  0,1 𝑛  𝑎𝑛𝑑 

𝐻4:  𝐺2𝑋 0,1 ∗ 3 → 𝕫𝑝
∗  

In above equations, n denotes the number of bits of 

a message to be sent. The KGC randomly selects a master 

secret key 𝑠𝜖𝕫𝑝
∗  and calculates the corresponding public 

key 𝑃𝑝𝑢𝑏 = 𝑠𝑃.  

The KGC publishes the system parameters 

 𝐺1 , 𝐺2, 𝑝, 𝑒 , 𝑛, 𝑃, 𝑃𝑝𝑢𝑏 , 𝑔, 𝐻1 , 𝐻2 , 𝐻3 , 𝐻4  and keeps s secret. 

A generator of  𝐺2 is denoted as 𝑔 =  𝑒  𝑃, 𝑃 . 

 Set-Secret-Value: A user by identity 𝐼𝐷𝑈  selects a 

random 𝑥𝑈𝜖𝕫𝑝
∗ as  it is the secret value. 

Set-Public-Value: Given a secret value𝑥𝑈 , this 

algorithm returns the public value  𝑦𝑈  =  𝑔𝑥𝑈 . 

Partial-Private-Key-Extract: A user submits its 

identity 𝐼𝐷𝑈  and public value 𝑦𝑈  to the KGC. The KGC 

calculates the partial private key as follows and sends 𝐷𝑈  to 

the user. 

𝐷𝑈 =  
1

𝐻2 𝑦𝑈  ,𝐼𝐷𝑈  +𝑠
𝑃 (1) 

Set-Private-Key: A partial private key 𝐷𝑈  and a 

secret value  𝑥𝑈 , this algorithm returns a full private 

key  𝑆𝑈  =  (𝑥𝑈 , 𝐷𝑈). 

Set-Public-Key: A full private key   𝑆𝑈  =  (𝑥𝑈 , 𝐷𝑈) 

and a public value  𝑦𝑈 , the user does the below steps: 

 Select 𝛼𝜖𝕫𝑝
∗  randomly. 

 Calculate   𝑟𝑈  =  𝑔𝛼  

 Calculate  ℎ𝑈  =   𝐻1   𝑟𝑈 , 𝑦𝑈  , 𝐼𝐷𝑈 . 

 Calculate  𝑇𝑈  =   𝛼 − 𝑥𝑈   ℎ𝑈 𝐷𝑈 . 

 A full public key 𝑦𝑈 , ℎ𝑈  , 𝑇𝑈 . 

Public-Key-Validate: A full public key  𝑦𝑈 , ℎ𝑈  , 𝑇𝑈 a 

verifier tests which 𝑦𝑈has order p and follows the steps: 

 Calculate   𝑟𝑈 =  𝑒  𝐻2 𝑦𝑈 , 𝐼𝐷𝑈 𝑃 + 𝑃𝑝𝑢𝑏 , 𝑇𝑈 𝑦𝑈
ℎ𝑈  

 Calculate  ℎ𝑈
′ =   𝐻1   𝑟𝑈 , 𝑦𝑈  , 𝐼𝐷𝑈 . 

 Allow the public key if and only if  ℎ𝑈
′ =  ℎ𝑈 . 

Signcrypt:A message m, a sender’s secret value  𝑥𝐴 , 

identity   𝐼𝐷𝐴  and public value  𝑦𝐴 , and a receiver’s identity 
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  𝐼𝐷𝐵  and public value  𝑦𝐵 , this algorithm follows the steps 

below. 

 Select 𝛽𝜖𝕫𝑝
∗  randomly. 

 Calculate  𝑟 =  𝑦𝐵
𝛽

. 

 Calculate  𝑐 = 𝑚 ⊕  𝐻3 𝑟 . 

 Calculate  ℎ =   𝐻4 𝑟, 𝑚,   𝑦𝐴 ,   𝐼𝐷𝐴 ,   𝑦𝐵 ,   𝐼𝐷𝐵 . 

 Calculate  𝑧 =  𝛽  ℎ +   𝑥𝐴 𝑚𝑜𝑑 𝑝 . 

 Result a ciphertext 𝜎 =   𝑐, ℎ, 𝑧 . 

Unsigncrypt:A ciphertext𝜎 =  (𝑐, ℎ, 𝑧), a sender’s 

identity   𝐼𝐷𝐴  and public value  𝑦𝐴 , and a receiver’s secret 

value  𝑥𝐵 , identity   𝐼𝐷𝐵  and public value  𝑦𝐵 , this algorithm 

follows the steps below. 

 .Calculate  𝑟 =  𝑦𝐴
𝑥𝐵𝑍𝑦𝐵

ℎ𝑍 . 

 Calculate  𝑚 = 𝑐 ⊕ 𝐻3 𝑟 . 

 Calculate  ℎ′ =   𝐻4 𝑟, 𝑚,   𝑦𝐴 ,   𝐼𝐷𝐴 ,   𝑦𝐵 ,   𝐼𝐷𝐵 .  

 Accept the message if and only if  ℎ′ = ℎ, return 

the false symbol ⊥ otherwise. 

 

2) Modified CertificatelessSigncryption Technique 

Signcrypt:A message m, a sender’s secret value𝑥𝐴 , 

identity 𝐼𝐷𝐴  and public value𝑦𝐴 , and a receiver’s identity 

𝐼𝐷𝐵  and public value𝑦𝐵 , this algorithm follows the steps 

below. 

 Select 𝛽𝜖𝕫𝑝
∗  randomly. 

 Calculate 𝑡 =  𝑔𝛽  𝑎𝑛𝑑  𝑟 =  𝑦𝐵
𝛽

. 

 Calculate𝑐 = 𝑚 ⊕ 𝐻3 𝑟 . 

 Calculateℎ =  𝐻4 𝑡, 𝑐, 𝑦𝐴 , 𝐼𝐷𝐴 , 𝑦𝐵 , 𝐼𝐷𝐵 . 

 Calculate𝑧 =  𝛽  ℎ + 𝑥𝐴 𝑚𝑜𝑑𝑝 . 

 Result a ciphertext 𝜎 =  (𝑐, ℎ, 𝑧). 

Unsigncrypt:A ciphertext𝜎 =  (𝑐, ℎ, 𝑧), a sender’s 

identity   𝐼𝐷𝐴  and public value  𝑦𝐴 , and a receiver’s secret 

value  𝑥𝐵 , identity   𝐼𝐷𝐵  and public value  𝑦𝐵 , this algorithm 

follows the steps below. 

 Calculate  𝑡 =  𝑦𝐴
𝑍𝑔ℎ𝑍 . 

 Calculate  ℎ′ =   𝐻4 𝑡, 𝑐,   𝑦𝐴 ,   𝐼 𝐷𝐴 ,   𝑦𝐵 ,   𝐼 𝐷𝐵 .  

 Test if  ℎ′ = ℎ holds. If yes, go to next step. 

Otherwise, result the false symbol ⊥. 
 Calculate 𝑟 =  𝑡𝑥𝐵  and recover𝑐 = 𝑚 ⊕ 𝐻3 𝑟 . 

B. Enhanced Certificateless Access Control OQA-

CDDD (ECAC-OQA-CDDD) 

Then, an efficient certificateless access control 

approach is proposed for the WBAN using identity-based 

access control (IBAC) model which links access privilege 

by particular users. The proposed design has the following 

benefits:  

 It has neither key escrow issue nor public key 

certificates.  

 It allows the controller to test the valid of query 

messages without decryption. 

The proposed design stores the computational cost 

and energy consumption. A concrete access control 

approach is described based on the modified 

Certificatelesssigncryption approach. ECAC-OQA-

CDDDprotocol is composed of four steps such as 

initialization step, registration step, authentication and 

authorization step and revocation step. 

1) Initialization Step:In this step, the Service 

Provider (SP) runs Setup algorithm and deploys a WBAN. 

The controller is allocated an identity  𝐼𝐷𝐵 , a public key 

 𝑦𝐵 , ℎ𝐵 , 𝑇𝐵 and a private key 𝑆𝐵 = (𝑥𝐵 , 𝐷𝐵) (the SP can run 

Set-Secret-Value, Set-Public-Value, Partial-Private-Key-

Extract, Set-Private-Key and Set-Public-Key algorithms). 

 

2) Registration Step:A user should register by the SP 

to get an access privilege of the WBAN. The user foremost 

submits its identity 𝐼𝐷𝐴  and public value 𝑦𝐴  to the SP and 

after that the SP tests if the ID is valid. If not, the SP 

discards the registration request. Otherwise, the SP sets an 

Expiration Date (ED) and runs Partial-Private-Key-Extract 

algorithm to offering a partial private key: 

𝐷𝐴 =  
1

𝐻2 𝑦𝐴  ,𝐼𝐷𝐴∥𝐸𝐷 +𝑠
𝑃(2) 

In above equation, || denotes a concatenation 

symbol. Once receiving  𝐷𝐴 , the user runs Set-Secret-Value, 

Set-Public-Value, Set-Private-Key and Set-Public-Key to 

obtain a full private key 𝑆𝐴 = (𝑥𝐴 , 𝐷𝐴)and a full public 

key 𝑦𝐴 , ℎ𝐴 , 𝑇𝐴 . 

3) Authentication and Authorization Step:While the 

user by identity 𝐼𝐷𝐴  needs to access the monitoring data of 

the WBAN, it initial creates a query message m and runs 

Signcrypt algorithm to produce a ciphertext  𝜎 =  (𝑐, ℎ, 𝑧). 

To resist the replay attack, the query message and a 

timestamp may concatenate to form a new signcrypted 

message. After that the user sends the controller the 

ciphertext  𝜎, its identity 𝐼𝐷𝐴and full public key 𝑦𝐴 , ℎ𝐴 , 𝑇𝐴 . 

While getting the query request since the user, the 

controller first runs Public-Key-Validate algorithm to test 

the validity of the received public key 𝑦𝐴 , ℎ𝐴 , 𝑇𝐴 . If the 

public key is not valid, the controller immediately rejects 

the query request. Otherwise, the controller further 

performs the modified unsigncrypt algorithm. Then the 

controller can encrypt the collected health data employing 

a symmetric cipher with the session key 𝐻3 𝑟 along with 

the query requirement m. This session key has been 

recognized among the controller and the user. Since the 

session key is only known by the controller and the user, 

the confidentiality can achieve for future communication 

among them. In this access process, confidentiality, 
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integrity, authentication and non-repudiation are 

concurrently achieved. Additionally, a significant benefit 

of the proposed approach is to obtain the public 

verifiability and ciphertext authenticity. By using this 

modified Certificatelesssigncryption approach, full non-

repudiation could be easily achieved. Moreover, any third 

party could verify the validity of the ciphertext 𝜎 without 

knowing the controller’s private key and the message m. 

Finally, the controller can throw away some invalid 

ciphertexts without decryption. Namely, the controller does 

not execute the fourth step of Unsigncrypt that saves 

computational cost and energy consumption.  

 

4) Revocation Step:If a user 𝑈𝑖has logout, he/she 

can request to the SP for re-registration during the 

following steps: 

 By the same identity𝐼𝐷𝑖 , 𝑈𝑖  sends a 

registration request holding 𝑅𝐼𝐷𝑖
𝑛𝑒𝑤 =

ℎ 𝑠𝑛𝑒𝑤 ∥ 𝐼𝐷𝑖  to the SP via secure 

channel, where 𝑠𝑛𝑒𝑤 𝜖𝑍𝑝
∗  is a new random 

number chosen via  𝑈𝑖 . 

 Upon getting the registration request 

from  𝑈𝑖 , the SP calculates𝑅𝑖
𝑛𝑒𝑤 =

ℎ   𝑅𝐼𝐷𝑖
𝑛𝑒𝑤 ∥ 𝑠0  and sends a new login 

𝐿𝐼𝑖
𝑛𝑒𝑤  to 𝑈𝑖  with 𝑅𝑖

𝑛𝑒𝑤  saved in it via 

secure channel. 

After a user logout, user should register with the SP to gain 

an access privilege of the WBAN. Otherwise, user does not 

access the rights for the WBAN. Finally, the proposed 

approach is achieved confidentiality, authentication, public 

verifiability and ciphertext authenticity.  

C.  Enhanced Certificateless Anonymous Access Control 

OQA-CDDD (ECAAC-OQA-CDDD) 

Here, an anonymous mutual authentication 

protocol is explained in detail. The proposed approach 

includes two steps: In Step 1, the security credentials to a 

Local Processing Unit (LPC) during secure channel, this 

step is known as registration step. The next step of the 

proposed approach is the anonymous authentication step[14] 

.Before data transmission from the LPU to server, both the 

LPU and the server will authenticate each other. Therefore, 

the aim of the proposed approach is achieves the secure 

localization property, mutual authentication property, 

anonymity property, defeat forgery attacks and reduce 

computation overhead. Then, registration step and 

anonymous authentication step explained in below.  

1)  Initialization Step: This step performs the 

following process: 

 The service provider (SP) creates a long term 

master private key 𝑘𝐶𝑁  for the controller node CN. 

 For every sensor node N, the SP allocates a unique 

identity 𝑖𝑑𝑁 . 

 For every sensor node N, the SP executes as 

follows, 

 SP creates the initial temporary identity 

 𝑡𝑖𝑑𝑁  of N. 

 SP calculates N’s private key as 𝑘𝑁 =
ℎ 𝑖𝑑𝑁 , 𝑘𝐶𝑁 . 

 SP calculates the verify vector/value for N 

as 𝑐ℎ𝑁 = 𝑖𝑑𝑁 ⊕ ℎ 𝑡𝑖𝑑𝑁 , 𝑘𝐶𝑁 . 

 At last, the SP saves the tuple 〈𝑡𝑖𝑑𝑁 , 𝑘𝑁〉 into N’s 

memory. For every node N, the SP saves the tuple 

〈𝑐ℎ𝑁 , 𝑡𝑖𝑑𝑁〉 into CN’s memory. 

 

2) Authentication and Key Agreement Step: Here, 

the common case [15] is considered in which N 

communicates by CN during an intermediate primary node 

IN. In this approach, the direct communication among a 

primary node N and CN follows through eliminating the 

node IN. 

This step consists of five steps which are given in 

below: 

 𝑁 → 𝐼𝑁: 〈𝑡𝑖𝑑𝑁 , 𝐻𝑁 , 𝑥〉 
 𝐼𝑁 → 𝐶𝑁: 〈𝑡𝑖𝑑𝑁 , 𝐻𝑁 , 𝑥, 𝑡𝑖𝑑𝐼𝑁〉 
 𝐶𝑁 → 𝐼𝑁: 〈𝑡𝑖𝑑𝑁 , 𝑧, 𝐻𝐶𝑁 , 𝑡𝑖𝑑𝐼𝑁〉 
 𝐼𝑁 → 𝑁: 〈𝑡𝑖𝑑𝑁 , 𝑧, 𝐻𝐶𝑁〉 
 At last, once successful mutual authentication, both 

N and CN save the recognized common session 

key 𝑘𝑠  (= 𝑘𝑠
∗ ) for their future secure 

communication. 

 

D.  Enhanced Certificateless and Security Improved 

Anonymous Access Control OQA-CDDD (ECSIAAC-

OQA-CDDD) 

Here, ECAAC-OQA-CDDD is further enhanced by 

security improved mechanism which utilizes Chaos baker 

map method for randomizing the data. A chaos baker 

mapping algorithm is used to randomize the transmitted data 

to avoid secure vulnerabilities. Then, one-way hash chain 

function and XOR operation is applied for providing secure 

authentication [5]. In this protocol, two-dimensional baker 

map is considered which improves the hash function by 

randomizing the data in forwarded packets. Also, simple 

hash function is incorporated for protecting the chaos baker 

protocol. Each sensor node receives the data and verifies the 

data by using the hash chain value to decrypt the cipher text.  

Thus, the proposed ECAAC-OQA-CDDD protocol 

opposes the DoS attacks on verification interruption. In the 

proposed protocol, packet authentication is the most 

effective process since it ensures authenticity and reliability. 

In addition, the computational complexity is also 

significantly reduced by using simple hash function. 

 

IV EXPERIMENTAL RESULTS 

In this section, the overall performance of the 

proposed protocols such as ECAC-OQA-CDDD, ECAAC-
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OQA-CDDD and ECSIAAC-OQA-CDDD is evaluated and 

compared with the previous protocol such as CAC–OQA–

CDDD in terms of different performance metrics such as 

end-to-end delay, energy consumption, packet delivery 

ratio, throughput, and coverage time. The simulation 

parameters are listed in Table 1. 

 

Table.1 Simulation Parameters 

Parameters Values 

Number of body sensor nodes 54 

Channel type Wireless channel 

Propagation model Two Ray Ground 

MAC layer IEEE 802.11 

IFQ type Queue/DropTail/PriQueue 

Link layer LL (Link Layer) 

Physical type WirelessPhy 

Antenna type Omni Antennas 

IFQ length 1000 

Routing protocol AODV 

 

1) Throughput: Throughput refers the total amount of 

transmitted data packets from source to destination 

within a given time duration and it is measured in bits 

per second (bits/sec).  

 

 

 

Fig.1. Comparison of Throughput 

The performance comparison of different proposed 

protocols in terms of throughput is shown in Fig. 1. In the 

graph, x-axis denotes the number of sensor nodes and y-axis 

refers the throughput values in bits/seconds. From the 

analysis, it is proved that the proposed ECSIAAC-OQA-

CDDD protocol achieves high throughput than the other 

protocols.  

2)  End-to-end Delay: End-to-end delay is defined as the 

time duration taken for transmitting the data packets from 

the source to the destination via communication channel. It 

is calculated based on the various metrics such as traffic, 

transmission time and service time.  

 

 

 

The performance comparison of different proposed 

protocols in terms of end-to-end delay is shown in Fig. 2. In 

the graph, x-axis denotes the number of sensor nodes and y-

axis refers the delay values in seconds 

 
Fig.2. Comparison of End-to-end Delay 

 From the analysis, it is proved that the proposed 

ECSIAAC-OQA-CDDD protocolhas  less end-to-end delay 

than the other protocols. 

3)  Packet Delivery Ratio (PDR):PDR is defined as the ratio 

of total amount of received data packets at the destination 

and total amount of forwarded data packetsvia the 

communication channel.  

 

Throughput =  

Total number of transmitted data packets 

Time Duration 

End-to-end delay = 

Total delay of packets received by the destination 

             Number of packets received by the destination 

PDR =  

Number of data packets received by the destination 

Number of data packets transmitted by the source 
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Fig. 3. Comparison of PDR 

The performance comparison of different proposed 

protocols in terms of PDR is illustrated in Fig. 3. In the 

graph, x-axis denotes the number of sensor nodes and y-axis 

refers the PDR values in %. From the analysis, it is proved 

that the proposed ECSIAAC-OQA-CDDD protocol 

achieves high PDR than the other protocols.     

4)  Energy Consumption:Energy consumption refers the 

amount of energy consumed by the network for data 

transmission within the given delay. It is measured as 

follows 

Energy Consumption = 

Initial energy - Remaining energy 

 

Fig. 4. Comparison of Energy Consumption 

The performance comparison of different proposed 

protocols in terms of energy consumption is shown in Fig.  

4. In the graph, x-axis denotes the number of sensor nodes 

and y-axis refers the energy consumption per packets in 

milli Joules. From the analysis, it is proved that the 

proposed ECSIAAC-OQA-CDDD protocol achieves less 

energy consumption than the other protocols.     

5)  Coverage Time:Coverage time refers the time taken for 

successfully achieving the packet transmission with the 

highest level of secrecy over the communication channel.  

The performance comparison of different proposed 

protocols in terms of coverage time is shown in Fig. 5. In 

the graph, x-axis denotes the number of sensor nodes and y-

axis refers the coverage time in seconds 

 

Fig.5. Comparison of Coverage Time 

From the analysis, it is proved that the proposed 

ECSIAAC-OQA-CDDD protocol achieves less coverage 

time than the other protocols.     

V. CONCLUSION 

In this paper, an enhanced version of OQA-CDDD 

is proposed for improving confidentiality, user access 

control and secure authentication in WBAN. Initially CAC 

is enhanced by incorporating revocation handling 

mechanism which improves confidentiality,integrity, 

authentication, public verifiability and ciphertext 

authenticity.This mechanism involves four phases namely 

initialization, registration, authentication and authorization 

and revocation. Here, modified certificatelesssigncryption 

algorithm is applied for designing an identity based access 

control technique. Then, the authentication phase is 

improved by an anonymous mutual authentication scheme 

for reducing the communication and computational cost and 
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achieving the required security requirements. Furthermore, a 

Chaos baker map method is applied for enhancing further 

secure authentication by using one-way hash chain function 

and XOR operation. Finally, the simulation results prove 

that the proposed ECSIAAC-OQA-CDDD protocol 

achieves higher performance than the other protocols in 

terms of reducing computational cost, energy consumption 

and improving security requirements.  
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