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ABSTRACT  

Increasing usage of mobile phone has changed the way people use the device for personal as well 

as business purpose. It is estimated that almost 90% of the all activity related to Cloud Computing 

and Internet of Things would be done with a smartphones. Nevertheless, either loss of mobile 

phone or theft can paralyze the activities and even worse is that if the information is lost or stolen 

for profit. Hence our proposed work identifies the issue of mobile security and solves it through 

an enhanced firmware. The firmware associated with the mobile is modified for instantly 

safeguarding the data as well as report the location. It uses trusted computing to broadcast the 

current location of the device using an e-SIM technology. The e-SIM is highly secure and cannot 

be tampered even if a factory reset is done. So, the lost mobile can be recovered at the earliest 

within 3-4 hours with all the information intact. The proposed work has been implemented using 

ATMEL AVR processor and GSM module.  

Keywords: Device Monitoring, Mobile Device Security, e-SIM, Firmware, ATMEL AVR. 

 

INTRODUCTION 

 

The usage of mobile phones has been drastically increasing and the number of mobile phones has 

exceeded the human population. Mobile is a device which helps for mitigating the human work and 

provides effective communication. It’s human nature to either lose or misplace the mobile phone. 

Mobile phone is mandatory as nowadays all transactions are done digitally. Actually a phone can 

epitomize a person’s character i.e. it is the only source that has the access to his personal entries. From 

a recent survey conducted by DigitalTrends [7] we infer that about 70% of the mobile phones are 

either lost or stolen and only 7% could be found within 2 days. In Case of misplacement it is not 

possible to either purchase a new phone or existence of a person without a phone is absurd. Existing 

technology fails to salvage the phone in switch off mode or when SIM is removed. Owner’s personal 

information is at stake and is prone to perplexing of operating system or embezzle the data and 

resulting in change of device feature. One of its detriments is its somatic (physical) security. 

Drawbacks on physical and data security of mobile phones had proved us to propose this project for 
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tracking mobile phones precisely and efficiently. To a great extent the project predominantly evolves 

on introducing an application and its reciprocal hardware component. A clear layout of the project has 

been paraphrased in detail further below. Our project efficiently conquers the above problem and 

retrieves the mobile phone within few hours after misplacement and to safeguard the information. 

 

LITERATURE 

This part speaks about some current/existing mobile tracking and data security systems. 

Current Options for Data Security 

● Internet Based Security[2] 

● Deep Freeze[6] 

Current Systems Track Mobile Phone 

● SIM based location tracking[3] 

● IMEI Tracking[5] 

● Internet Based Tracking[4][3] 

All the systems mentioned above doesn't work (tracking and secure the data) if it falls under either 

one of the conditions specified below 

1. If mobile is in switch off mode. 

2. If the SIM card removed from the mobile. 

3. When there is no internet connectivity. 

These flaws explain that a new efficient way of mobile tracking and data security system must replace 

the old existing system. 

SYSTEM ARCHITECTURE 

       There are two types of architecture that are involved in this proposed system, one for the 

hardware and other for securing the information. 

1. Physical Security 

2. Data Security 

 Physical Security 

               This type of security mainly deals with tracking down and reclaiming the lost mobile phone. 

The system proposed here has an unique feature of tracking down the lost mobile phone within 3-4 

hours even if the mobile phone is in switched off mode or SIM card is removed. 

This system comprises of two stages 

A. Primary Stage 

B. Secondary Stage 

Primary stage 

This is the initial stage in mobile tracking process where the phone uses the concept of firmware. 

When the user buys a mobile the inbuilt application asks the user to enter an trusted mobile number 

(contact) which is stored in the e-SIM present inside (inbuilt) to the mobile. The information of the 
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manually entered SIM card details and IMEI number are stored to the firmware. During the switch off 

mode the secondary battery starts running. This makes the phone in sleep mode and the secondary 

battery is only used to power the GPS (on demand) and the processor, just to check if there is any 

difference in the SIM details. For one hour (the time from switch off ) the processor checks for the 

changes in the SIM card details with the firmware. If it finds a difference in SIM card details, it sends 

an SMS containing new SIM card details and IMEI number of that phone to the trusted contacts 

through the e-SIM. Through this the owner can be acknowledged about this missing phone. If the 

processor doesn’t find any difference in the SIM details for an hour, the phone automatically sends the 

SMS to trusted contact using e-SIM.              

  Another possibility is that if the battery of the phone is removed directly without switching off, it 

proceeds to the Secondary stage. 

Secondary stage 

After the SMS acknowledgement has been sent to the user the secondary battery is idle but powers the 

e-SIM. User registers a complaint just by forwarding the SMS received from his lost mobile phone to 

the application. Application checks the database for IMEI number to the corresponding e-SIM 

number. This application sends an request to the e-SIM. On receiving the request from the application 

secondary battery particularly power the phone's processor and triggers the GPS to acquire the latitude 

and longitude co-ordinates. e-SIM now plays an important role in passing these coordinates to the 

application via network towers. Through this the mobile phone can be located dynamically with the 

application. This helps the user to retrieve the mobile phone within 3-4 hours. The architecture 

diagram Fig 3.1 describes both the stages and comprises of components that help us to process the 

above mechanism.  

 

Figure 1. Architecture diagram of the firmware 
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primary storage in mobile phone is a huge detriment. We have found an efficient way to overcome 

this by altering the firmware setup. Firmware is a type of software that provides control, monitoring 

and initiating operations of the device. This mechanism needs the involvement of firmware. This is 

constructed in such a way that the firmware checks whether the SIM card is present in the GSM slot 

or not. Whenever the SIM card slot is empty, the algorithm present in the firmware is triggered. This 

algorithm disables all the read and write operations that are to be made on primary storage. This 

process continues until the SIM card (any) is inserted. Only on the first boot up, the phone allows 

access to the primary storage without SIM card. After that whenever the SIM card slot is found 

empty, the program in firmware disables the operations on primary storage. 

Algorithm 

Data Security: This part deals with security of data that is present inside the mobile in order to prevent 

unauthorized access to the mobile phone. 

1. Firmware program  keeps checking SIM card slot. 

2. If (SIM card slot is empty) 

a. Then triggers the program in firmware. 

b. This program disables all the read and write operations on primary memory. 

c. Runs this program till the SIM card is inserted. 

       3.    Else the processes work normally. 

 

Figure 2. Algorithm description of the model 

Physical Security: This part deals with tracking and locating the mobile phone. When user gets the 

mobile phone, user saves trusted contacts in the e-SIM.  

1. Stores the inserted SIM card details to firmware. 

2. If ( mobile in switch off mode) 

a. Then trigger secondary battery. 

b. Phone on sleep mode. 

c. Powers processor for checking. 

3. Checks the changes in SIM details comparing with firmware for one hour. 

4. If (SIM changes detected) 

a. Then makes processor idle for remaining time. 

b. At one hour mark from switch off mode, sends an SMS to trusted contacts with GPS 

location and new SIM details. 
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5. Else then sends SMS to trusted contacts only with GPS location coordinates. 

6. Keeps processor idle till req. from application. 

7. If (external application maps the e-SIM number to corresponding IMEI number) 

a. Sends request to mobile via e-SIM. 

b. Gets the dynamic location coordinates from mobile to the system via e-SIM. 

                      

 

 

Figure 3. Flow diagram of the e-sim device security 

 

 

 

IMPLEMENTATION AND RESULT 

The first phase is for securing the data in primary storage. An algorithm is embedded into the 

firmware that disables unauthorized users to modify the data whenever the SIM card is removed. The 

 Inbuilt app 
requests user to 
enter the trusted 

contact number 

 Phone is misplaced 

(Switch-off mode) 

 Processor 

compare SIM slot 

information with 

SIM information 

in Firmware. 

 
If true 

indicates 

trusted contact 

through e-

SIM. 

 If no indication 
within one 

hour. 

 Directly sends 
the GPS 

location to the 
trusted 
contact 

through e-

SIM. 

  
Secondary 

cell operates 

 Forwards the message 
to application to 

register a complaint. 

STOP STOP 

International Journal of Pure and Applied Mathematics Special Issue

2509



6 

 

program is written in Embedded C and Java for the smart phones. Firmware checks if a SIM card is 

present within the SIM slot. When the condition is false it triggers the above algorithm to disable the 

read and write operations on the primary storage else proceeds normal configuration settings.   

 

The second phase includes embedding an e-SIM which requests the user to enter their trusted contact 

details. These details are stored within the e-SIM. When the phone is switched-off the secondary cell 

powers the processor. Processor in turn provokes the GPS to turn on and provides the location 

coordinates to the e-SIM. The e-SIM automatically dispatches the coordinates through SMS to trusted 

contacts with the help of network. The location coordinates will be sent at regular intervals to the 

application server. The process continues until the secondary cell battery is drained out. Secondary 

cell last upto 3 hours. This would help us to locate the phone within few hours. 

 

Figure 4. Output Window 

 

 

Figure 5. Software Terminal 

Changes Made To Hardware Unit: 

e-SIM: This is a microprocessor that is quite specially a modified version of normal SIM card. This 

contains components like I/0, VCC, ground, clock, reset and VPP. Here this is specially designed 

specifically for sending only SMS. When e-SIM gets a request, it makes the GPS work and gathers 

the location (position). This e-SIM then sends the location back to the database through SMS.e-SIM 

acts as an intermediate to connect with the network. They store network-specific information used to 

authenticate and identify the network. This is an main medium which makes the communication 
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possible between the phone and the cellular network towers. 

Battery: Power supply is needed to operate the mobile phone. It includes two battery which is a 

normal phone battery (Lithium) and a secondary rechargeable battery. The processing of GPS and e-

SIM   (discussed above) can be done only if power is supplied. Secondary cell comes into action when 

the phone is switched off. By now the firmware will store the basic information to its memory. The 

secondary cell being a rechargeable cell can power the processor for 3-4 hours for limited tasks. This 

powers the processor to perform two actions. It causes the processor to check SIM details with 

firmware and enables the information to send through e-SIM to trusted contacts in the PRIMARY 

STAGE. Whereas in SECONDARY STAGE it coordinates with GPS and e-SIM to provide the 

latitude and longitude to the application by communicating the network. 

 

 

Figure 6.  Secondary Battery 

CONCLUSION 

          The work proposes a novel method in recovering smartphones and secure the data present 

inside the smartphones. This is one of the effective ways in finding the mobile phone as it uses two 

stages of indication of location to the user. The monitoring unit comprising of the e-SIM is coupled 

within the hardware unit and dismantling of this unit leads to improper functioning of the mobile 

phone. Data within the mobile is locked by firmware algorithm whenever the SIM is removed. This 

helps in data security. GPS produces the coordinates of the mobile phone's location within accuracy of 

5-10 meters. Hence these above discussed  processes makes this project as one of the most secure  

methods to track and retrieve the mobile phone within 3-4 hours without loss or modification of data, 

even when it is in the switch off mode or when the SIM card has been removed. 
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