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Abstract 

There are many aspects to security and many applications ranging from payment to private 

communication and protection of passwords. This paper describes that combining the text 

steganography and secret sharing scheme will give more security for the passwords. In this 

method we encrypt the password and the key for decryption is split and sent through the WWW 

to the end server. At the receiving end the key is once again reconstructed through the threshold 

secret sharing scheme. Thus the password is protected from malicious access. By using secret 

sharing scheme the stego key file is split into n packets and sent through the network. At the 

receiving end using k packets the stego key file is once again reconstructed and this in turn is 

used to decrypt the encrypted stego file. By using the secret sharing along with steganography 

the password security is highly enhanced. The k packets for the reconstruction of the key file can 

be changed periodically to ensure high security. The crackers remain unaware of the k value. 

This is an added advantage. 
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Introduction 

Nowadays the need to protect one’s password and personal credentials is increasing day by day. 

Awareness tips are given to customers that they are not supposed to entrust someone with their 

passwords. Various attempts are made by crackers who are in the World Wide Web (WWW)and  

trying to illegally access our credentials. In order to improve the security level in the process of 

encryption, we propose a method here based on the combination of text steganography and 

threshold secret sharing scheme. What actually happens is that the crackers get access to the 

stego key file sent across the World Wide Web and use them to decrypt the encrypted data. So 

we are going to implement the secret sharing scheme on the stego key file as given in figure 1.  

 

Figure 1. Proposed method of Secret sharing scheme 

Text Steganography 

Steganography is the practice of hiding a file within another file and the original content is 

retrieved using a stego key file. Text steganography involves the process of changing the format 
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of an existing text. This is the trickiest of all other types since it does not contain redundant 

information. The basic model of text steganography is in figure 2and contains four main 

functions: 

i) Encipher 

ii) Hide 

iii) Seek 

iv) Decipher 

 
Figure 2. Basic Block Diagram of Steganography 

 

It hides data using text stegnographic techniques. There are already a variety of methods 

available for text steganography. We can make use of any one of them to hide the password. The 

available methods include line shift, word shift, syntactic method, white steg, spam text, SMS-

texting, feature coding etc.   

 

Existing Method 

 

Various research papers were focusing about steganography, particularly in the field of 

security. In paper [1], Steganography is the process of concealing a message or a file. 

Steganography has been widely used, including in recent historical times and the present day. 

In paper [2], Steganography makes the secret message invisible for any intruder in the network. 

Various types of steganographic methods are present today to enhance security. They are 

implemented in places where one cannot afford information leak. 

 

In paper [3], Threshold secret sharing method is more efficient when it comes to protecting data. 

Construction involves an approach in which data is divided into multiple shares and processed at 

different servers. In paper [4], Information technology tools are used in methodologies to 

develop simulation exercises and make learning of networking easier. By doing this one gets 

practical hands on work experience. Packet Tracer6 is one such software that helps us in 

understanding the networking between various networks. 
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In paper [5], OTP sent as a message is vulnerable to various attacks along the communication 

channel. Here, the OTP is encrypted using light weight cryptography and the cipher text is 

hidden using text steganography and the stego text is sent as SMS to the user mobile. In paper 

[7], Ciphers can be compared based on their speed in various platforms. Various ciphers are 

compared in terms of their speed, performance and safety. Since new attack techniques are 

invented every day, ciphers are constantly under cryptanalysis attacks to increase security. 

 

In paper [8], Usually cryptographic algorithms are time consuming and are at times not 

economical too. Due to these tight constraints the algorithms used for encryption should be 

efficient and the computational complexity should also be reduced. This is achieved by light 

weight cryptography. 

 

Proposed Method 

In the proposed method we are using the threshold secret sharing scheme to divide the stego key 

file at the sending point and reconstruct it at the receiving point. 

 

Threshold Secret Sharing Scheme-  2 lines – pseudo code 

Let k and n be positive integers, k ≤ n. A (k, n)-threshold scheme is a method of sharing a secret 

K among a set of n participants in such a way that any k participants can compute the value of 

the secret, but no group of k −1 or fewer can do so. 

 

The above mentioned is the exact definition of the sharing method. 

What actually happens is that the stego key file is split into n packets and sent through the public 

network. There is a condition already set that the stego key file can be reconstructed one and 

only if k packets are received. Once the key is reconstructed the stego cover file can be 

decrypted. 

 

Advantage Of Combining Steganography And Secret Sharing Scheme 

Text steganography is considered to be the trickiest out of all other types of steganography[6]. So 

this is a plus point in our proposal. And added to this we are enhancing the security by splitting 

the key file into various packets and sending through public network (www). All packets will not 

follow the same path. They tend to follow the path with less distance or network traffic. This 

depends on the routing system.Also if there is any packet loss during the transmission through 

various networks it doesn’t matter much, since we require only a few packets for the 

reconstruction of the key. One more advantage is that, crackers will find it difficult to find the 

key. The stego key file is the main thing required by the hackers to decode the password. But we 

have already split it into packets plus even if they identify that they still cannot find the packets 

sine each packet passes through various paths. Even if they have access to these packets, they 

still do not know the exact number (k) of packets required for reconstruction of the key. The 

value of k can be changed periodically to improve security. 

 

 

 

 

 

Experimental Result 
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Proposed work has been evaluated by PROOF: Packet tracer 6 tool [9]. The distribution of 

packets from one server to another through routers is explained using Cisco Packet Tracer 6.  

Cisco Packet Tracer 6 is an innovative network simulation and visualization tool. This tool helps 

us to create network topologies and imitate computer networks.  

 

Consider the network in figure 3, wherein PC0 and PC2 constitute one network IP (5.0.0.0) and 

PC1 and PC3 constitute another network (6.0.0.0). 

 
Figure 3.Networkpacket details 

 
Figure 4. Received packet details 

 

The above figure 4 was the result obtained when packets of 8 byte data each was sent from 

5.0.0.0 network to 6.0.0.0 network. The packets can either use the path Router 5 – 6 - 8 or the 

path Router 5 – 7 – 8. 
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Hence, the crackers cannot identify all the packets since they cannot guess the path. And the time 

consumption is also feasible. We are able to get acknowledgement for each packet that has been 

transferred. 

 

Conclusion 

Hence, the conclusion is that by combining text steganography and threshold secret sharing 

scheme we improve the security of passwords. The password is encrypted as well as the key for 

decrypting the password is protected from malicious access through the method of threshold 

secret sharing. In short the security level is highly enhanced and the loss of packets during a 

transfer between the sending and receiving ends doesn’t cause much damage. The value of k 

(number of packets required for the reconstruction of key) can be changed periodically from time 

to time in order to increase password security. Thus the proposed model offers comparatively 

high security than individual encryptions using steganography and threshold secret sharing 

scheme. 
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