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ABSTRACT 
 
Massive growth in the scale of data or big data generated through cloud computing have been observed. 

Addressing big data is a challenging and time-demanding task that requires a large computational 

infrastructure to ensure successful data processing and data analysis. Huge storage and computing for data 

curation are demands of big data computing and also, it demands processing that could be delivered from 
cloud infrastructures. Cloud computing is a model that is spreading everywhere in order to deliver big 

data services. Small to large companies would largely benefit from big data. Integrating big data 

computing and cloud would mean making best use of the salient features in both. The rise of big data in 
cloud computing is reviewed in this study. 
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INTRODUCTION 

 
Big Data is a data analysis methodology enabled by some new generation of technologies and architecture 
which support high-velocity data capture, storage, and analysis. This refers to dealing with data that may 

be structured or unstructured or semi-structured, textual or non-textual and the amount of data is 

voluminous. Big data and traditional data warehousing systems have similar goals to deliver business 

value through the analysis of data, the difference lies in the analytics methods and the organization of the 
data .  The large volume and the variety in data will demand some pre-processing tasks in order to 

integrate the data, clean it, and filter it . Big data is characterized by five Vs namely, Volume, Velocity, 

Variety, Veracity, and Value . 
 

1. Volume: Big data comes in one size: XXL ranges from 30-50 terabytes through enterprises. The 

available storage cannot handle structured and unstructured data thus causing a big problem for 

enterprises.  
 

2. Velocity: Velocity defines the speed of data that enters the enterprise which is then analyzed to increase 

the profit of business before the value of the information lost.  
 

3. Variety: Data can be structured, unstructured, semi structured or a mix of three. It comes in a variety of 

forms like logs files, tweets, images, videos, audio, text, PDF files, click streams etc.  
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4. Veracity: Veracity means “compliance with truth or fact”. Data sources are of different qualities with 

differences accuracy, coverage and timeliness. 
 

5. Value: It refers to the processing of the data and producing it during analysis. Value of data is not for 

single time use and will be reused in the future in combination with other data sets. 

 
Big data computing is a budding theory or concept in data science that focuses on multidimensional 

information mining for scientific discovery and business analytics over large-scale infrastructure. The 

data collected/produced from several scientific explorations and business transactions often require tools 
to achieve proficient data management, analysis, validation, visualization, and dissemination and at the 

same time preserving the inherent value of the data . 

 
Cloud is a collection of a number of terrestrial servers spread across the internet and these are used to 

collectively store, manage and process data. Cloud computing is the use of hardware and software 

services that are delivered as a service over the internet. Platform as a Service (PaaS), Infrastructure as a 

Service (IaaS), and Software as a Service (SaaS) are the three cloud computing models .  
 

Unlike the traditional Cloud services, analytics deals with high-level capabilities which demand highly 

specialised resources such as data and analysis skills of domain experts. For this reason, under certain 
business models – especially those where data and models reside on the provider’s premises – not only 

ordinary Cloud services, but also the skills of data experts need to be managed. To achieve economies of 

scale and elasticity, Cloud-enabled Big Data analytics needs to explore means to allocate and utilised 
specialised resources in a proper manner . There are some challenges in migration of big data into cloud, 

such as: i) Scalable data management ii) Data management for large applications iii) Large multitenant 

databases  

iv) Security issues for cloud computing, big data, map reduce and Hadoop environment.  
 

                                                               BACKGROUND 

Cloud service models typically consist of PaaS, SaaS, and IaaS. PaaS, such as Google's Apps Engine, 

Salesforce.com, Force platform, and Microsoft Azure, refers to different resources operating on a cloud to 

provide platform computing for end users. SaaS, such as Google Docs, Gmail, Salesforce.com, and 

Online Payroll, refers to applications operating on a remote cloud infrastructure offered by the cloud 

provider as services that can be accessed through the Internet . SaaS has certain merits such as easier 

software administration, software compatibility across the business, easier collaboration, and global 

accessibility . IaaS, such as Flexi scale and Amazon's EC2, refers to hardware equipment operating on a 

cloud provided by service providers and used by end users upon demand . This is receiving most attention 

from market due to provision of services such as disaster recovery, computer as a service, storage as a 

service, desktop infrastructure, cloud bursting etc., thus providing peak load capacity for variable 

processes.  

With data explosion being widely present in the current scenario, the necessity of parallel processing is 

high as it enables us to achieve better scalability as well as performance in processing of big data. Big 

data has a number of potential applications such as, it allows individuals to analyze the threats that they 

face by mapping the data landscape over the company, thus allowing the user to make data safe and 

secure. End users are allowed to visualize data and new business opportunities can be found by 

companies. Data analytics is another big provision that allows users to personalize contents . 

Most commonly used software systems for big data applications are the Google’s map reduce framework 

and apache Hadoop, in which these applications produce a huge amount of intermediate data. 
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Manufacturing and Bioinformatics are the two major areas of big data applications. Bioinformatics 

requires huge scale data analysis and hence uses Hadoop in order to cover next generation sequencing and 
other biological domains.  The wide variety of data collected from sensors and historical sources is 

combined and this big data acts as an input to the predictive tools and prevention methods such as 

prognostics and health management . Apart from these big data plays a significant role in the health 

industry, network security, gaming industry, market and business, education systems, sports as well as the 
telecommunication industry   

 

The necessity to explore and analyze data using various techniques such as KDD, data mining, text 
mining, statistical and quantitative analysis, explanatory and predictive models, and advanced and 

interactive visualisation is high in order to drive decisions and actions. The current solution for analytics 

is mostly based on proprietary appliances or software systems, thus making it a labour-intensive 
endeavour.  An interesting model for analytics is provided by cloud, allowing solutions to be hosted on 

the Cloud. These can be consumed by customers in a pay-as-you-go fashion. Data management, tuning of 

models, privacy, data quality, and data currency are some of the technical issues that need to be addressed 

for this delivery model to become a reality. Deploying data management solutions on the cloud and 
performing analytics has certain challenges such as the different cloud deployment models adopted by 

enterprises. To achieve economies of scale and elasticity, Cloud-enabled Big Data analytics needs to 

explore means to allocate and utilise specialised resources such as data and domain experts’ analysis 
skills in a proper manner . Big data analytics requires efficient high-performance processors and it uses 

complex data mining. Cloud computing infrastructure has the capability to provide data processing as 

well as computation applications. Complex data analysis and identifying patterns on cloud based 
environments consists of distribution of data that is massive and progressive, over cloud environment.  

 

Hadoop 

An open source framework that has HDFS and Map Reduce as its components that forms clusters of data 
nodes and stores data on space utilisation of data nodes on cluster. This runs on a heterogeneous 

environment and work load balancing is handled by transfer of data between racks. 

 

MapReduce 

This works with HDFS functions, map and reduce. Input given by the users while assigning jobs to 

Hadoop is split into multiple pieces and map function will be applied. This intermediate result will be 

shuffled for generating final result. Function map works in collaboration with Reduce. Thus, migration of 
big data analytics into cloud has majorly few challenges.  

 

An advantageous result of Hadoop based HDFS and MapReduce function is the Key value store 
popularity . 

Combinations of these can also reduce the complexity of data coordination and analytical performance of 

data in cloud. According to Oracle, Big data’s enormous amounts of information can be accessed in a 
flexible and cost-effective manner through provisions of cloud computing. Zoo Keeper is an open source 

software that performs a distributed coordinator by coordinating huge number of nodes in the cloud. 

Application of Big data in cloud can solve the problem of Data storage and Data analysis . 

 

                                                              RELATEDWORKS 

This section reveals about the recent efforts and progress in the big data and cloud computing in two 

sections. 

Big Data Storing and computation 
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As big data  research reported about challenges and opportunities in database in existence of big data . 

Big data processing efficiency increased in Hadoop and MapReduce by recent efforts. Hence This 

introduced the cloud computing and virtualization planning methods in IBM data center.  Hadoop 

typically runs on large-scale clusters of machine with hundreds or even thousands of nodes. Boulon et el 

built Chukwa to collect and analyze the large amount of data from Hadoop. This framework stores the 

data in Hadoop distributed system and monitors clusters. MapReduce  framework write applications to 

process the large amount of data in parallel. This framework takes care of scheduling, monitoring and re-

executing failed task. The data efficiency is increased by the security. Hence IBM researchers explained 

that query processing should take place in a secured environment. Kevin Hamlen et el proposed that data 

can be stored in an encrypted form. 

Cloud Computing 

Languages  SOAML and SOAMF are used to define the high-level architecture of cloud applications. 

SOAMF defines a MOF metamodel and a UML profile. SOMF defines a new language it extends and 

reuses the UML concepts including IaaS, PaaS, SaaS clouds and clouds of cloud called cloud computing 

modelling notation. These languages are limited by high level concepts. Big data cloud should support 

massively parallel execution of data processing, manipulation and analysis.  HPC computes and stores 

clusters, private cloud supports the flexible storage models for its HPC environment. Many researches 

going in the big data and cloud computing. Still many tools are developed to store the clusters of data in 

cloud and to access the cloud. 

CHALLENGES 

Many organizations accepted the cloud computing and big data. Hence there many issues which are not fully 

addressed. Moreover, there are many challenges emerging from the application by companies. In this section 

we have subsections which we discuss about some of the challenges and issues of cloud computing and big 

data. 

Cloud computing challenge and issues 

Availability: 

Availability in cloud computing refers to resources of system accessible by authorized individual. One of 

the main issues in cloud service provider is the availability of the stored data of cloud. For example, users 

may demand single or more data within short amount of time with more secure. Sometime number of 

cloud users increases as a result of this, speed of accessing data decreases, cloud service provider must 

address this issue by delivering the data to the requested users with high quality service. Lee at al 

introduced the "Rain cloud" to support cloud exploitation. 

Transformation: 

Transformation refers to transforming the data into suitable form. This become main obstacle in big data 

and cloud computing. 

Security: 
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 Data loss, phishing and botnet are security issues which play a major role in hindering cloud computing 

acceptance. For example, botnet provides a more reliable infrastructure at cheap price in which hackers 

easily attack data. 

Charging model: 

Cloud services have made more cost consumption than other charging models, which often compute the 

cost based on the static consumption. For example  SaaS cloud providers, the cost of developing 

multitenancy within their offering can be very substantial. These providers include: re-design and 

redevelopment of the software that was originally used for cost of providing new features that allow for 

intensive customization, performance and security. 

Big data challenges 

In this section, we discuss about target research targeting the issues of big data management for analytics. 

Data variety: How to handle the increasing volume of data? Especially when data is unstructured how to 

extract the meaningful content out of it? how to aggregate and correlate streaming data from multiple 

resources? 

Data Storage: How to recognize and store the important information extracted from the unstructured 

data? how to store large volume of information in a way it can be timely retrieved? Are the current file 

system are optimized for volume and variety demanded by analytics information? 

Data integration: New protocols and interfaces for integration of data that are enable us to manage data 

of different nature (structured, non-structured and semi-structured) and sources. 

Data Processing and Resource Management: New programming optimized for streaming and/or 

multidimensional data; new backend engine that manage optimized file system; engines able to combine 

applications from multiprogramming models (MapReduce, workflows and bag-of-tasks) on a single 

solution abstraction. Business has stopped the cloud adoption because for moving the data in and out of 

the cloud they often had to rely on traditional methods. 

FUTURE WORK 

In the future new applications will generate huge amount of data in unstructured and structured form. 

Hadoop needs to get better in future and newer technologies and tools are required for anonymizing data 

analysis, tracking and auditing information etc., . Evolution of new architecture for analytics that can deal 

with both historical and real-time data at the same time could be achieved by organizing the unstructured 

data as an N-tier system with some efficient indexing. Also, intrinsic information can be derived by using 

data-intensive programming techniques to analyze the historical data and compare with present data. 

Certain domain specific applications meeting QoS, SLAs and budget, deadline constraints need cloud 

based analytics services that would pick up the appropriate NoSQL, and Big data computing in cloud. 

Debugging tools and profiling for MapReduce programming model have to be enquired. Data security 

and access mechanisms have to be developed in such a way that they set policies enabling users to get 

access to original data, protection of sensitive data that maintains realistic values for accurate analytics 

and modelling on data. Distributed parallel data mining algorithms for unstructured data have to be 

investigated for quick data analysis and generation of results. Evolving data sets such as words, graph 
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analytics for social networking, behavior analytics, predictive analytics, geo intelligence solutions and so 

on, need some time evolving data mining techniques to be investigated.  

 In order to improve the security of the cloud computing environment which is a mixture of different 

technologies, the proposed solutions motivate the use of multiple tools/technologies that mitigate 

problems. 

Some of them are: 

• File Encryption 

• Network Encryption 

• Logging 

• Software Format and node Maintenance 

• Node authentication 

• Rigorous system testing of Map Reduce jobs 

• Honeypot Nodes 

• Layered framework for assuring cloud 

• Access control 

 

CONCLUSION 

Overview of  bigdata approach, origin, application, challenges and computing are provided in this paper. 

Challenges and issues, resource management, performance and optimization of bigdata networking in 

cloud computing are also discussed in this paper. Bigdata is an  emerging platform to address the large-

scale data for decision making and knowledge. Big data changed the current traditional database 

techniques with effective computing and data workload processing with new innovative techniques and 

machine learning techniques. The Hadoop MapReduce is the best solution for advancement of cloud 

features. Migration algorithm and open source techniques will transform the cloud.  
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