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Abstract— Web usage outlier mining is dedicated to find 

usage patterns which differ significantly from the rest of the 

web documents taken from the web server log files. Shifting 

through the unstructured and ever growing web data for 

outliers is more challenging than finding outliers in numeric 

datasets.  The existing web mining algorithms concentrate on 

finding similar patterns leaving dissimilar patterns that are 

likely to contain outlying data such as exceptions, noise, 

irrelevant and rare patterns. Analysis on these diverse 

patterns on the web plays a crucial role in identifying 

competitors in business, detecting frauds in banking activities, 

detecting network intrusion, and spam filtering. Moreover, 

most of the criminal activities can be identified by means of 

the predicting capability of web usage outlier mining by 

tracking user behavior. Therefore this research work provides 

an extensive review on outliers detection techniques and a 

framework for mining web usage outliers which detects 

diverse patterns. 

 

Keywords – Outlier Detection, Pattern Discovery, Web Log 

Data, Usage Patterns. 

I. INTRODUCTION 

 Web mining is the application of data mining techniques 

to discover and extract useful patterns from the web. The 

web mining research is a converging research area from 

several research communities, such as database, information 

retrieval and artificial intelligence research communities 

especially from machine learning and natural language 

processing. 

 Web mining has received tremendous applications in 

search engines, trend analysis, e-government, e-learning, e-

banking, personalization, e-mail etc. It also has enabled e-

commerce to do personalized marketing, which eventually 

results more profits by helping the companies to establish 

better customer relationship by understanding the needs of 

the customer and servicing them quickly. Most of the 

criminal activities can be identified by means of the 

predicting capability of web mining. 

 

A. Categories of Web Mining  

Web mining is categorized into three different types, 

namely, web usage mining, web structure mining and web 

content mining.   

• Web usage mining refers to the discovery of user 

access patterns from search logs or other activity logs and it 

 
 

also helps to find patterns for a particular group of people, 

or for Internet users in a particular region. Web usage 

mining deals with a wide range of data such as web client 

data, web server data, application server data, proxy server 

data and application level data. Web usage mining is 

categorized into two kinds based on learning a user profile 

and learning user navigation patterns. 

Web structure mining tries to discover useful knowledge 

from the structure of hyperlinks.  It usually involves 

analysis of the in-links and out-links of a web page, classify 

web pages and to create similarity measure between web 

pages and to rank results in search engines.  

• Web content mining aims to extract/mine useful 

information or knowledge from web page contents. The 

Kosala and Blockeel (2000) differentiated web content 

mining in two different points of view: Information retrieval 

view and Database view. 

B. Outlier Mining  

 Outliers are observations that deviate so much from 

other observations to arouse suspicions that they might have 

been generated using a different mechanism. Outliers may 

also reflect the true properties of data from rare and 

interesting events which may contain more valuable 

information than normal data. Outlier mining is dedicated 

to find data objects which differ significantly from the rest 

of data. Outlier mining have been extensively studied in 

statistics and recently in data mining. 

 

Traditional Outlier Detection Methods: 

• Distribution Based Methods  

This method is mostly conducted by statistics community. 

In this method, outliers are determined through 

inconsistency test based on presumed model. This test 

requires the data set parameters, distribution parameters 

and the expected number of outliers in advance (Barnett and 

Lewis 1994).   

• Depth Based Method 

In this method, data objects are organized in layers in the 

data space with the expectation, that shallow layers are 

more likely to contain outlying data objects than the deep 

layers (Ruts and Rousseeuw 1996).  

• Deviation Based Method 

In this method, outliers are identified by eliminating the 

main characteristics of objects in a group. Objects that 

deviate from these characteristics are considered as outlier 

(Arning et al 1996).  
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• Distance Based Method  

In this method, a rank is assigned to all points, using 

distance of point from kth nearest neighbor and orders 

points by this rank. The top n points in ranked list are 

declared as outliers. Alternative approaches compute the 

outlier factor as sum of distances from k nearest neighbours 

(Knorr and Raymond 1997).  

• Density Based Method  

This method relies on local outlier factor (LOF) of each 

point, which depends on local density of neighborhood. 

Points with high factor are indicated as outliers (Peng Yang 

and Biao Huang 2008).  

• Clustering Based Method 

In this method, the isolated points or vertices or documents 

that are unable to be clustered is identified as outliers (Jiang 

et al 2001). 

• Rule Based Method 

Rule based method first learn rules that capture the normal 

behaviour of the system. A test instance that is not covered 

by any such rule is considered as an outlier (Furnkranz 

1999). 

• Support Vector Based Method 

Support vector novelty detector (SVND) was recently 

developed. The SVND estimates a sphere to contain all the 

normal data patterns with the smallest radius; the outliers 

can be identified from the normal data patterns by 

calculating the distance of a data pattern to the center of the 

sphere (Tax and duin 1999).  

 

 

 

C. Web Usage Outlier Mining     

Web usage outlier mining is dedicated to finding outliers in 

web usage data. Web usage data often referred to as web 

clickstream data consist of user activities and interactions 

with the web. The usage data are often captured in servers 

as server logs, referrer logs, browser logs, etc. The contents 

of a typical web server may include IP addresses, time-in, 

pages addresses and references, and time spent on each 

page. Web usage data may contain two types of outliers: 

web usage statistical outliers and web usage pattern outliers 

each of which has its own unique importance. Web usage 

statistical outliers Access frequencies (the number of 

accesses per page) generated from web usage data has been 

the most commonly used summary statistics. Pages with 

high access frequencies are declared as very important and 

their contents usually moved to the main pages during 

review. Web usage pattern outlier mining concentrates on 

finding patterns that deviate from normal ones.  

II. LITERATURE SURVEY 

A. Web Mining  

 Nowadays, most of the people rely on web search 

engines to find and retrieve information. When a user uses a 

search engine such as Yahoo and Google to seek specific 

information, an enormous quantity of results are returned 
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containing both the relevant document as well as outlier 

document which is mostly irrelevant to the user. Therefore 

discovering essential information from the web data sources 

becomes very important for web mining research 

community.  

 Chakrabarti et al (1999) described a new hypertext 

resource discovery system called focused crawler which 

analyse its crawl boundary to find the links that are likely to 

be most relevant for the crawler and avoids irrelevant 

regions of the web. Mayfield and McName (1998) explored 

the indexing using both N-grams and words by using 

HAIRCUT (Hopkinks Automated Information Retrieving 

for Combing Unstructured Text) System. Junghoo Cho et al 

(2000) presented the efficient method for identifying 

replicated document collections to improve web crawlers, 

archivers and ranking functions used in search engines.  

Sungrim Kim and. Bin et al (2003) explained web mining 

process and the Taxonomy of web mining. Georgies Lappas 

(2007) provided an overview of web mining and the latest 

developments on web mining application in beneficial to 

society. 

B. Outlier Mining 

Outlier mining has been studied extensively by statistics 

community. Data objects that show significantly different 

characteristics from the remaining data are referred as 

outliers (Hawkins 1980). Outliers may occur as a result of 

mechanical faults, changes in system behavior, fraudulent 

behavior or through natural deviations in population. 

Outlier detection approaches focus on discovering patterns 

that are rare or infrequent, while remaining data mining 

techniques attempt to find patterns that are frequent. As the 

removal of outliers from a dataset leads to specific model or 

algorithm to succeed, the outliers detection strategies are 

used for data cleaning before any traditional mining 

algorithm is applied to the data.  

C. Applications of Outlier Mining 

A major problem for credit card companies is illegal use 

of stolen or lost cards. Therefore detecting credit card fraud 

before they happen may save the service providers whose 

millions of dollars were made on stolen cards. Bolton and 

Hand (2001) proposed the behavioral outlier detection 

algorithm that tracks the abnormal spending behavior and 

the frequency of the transactions. Here the abnormal 

transactions are determined as outliers. Knorr and Raymond 

(1998) applied outlier mining algorithms to announce the 

most outstanding players using the attributes such as points 

scored, plus-minus statistics and penalty minutes. A 

semantic outlier mining algorithm is adopted by He et al 

(2002) to determine interesting voting patterns in the US 

Senate. Agyemang et al (2004a) and Liu et al (2001) 

showed that the outlier mining techniques helps in 

identifying the competitors and emerging business trends. 

D. Outlier Detection Methods 

In general, outlier mining methods can be broadly 

categorized into three types: 

 Numeric based methods 

 Cluster based methods 

 Symbolic based methods 

 The numeric based methods consists of distribution 

based, depth based, density based and distance based outlier 

mining techniques. The cluster based methods are not 

explicitly outlier mining techniques but produce outliers as 

their by product. The symbolic methods consist of web 

based and rule based outlier mining techniques, Agyemang 

et al (2006). 

 

Numeric Based Methods 

All the numeric outlier mining techniques use numeric data 

as direct inputs. 

 Distribution Based Techniques 

 The distribution based methods use a statistics or 

probability model (e.g. a normal distribution or poisson 

distribution) for the given data set and then identifies 

outliers using a discordancy test. A discordancy test verifies 

whether an object Oi, is significantly large (or small) in 

relation to the standard distribution model (Han and 

Kamber, 2001). The choice of an appropriate discordancy 

test for a given data depends on: data distribution 

knowledge of the distribution parameters and the number 

and type of expected outliers, Barnett and Lewis (1994).  

 Even though, the distribution based methods are 

mathematically justifiable (because of hypothesis 

verification) and more scalable (as it go with the complexity 

of the models instead of base size), it works well only for 

single attribute. Moreover, it requires a prior knowledge of 

the data distribution and distribution parameters, which is a 

major hindrance to use this approach for detecting outliers. 

In addition, existence of too many discordancy tests makes 

the outlier detection problem very elusive and time 

consuming. 

 Depth Based Techniques 

 Depth based is the second category for outliers in 

statistics (Johnson et al 1998). Data objects that appear in 

shallow layers are expected to contain more outlying data 

than those that appear in deep layers, Rousseeuw and Leroy 

(1993). Depth based techniques represent every data in a k-

d space, and assign depth to each object. Here the data 

objects with smaller depths are declared as outliers, Ruts 

and Rousseuw (1996). ISODEPTH and Fast Depth Contours 

(FDC) are two depth based algorithms based on depth 

contours.  

 Although depth based methods overcomes the problem of 

distribution based methods, without a priori knowledge of 

any statistical distribution, still it become inefficient for 

higher dimensional data (ie. k≥3) because they rely on the 

computation of k-d convex hull, which has lower bound 

complexity of Ω(N k/2) for n objects, where k is the number 

of dimensions and N is the data size. Therefore , future  
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work  is  needed  to  fully  characterize  them especially in  

very  large  and  high  dimensional  databases,  where  new  

algorithms for combining outputs from multiple outlier 

detection algorithms  are  worth  considering. 

 Distance Based Techniques 

 Knorr and Raymond (1997) proposed a method based on 

distance calculation to identify outliers. Ramaswamy et al 

(2000) presented new definition for outliers and propose a 

novel formulation for distance-based outliers that is based 

on the distance of a point from its kth  nearest neighbour 

and developed a highly efficient partition-based algorithm 

for mining outliers. Bo Yu et al (2009) applied local 

isolation coefficient for mining distance-based outliers by 

calculating the distance from each point p to the other 

points in the dataset. Anguilli et al (2002) proposed a new 

definition of distance-based outlier and an algorithm, called 

HilOut, designed to efficiently detect the top n outliers of a 

large and high-dimensional data set.  Ali et al (2009) 

presented an overview of the major developments in the 

area of detection of Outliers in numerical datasets. These 

include projection pursuit approaches as well as 

Mahalanobis distance-based procedures. They also discuss 

principal component-based methods, which is applicable for 

high dimensional data. Aleksandar Lazarevic and Vipin 

Kumar (2009) presented a novel feature bagging approach 

for detecting outliers in high dimensional and noisy 

databases by combining multiple outlier detection 

algorithms. Knorr et al (1998) presented two simple 

algorithms, both having a complexity of O(kN2) 

considering k  has the dimensionality and N as the number 

of objects in the dataset. These algorithms readily support 

datasets with many more than two attributes. Shuxin Li et al 

(2007) employed a new common neighbor-based distance 

function to measure the proximity between a pair of data 

points. Zuriana Abu Bakar et al (2006) described the 

performance of control chart, linear regression, and 

Manhattan distance techniques for outlier detection in data 

mining. Aggarwal et al (2001) discussed a new technique 

for detecting outliers in high dimensional data by finding 

lower dimensional projections which is locally sparse. 

 In spite of efficient scaling of huge multidimensional 

datasets, the distance based techniques are not applicable to 

situation where the notion of distance cannot be easily 

established, particularly for mining outliers from web 

databases.  

 Density Based Techniques 

 Breunig et al (2000) introduced a new method for finding 

outliers in a multidimensional dataset through density based 

approach which uses a local outlier factor (LOF) for each 

object in the dataset, indicating its degree of outliers. Jin at 

al (2001) proposed cluster based algorithm that restricts 

LOF value computation to selected clusters that constitute 

the candidate outlier set. It computes the lower and upper 

limits for each cluster based on their local reachability 

densities for detecting outliers. Agyement et al (2004) 

proposed the LSC-Mine algorithm based on the distance of 

an object and those of its K nearest neighbours. Peng and 

Biao (2008) defined the correlation matrix considering the 

importance and relationship of attributes to detect outlier in 

large dataset. According to Peng and Biao (2008a, 2008b), 

a modified outlier mining algorithm is proposed which can 

release the computational expending in traditional density 

based algorithms. It utilizes the data partitioning method to 

divide the entire dataset into several subsets.  Hui Cao et al 

(2008) proposed a novel density-based outlier mining 

algorithm, which assigns a density-similarity neighbor 

based outlier factor to the object for indicating the degree of 

outlier-ness of the object.  Hui Cao et al (2010) detected 

outliers based on the density-similarity-neighbor-based 

outlier factor (DSNOF) of the object which is calculated by 

the average series cost of the object and the average series 

cost of k-distance neighbors of the object. Here the degree of 

the object being an outlier is indicated by the DSNOF. 

Zhang and Wang (2006) proposed a CLOM algorithm 

utilizes the concept lattices as a tool to describe subspaces. 

It improves the correctness of outlier mining in low-

dimensional subspaces by introducing the density concept.  

 The density based approach overcomes the limitations of 

distribution, depth and distance based methods, however, 

the cost for computing rechability distance and finding local 

outlier is expensive.  Also density based methods have to be 

modified, if they are to be used for mining outliers from text 

and web data repositories. 

 Cluster Based Methods 

 Clustering algorithm can either use numeric and non-

numeric data as their input. Generally, cluster based method 

generates outliers as their by product, i.e. data which lies 

outside the cluster is regarded as outliers.  

Jiang et al (2001) proposed a two phase clustering 

algorithm. In phase one, the traditional k means algorithm 

is modified using a heuristic “if one new input pattern is far 

enough away from all clusters centers then, assign it as a 

new cluster center”. It predicts that the data points in same 

cluster are all non-outliers.  In phase two, minimum 

spanning tree is constructed and the longest edge is detected 

as outliers. Yue Zhang et al (2010) coined a new definition 

for outlier and develops a new outlier detection by 

combining probability with hierarchical agglomerative 

clustering algorithm. Zhenxia Xue et al (2010) proposed an 

algorithm which combines the fuzzy set theory, rough set 

theory and semi-supervised learning to detect outliers. 

 The main advantage of the clustering approach is 

formation of clusters in addition to the outliers. Yet, the 

outliers detected through clustering approach may not 

necessarily be true outlier in data mining context 

 

Symbolic Based Methods 

 The symbolic methods consist of web-based techniques 

and rule based techniques for mining outliers. 

 Web Based Techniques 

 The web based techniques finds outliers in web data 

repositories which takes multiple types of data such as text, 
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audio, video, image, video, image, hyperlinks etc, as their 

input.. Agyemang et al (2004a) stated a definition for web 

outlier and the taxonomy of web outliers. Agyemang et al 

(2005a, 2005b) extended their work by developing a N-

gram based algorithm using domain dictionary and 

WCOND-Mine algorithms using vector space model for 

mining web content outliers. Agyemang et al (2005c) 

proposed HyCOQ a hybrid algorithm which uses n-gram 

and word based systems for mining web content outliers.  

All these approaches focus only on structured documents. 

G.Poonkuzhali et al (2009) presented the mathematical 

approach based on set theoretical and signed approach for 

mining web content outliers. K.Thiagarajan et al.(2009) 

implemented weighted graph approach of trust reputation 

management through signed concept which can also be 

applied for retrieving the relevant content. Xia Huosong et 

al (2010) presented a framework and algorithm for mining 

Chinese web text outliers based on improved VSM and N-

gram combined with domain knowledge. Even though web 

based techniques have been capable of finding outliers from 

all types of web data, still, present web outlier mining 

algorithms are focused on documents containing only text 

data leaving other types such as video, audio, image and 

hyperlinks which may hold valuable information.  

 Rule Based Techniques  

 A rule based technique can be generally rule discovery 

and rule learning. A rule is a statement of the form “if 

premise then conclusion” (Furnkranz 1999) described as 

strong or weak based on some interesting measure such as 

confidence and support. It detects outliers based on the 

existence of the rules. Liu et al (1999) developed a 

technique based on user expectation for discovering patterns 

using fuzzy matching algorithm. Hussain et al (2000) 

proposed an undirected method that exploits the knowledge 

extracted from data for measuring interestingness. Liu et al 

(1999a) presented a method for summing the rules from 

association rule mining using a subset of the unpruned 

rules. Suzuki (2004) provided a good reference points for 

readers interested in interestingness and unexpectedness of 

rule using undirected methods. Even though, the directed 

methods remove most of the irrelevant rules, it has to rely 

on domain knowledge in the form of exception rules, which 

require the services of a domain expert. The undirected 

method produces the relevant rules without using domain 

knowledge, but the computational cost is expensive when 

compared to directed methods.          

E. Web Usage Outlier Mining  

Rachit adhvaryu focuses on the concept of Web Usage 

Mining which is a mining of usage of websites and the 

information used and delivered on the websites. This also 

specifies the importance of Web Usage Mining. Brief 

Details on the Pattern Matching and other Different 

Functionalities of Data Mining used in Web Usage Mining. 

Mamta surved 24 research papers on detecting diverse 

patterns from web data. Various approaches for outlier 

detection are discussed along with applications.. Rozita 

Jamili Oskouei et al. conducted a study with a sample of 

5210 students from one engineering college in India during 

36 months continually. The primary focus of this study is to 

extract Internet usage pattern of students by exploring proxy 

server access log files. These patterns were then used for 

identifying outliers in students’ community. Also applied 

centroid and density based clustering methods to identify 

outliers. Rachit adhvaryurachit adhvaryu et al. has 

attempted to provide an upto date survey of Web usage 

mining, which is the demand of current technology. The 

main techniques discussed in pattern discovery are 

sequential patterns, association rules, Classification, 

Clustering, and path analysis. 

III. FRAMEWORK FOR WEB USAGE OUTLIER MINING 

 

 

 

In this work, Web usage log files are extracted from the 

web server and then the log data are preprocessed using 

various technique like data cleaning, session identification, 

page view identification, transaction identification and 

support filtering. The pattern discovery is done on the 

preprocessed data using outlier mining. The obtained 

diverse usage patterns are removed through pattern 

filtering. Finally the relevant usage patterns are retrieved. 

IV. CONCLUSION 

Analyzing diverse patterns on the Web helps to discover 

and predict user behavior in the transaction, search, and 

website logs. By removing the diverse patterns indirectly 

improves customer services and relationship, launching 

target marketing campaigns, measuring the success of 

marketing efforts, and so on. In this paper an extensive 

survey on diverse patterns (outliers) and various outlier 

detection technique like numeric based method, cluster 

Fig 2. Framework for Web Usage Outlier Mining 

Fig.2 Framework for Web Usage Outlier Mining 
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based method and symbolic based method has been done 

and relevant usage patterns are retrieved. Finally, this work 

focuses on mining diverse patterns on web log data 

Karpagam.R.et al,(2016).and a framework for web usage 

mining is done.    
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