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ABSTRACT 

 A data dissemination protocol is considered as 

one of the most effective and efficient protocol that has 

been employed in wireless sensor networks for performing 

some modifications by configuring fields and circulating 

management controls over the mote. Priorly, a data 

dissemination protocol undergoes a couple of 

consequences. First, they focus on sink based model, 

because only sink can be employed for circulating data 

items to other motes. However, this system model proposed 

can be employed over a large user WSNs. Secondly, this 

protocols cannot be employed with any security and this 

makes the network vulnerable and mislead the system for 

misuse of networks through intruders. Additionally, 

seDrip protocol ache also been employed. This mechanism 

is highly helpful for the network mentors in providing 

authorization over multiple networks, which is used with 

various permissions simultaneously and are directly 

distributed data items to the mote. A laboratory of network 

restricted resources mote employs seDrip for depicting 

over its huge capability. 

Index Terms: capability, seDrip, data security. 

 

I. INTRODUCTION 

 Wireless Sensor Network is essential for 

changing fields storing over the wireless mote and for 

changing of small codes. These can be gained by 

employing data dissemination protocol, which facilities 

a sender in inserting a smaller unit codes, commands and 

configuration fields over the network mote. Code 

dissemination protocol is not similar to that of WSN. 

Large binals are circulated within the sensor nodes of 

the overall network can also be done. Examples for this 

kind of network, a bianl files of kilobytes are required 

from a code disseminating protocol. While 

disseminating variety of two-byte configuration fields 

which requires data dissemination protocol. 

 Considering over the network mote, this would 

be helping to circulate over an environment, remotely 

passing such considerably small amount of data to the 

network mote through the wireless communication is 

preferably accepted and an efficient visual approach can 

be implemented than a manual implementation. 

Functional requirement of such protocol can be used for 

design objective. Vulnerability issues have been spotted 

over authenticating in existing data dissemination 

protocol. 

 

II. A BRIEF LITERATURE REVIEW 

 It has been seen an enormous amount of 

research over various WSNs in the literature. In the 

following overview, research issues and vulnerabilities 

have been actively figured by the researchers. 

 Secured timing synchronization(STS) using 

paring in HSN(Heterogeneous sensor networks): These 

researches are considered over HSNs as a model for our 

proposed novel time synchronization protocol(TCP) 

which is dependent on the process of IBC and pairing. 

The foremost approach employed in synchronization 

protocol is by the usage of pairing based cryptography 

over HSNs. The proposed system is employed reducing 

the key space over mote as well as it is used in 

preventing and securing from all security attacks.  
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 Tiny-ECC: In wireless sensor networks(WSN), 

is widely known for offering comfortable and 

seamlessly configurable library for ECC. This proposed 

article is efficiently useful representing an efficient and 

effective design and implementation of Tiny-ECC, a 

highly configurable library for ECC in WSNs. The main 

focus of Tiny-ECC is in providing an efficient ready-to-

use, which is a software package available publicly for 

ECC based operations which can be implemented and 

also helpful in configuring them more flexibly over the 

sensor network applications. The results obtained 

through evaluation states the impact of individual 

optimizations on the execution time and consumption of 

resources which gives the most effective storage 

configuration. 

 Heritage building monitoring with wireless 

sensor networks (WSN): The deployment of Torre 

Aquila: It clearly figures out that the system is an 

effective and efficient tool. And moreover the stability 

of tower can also be accessed through it, owing to the 

delivery of data reliably (with loss ratios less than 

0.01%) and also has an estimation over the lifespan.    

DiCode: WSN (wireless sensor network) has distributed 

code dissemination and DoS resistant. This proposed 

system delivers DiCode, which is a highly secured and 

distributed code dissemination protocol. One of the 

foremost salient feature of DiCode is its ability to resist 

denial of Service attacks which seems to serve 

consequences over network reliability. Performance 

analysis over the wireless OCDMA systems had been 

done [12]. 

 Secure data discovery based on hash tree for 

wireless sensor networks: This article helps in 

identifying the security problems over data discovery 

and dissemination when it is effectively configured with 

WSN (wireless sensor networks) over the requirements. 

A more effective job scheduling mechanism was 

implemented and it provides useful task in wireless 

sensor network [10] [11]. A prominent update is done 

over network with irregular values over the ease of 

critical variables or due to the launch denial of 

service(DoS) attacks. The improved design and 

implementation of evaluation in a secured form through 

lightweight and Dos resistant. 

 

III. PROPOSED SYSTEM 

 To reduce the vulnerabilities in wireless sensor 

networks and to make it more secure, an improved 

filtering technique has been implemented over here. 

This mechanism helps in making robust to collision and 

to be more accurate and fast converging. In this 

proposed system, data level security has been increased 

by introducing an asymmetric key encryption. RSA 

algorithm has also been used to provide security over the 

data. The efficient protocol has been suggested in a 

multi-scale WSN. Distributed seDrip mechanism, which 

highly helps the mentors in authenticating the users for 

the process of distribution of data items into WSN 

(wireless sensor networks) without depending over the 

sink. The performed analysis states that the seDrip will 

authenticate needs of the required protocols. 

Particularly, the implementation of some algorithms 

provide the integrity and authenticity of disseminated 

data items in seDrip. 

 

IV. WIRELESS SENSOR NETWORK 

 WSN has a salient feature which is employed for 

circulating independent mote for performing an 

enhanced analysis over the liable conditions such as 

pressure, noise, environment to concurrently pass the 

information by the help of network at a predefined 

location. The networks which are used at-present are 

said to bi-directional in nature and which also helps in 

controling the activity of sensors. The WSN 

development is performed with inspirations obtained 

over the use in military fields [7]. At present industrial 

and commercial applications use WSN.  
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A. Routing in Wireless Sensor Network 

Fig 1: Wireless Sensor Network 

In relation to many of the recent technologies 

and the advancement made through it, Wireless Sensor 

Networks brought the evolution of cost efficient sensors 

over the period and highly compactable sensors. The 

sensing electronics serves as a medium for measuring 

the conditions that are in relation with surroundings over 

the mote which is used in converting them as electric 

signals. In accordance to the processing held over those 

signals showed the properties about the information that 

are located and things that are happening over the mote. 

One of the best tool used for routing over cloud is 

Genetic algorithm [14]. These motes are additionally 

provided with a capability to transmit data over external 

sinks. To perform sensing over a larger area a varied 

number of sensor motes are used. 

 A few years ago, a prominent research has been 

performed which labels the potentiality in association 

with sensors in gathering of data, data handling 

activities have also been performed. Motes are focused 

over energy distribution and in bandwidth. Thus the 

adoption of more innovative techniques removes energy 

incompetent that could be used for shortening the life of 

the networks. Such salient combining of assessing huge 

number of motes possess various issues, which are 

helpful in developing and managing of the wireless 

sensor networks (WSN) over each and every layers of 

network protocol sink that are employed.     

 Routing operations performed over the 

wireless sensor networks are highly demanding the 

inherent characteristics that are used in distinguishing 

the networks from the cellular networks or mobile ad 

hoc in the mote, which are said to external wireless 

networks.  Owing to this process, huge number of motes 

are employed in building a global level addressing 

scheme. This mechanism is not highly possible or 

recommended for the process of evaluating the nodes 

that are present over the sensor networks. The 

maintenance over overhead ID helps in making it more 

effective and efficient. 

 

 

 

B. Multi-Path Routing Protocols 

When the routing protocols are put under 

examination its understood that they make use of 

multiple paths rather than using a unidirectional way in 

enhancement of the networks performance. A protocol 

for fault tolerance mechanism is being evaluated using 

the odds of various paths that exists between the sender 

and a destination when a predefined path fails. Using the 

mechanism of various alternative paths, they are always 

kept active by passing information repeatedly. Hence 

the authentication over a network can be enhanced over 

the cost that has been used for enlarging overhead of the 

path. Handling the spread of path are seemed to be more 

efficient using powerful multi-path routing. A multi-

path routing protocol is employed for obtaining 

alternative paths over the process. Thus the applications 

of an widely used protocol, multi-path routing 

mechanism provide an effective energy for recovery 

from failures over a wireless sensor networks. 

 

V. INTRODUCTION TO NETWORK: - 

 A tool for simulation, is used for both local and 

satellite networking research are NS2. Network 

simulator seemed to be a prominent tool used by the 

research scholars and centres.  Information are provided 

in steps for setting up NS2 over UNIX. When examined 

regarding the implementation of NS2 that can be used 

for simulation over limited wide area networks. When 

discussed, Multi-modal Personal Authentication(MAP) 

which are done with the help of Fingerprint, Speech 

validation and Teeth Traits validation with the help of 

SVM Classifier [13]. Finally, NAM is used for 
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animating users and X graph / GNU pictures are used in 

analysing and simulation of results. 

 NS (Network Simulator), a unique event 

simulator at the area of network research are being 

processed by well-known research scholars and research 

centres. Network simulators(NS) are used for providing 

the requirements needs for simulation of 

(TCS)transmission control protocol, multi-cast 

protocols and routing limited WANs. It is employed in 

the process of deploying of routing algorithms such as 

SPF (Sender Policy Framework), DV and also in some 

of the network protocols like file transfer protocol and 

Telecommunication network. 

 NS2 can be used for studying the 

characteristics of protocols. OTcl, a familiar language 

for scripting has been employed for attach the network 

components such as band-width, delay, routing 

protocol, etc, and also used for launching the process 

such as the data transferring and changing of topology.  

NS2 will pass through the configurations and simulate 

the networks events and record events over the statistics 

in trace of files. Demonstrating in a visualized way can 

be done with the help of NAM. 

 

VI. NETWORK FORMATION AND 

COMMUNICATION IN WSN 

 This module has been used for complete 

designing of WSN and the number of mote, cluster node 

and gateway node and also been employed for inter-

relating them to form a complete network. After 

completing the design of wireless sensor network, the 

communication is established between each node [9]. 

The communication between them is the intermediate 

means which is used for transmission of data between 

various motes in the network. The proposed system will 

focus on distribution of data security and dissemination 

protocols over their function requirements [15]. The 

security issues over the data dissemination protocols are 

highly identified using this process. Only if the 

communication is established between them, there will 

be transmission of data among the various motes. The 

RSA asymmetric key algorithm is most stable and 

secured algorithm. This algorithm is developed by 

Rivest, Shamir & Adleman who were graduated from 

MIT. This depends upon exponentiation where a known 

range over the integer modulo is a prime, making use of 

huge integers may result in 1024 bits. This high security 

is achieved by factorizing a huge number. In RSA 

algorithm, a plain text P is encoded but the sender should 

obtains asymmetric key value of receiver PU={s, r} and 

by using the received key value the computation of 

cipher text T = Ps mod r, where 0≤P<r to encode the 

plain text. Tidentify the decoding key k applied through 

the following derivation s.k=1 mod ø(r) and 0≤k≤r. 

After performing those steps, the asymmetric encoding 

key is published, PU={s, r} and secret private decoding 

key is kept secured, PR= {k, r}over the source and 

destination ends. Hence this enhancement over the 

protocol using algorithm is sufficient for encoding done 

over the asymmetric key, and the values of k, s, r are 

liable for identification, such that Psk mod r = P in all 

the areas where P < r. In accordance to that of  Pkd mod 

r = P is to be determined. 

The above stated relation is obtained if s and k are 

inverse multiplication mod ø (r), where ø (r) is a totient 

function. This is obtained using Euler’s function. 

 

VII. SECURITY ANALYSIS 

 Through this mechanism, security of seDrip is 

analysed in order to verify the security requirements 

over the network. To bypass the authentication of mote, 

every end users has to provide the secret key and the 

dissemination permissions to the provider in accordance 

with registration process. Highly authorized users can 

only bypass the process of data dissemination in the 

circular form with various end user’s permissions [6]. 

By setting an end user permission prij mechanism by 

providing user certificate, a restriction can be laid over 

the activities of user. Since end user certificate are 

created using prij, the illegal bypassing over the 

authentication of mote is highly complicated. Hence, 

modifications can be done only through the network 

mentors. Updates over the certificate can be done in 

accordance with the aim of providing integrity and 

International Journal of Pure and Applied Mathematics Special Issue

1516



authenticity over the data items. RSA algorithms can be 

used for signing the data into Secure Hash Algorithm 

(SHA) with the help of a secret key [3]. To obtain a 

unique user asymmetric key, each mote is validated with 

network providers asymmetric key. The data packets 

that are received is put under validation with each mote 

of network using the user’s asymmetric key and SHA 

(secure hash algorithm). This makes the system more 

secured by providing a highly authenticated network 

provider which cannot be compromised, through which 

all the modified or forged data items can be identified 

through authentication process. Data dissemination, 

user identity, user accountability is highly exposed to 

wireless sensor nodes. Since each user certificate is 

linked to a user id, no one other than the network 

provider can do any modifications over the user identity 

which is specified over the user certificate that can pass 

over the authentication system. Hence the users are not 

allowed to replicate their activities such as user collision 

tolerance and node compromises. It is mentioned above 

in basic protocols that the asymmetric arguments over 

each and every node are preloaded. Whereas in 

condition with the enhancement over the protocol, the 

privilege given over the dissemination set of a 

predefined network user is loaded into the network 

mote. Hence it is not necessary regarding the count of 

motes that are being employed, it simply obtains the 

asymmetric arguments and the dissemination-privileged 

set of a user. Some of the user compromises: a beginning 

node will not accept any of the dissemination privilege 

over the conspiring users.  This enhanced process makes 

it more liable and resistant towards Dos attacks. Data 

dissemination protocol may be subjected towards Denial 

of Service attacks through exploiting the authentication 

delays, signature verifications and the Trickle 

algorithms [1]. First, each mote can effectively validate 

the data packets by making use of secure hash algorithm 

and through employing few hash operations. Secondly, 

by making use of 160-bit message digest which can be 

used for securely transferring data in a more effective 

and efficient manner [8]. Hence, the process of 

defending over the DoS (Denial of service) attacks are 

easier. Compromised network users and mote can be 

effectively used for successfully defeating all the above 

mentioned Denial of service attacks over the network 

through seDrip. Even an intruder cannot perform an 

inside attack for forging without knowing the secret key 

and the asymmetric keys of the network users [4]. Thus 

considering the implementation of RSA algorithm with 

data confidentiality in seDrip. To ensure the 

performance of the system data integrity is highly 

maintained [5]. Thus it is brought under conclusion that 

the proposed system will effectively provide a high 

security over the network. Since SHA is an energy 

efficient algorithm it is being used for encoding and 

decoding of the plain text to ensure security. Here the 

combination of SHA and RSA algorithms are being used 

to provide a high end security process for the wireless 

sensor networks. This mechanism is considered to be 

more simple regarding the implementation and highly 

complicated regarding breaking into the network. 

Through this research a simple implementation is to be 

done over the network to provide a secured 

communication, hence the energy inefficiencies are 

being reduced by providing gateway nodes, which 

makes the system highly complicated, protected and 

more reliable network. Hence a promised high security 

is provided to the wireless sensor network, through 

detecting the secret data and by send them only to the 

receiver from the source by applying authentication over 

the data [2]. 

 

VIII. SYSTEM REQUIREMENTS 

 To ensure productivity over the system, all 

computers requires a certain set of apparatus or some 

assets over the PC. This is called as PC framework 

essentials, which are sequentially applied as a procedure 

to a flat out standard. Comparatively, maximum number 

of programming makes use of least and predefined 

arrangements for framework precondition. This 

mechanism looks forward towards the high handling 

force and up to date variants of system programming. 

This mechanism ensures framework precondition to be 

more trending. Various industrial examiners have 
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recommended that pattern have highly affected over the 

largely in the moves to the existing PC frameworks than 

intensive and inventive progressions. 

A. Software Requirements 

 Operating system (OS): Linux (Ubuntu)  

 Coding : TCL,AWK, C++ 

 Softwaere : Network Simulator 2.35. 

B. Hardware Requirements 

 Main processor :Dual Core 

 Hard disk capacity : 60 GB 

 RAM memory : 4 GB   

 

XI. IMPLEMENTATION DETAILS 

 The implementation of seDrip mechanism 

consists of five important steps regarding dissemination 

of the data between the motes over the wireless sensor 

network. Figure2 mainly focuses on depicting the 

structure of a secured seDrip. This mechanism projects 

the dissemination of the data from a prescribed source 

to the defined destination through authorized and 

authenticated users only. Where it consists of following 

mechanism: 

 Network mentors 

 Authorized users  

 Mote   

Advantages  

 Applicable for multiple owners with multiple 

users WSNs. 

 Identification of the security-flaws over the 

data dissemination protocol(DDP) along with 

WSNs.  

 The four necessary phases in SeDrip are data 

modelling phase, user entering phase, and packet 

validation phase and packet verification phase. In seDrip 

protocol, under the phase of data modelling, symmetric 

and asymmetric keys are obtained by the network 

mentors, once then each mote is placed with public 

arguments before the network deployment. In user 

entering phase, each user is authorized to disseminated 

data that are registered through network mentors. In the 

phase of packet validation, once the user is registered it 

requires some data dissemination and also required for 

packets of data dissemination which further send to each 

mote. In the phase of packet verification, a mote is 

requested to verify each and every accepted packets. If 

the results obtained after successful verification are 

positive, the data is updated regarding the accepted 

packets. Once after WSN (wireless sensor network) is 

being utilized, it is requested to update all the old small 

programs parameters that exists in the mote. This 

operation can be carried out through seDrip, which in 

return requests for a source to be inserted into small 

codes, controls, commands and configuring fields. This 

above mentioned process can be implemented for 

distributing management commands through data 

dissemination protocol or modifying configuration 

arguments. 

A. Simulation of Design Model   

Fig 2: Network Model 

Fig 3: Secure data dissemination 

  

X.CONCLUSION AND FUTURE 

ENHANCEMENT: - 

 The proposed prototype over the DDP(data 

dissemination protocol) for providing data over WSN 

(wireless sensor networks). This system stimulates the 

major negative effects associated over sink based 

mechanism in data dissemination. It also focuses on the 

security issues which were the main issues that are to be 

noted over the earlier approaches. This proposed system 
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would provide a authentication over the data through a 

secure hash function algorithm. RSA asymmetric key 

algorithm is used for providing data integrity, RSA is 

employed over this process since it is considered to be 

the strong encryption algorithm. As considered 

regarding the future enhancement of this proposed 

system, data confidentiality can be used as an additional 

security measure through reducing the memory. 
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