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Abstract 

Data access is the major problem in public cloud storage. In 

our project we are going to improve the data security using 

multiple authorities. We are using Cipher text-Policy 

Attribute-Based Encryption (CP-ABE) to provide 

continuous, fine, flexible and secure data access control for 

cloud storage. Users may be waiting in queue for a long 

period to obtain their secret keys, thereby resulting in low-

efficiency of the system. In our project, a CA (Central 

Authority) is introduced to generate secret keys for 

verifying the user identification and details. To enhance 

security, we also propose an auditing mechanism to detect 

which AA (Attribute Authority) has incorrectly or 

maliciously performed the user and data verification 

procedure. 

Index: Attribute Authority (AA), Central Authority (CA), 

Chipertext-Policy Attribute-Based Encryption (CP-ABE), 

fine grained, Data Access 

Introduction 

Cloud storage is an important service of cloud 

computing, which provides services for data owners 

to outsource data to store in cloud via Internet. As 

cloud storage has many advantages, there is still 

remains various challenges among which, privacy 

and security of users’ data have major issues in 

public cloud storage. Traditionally, a data owner 

stores his/her data in trusted servers, controlled by a 

fully trusted administrator [3].  

Attribute-based Encryption (ABE) is regarded as one 

of the most suitable schemes to conduct data access  

 

 

control in public clouds for it can guarantee data 

owners direct control over their data and provide a 

fine-grained access control service. In most existing 

CP-ABE [1], [9] schemes there is only one authority 

responsible for attribute management and key 

distribution. This only-one-authority scenario can 

bring a single-point bottleneck on both security and 

performance. 

Even it exists in more convenient for customer, many 

notable security and privacy risk factors available. In 

cloud based service, globalizing business information 

is easier for everyone, but more doubtful on 

reliability on information security. Because third 

party service provider for infrastructure or 

environment is lack in securing the privacy about 

data. Even though number of security last year’s 

resides of every tier of application, the third-party 

storage servers are often the targets of various 

malicious behaviors which may lead to exposure of 

the potential customer information. As a famous 

incident, a firm in Milwaukee, includes confidential 

material gathered from 420,000 websites, including 

household names, and small Internet sites. To ensure 

customer-centric privacy control over their own 

Banking Business Information, it is essential to have 

fine-grained data access control mechanisms that 

work with semi-trusted servers. 
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This paper presents a novel Multi-message 

Ciphertext Policy Attribute-Based Encryption (MCP-

ABE) technique, and employs the MCP-ABE to 

design an access control scheme for sharing scalable 

media based on data consumers' attributes (e.g., age, 

nationality, or gender) rather than an explicit list of 

the consumers' names. The scheme is efficient and 

flexible because MCP-ABE allows a content provider 

to specify an access policy and encrypt multiple 

messages within one ciphertext such that only the 

users whose attributes satisfy the access policy can 

decrypt the ciphertext. Moreover, the paper shows 

how to support resource-limited mobile devices by 

offloading computational intensive operations to 

cloud servers while without compromising data 

privacy. 

Existing system 

Cloud computing is internet based computing which 

enables sharing of services. Many users place their 

data in the cloud. However, the fact that users no 

longer have physical possession of the possibly large 

size of outsourced data makes the data integrity 

protection in cloud computing a very challenging and 

potentially formidable task, especially for users with 

constrained computing resources and capabilities. So 

correctness of data and security is a prime concern. 

Security in cloud is achieved by signing the data 

block before sending to the cloud. Using Cloud 

Storage, users can remotely store their data and enjoy 

the on-demand high quality applications and services 

from a shared pool of configurable computing 

resources, without the burden of local data storage 

and maintenance. Moreover, users should be able to 

just use the cloud storage as if it is local, without 

worrying about the need to verify its integrity.  

 

 

Disadvantage 

• Especially to support block insertion, which 

is missing in most existing schemes. 

• Low efficiency  

• Less security 

• Larger size  

Proposed system 

Client/Server model are not suitable in cloud storage 

environment. The data access control in cloud storage 

environment has thus become a challenging issue. To 

address the issue of data access control in cloud 

storage, there have been quite a few schemes 

proposed, among which Chipertext-Policy Attribute-

Based Encryption (CP-ABE) is regarded as one of the 

most promising techniques. So far, the CP-ABE 

based access control schemes for cloud storage have 

been developed into two complementary categories, 

namely, single-authority scenario, and multi authority 

scenario. Although existing CP-ABE access control 

schemes have a lot of attractive features, they are 

neither robust nor efficient in key generation. Since 

there is only one authority in charge of all attributes 

in single-authority schemes, offline/crash of this 

authority makes all secret key requests unavailable 

during that period.  

Advantage 

Public generate for decrypt work. 

Private Key generate for encrypt work. 

Secure Access control 

High Efficiency 

View chart based on most number of downloads. 

Module description: 

Number of Modules: 

After careful analysis the system has been identified 

to have the following: 
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Modules: 

      1.   User Module 

      2.   Owner Module 

      3.   Attribute authority Module 

      4.   Central authority Module 

      5.   Chart Module 

User Module: 

The data consumer (User) is assigned a global user 

identity Uid by CA. The user possesses a set of 

attributes and is equipped with a secret key 

associated with his/her attribute set. The user can 

freely get any interested encrypted data from the 

cloud server. However, the user can decrypt the 

encrypted data if and only if his/her attribute set 

satisfies the access policy embedded in theencrypted 

data.                

Owner module: 

The data owner (Owner) defines the access policy 

about who can get access to each file, and encrypts 

the file under the defined policy. First of all, each 

owner encrypts his/her data with a symmetric 

encryption algorithm. Then, the owner formulates 

access policy over an attribute set and encrypts the 

symmetric key under the policy according to public 

keys obtained from CA. After that, the owner sends 

the whole encrypted data and the encrypted 

symmetric key (denoted as ciphertext CT) to the 

cloud server to be stored in the cloud. 

 Admin module:                  

                          Admin is a super user. they can view 

all the user and owner details.admin can view the 

chart based on most number of word search  , they 

can add related word ,so user can easily mapping 

arelated words for example Ambiguity level 2 refers 

to instances that most people think as ambiguous. 

These instances contain two or more unrelated 

senses, such as “apple” (fruit & company) and 

“jaguar” (animal & company). In this work, we only 

focus on disambiguation of instances. 

Attribute Authority module: 

                                            The attribute authorities 

(AAs) are responsible for performing user legitimacy 

verification and generating intermediate keys for 

legitimacy verified users. Unlike most of the existing 

multi-authority schemes where each AA manages a 

disjoint attribute set respectively, our proposed 

scheme involves multiple authorities to share the 

responsibility of user legitimacy verification and each 

AA can perform this process for any user 

independently. When an AA is selected, it will verify 

the users’ legitimate attributes by manual labor or 

authentication protocols, and generate an 

intermediate key associated with the attributes that it 

has legitimacy-verified. Intermediate key is a new 

concept to assist CA to generate keys. 

Central Authority module:  

The central authority (CA) is the administrator of the 

entire system. It is responsible for the system 

construction by setting up the system parameters and 

generating public key for each attribute of the 

universal attribute set. In the system initialization 

phase, it assigns each user a unique Uid and each 

attribute authority a unique Aid. For a key request 

from a user, CA is responsible for generating secret 

keys for the user on the basis of the received 

intermediate key associated with the user’s legitimate 

attributes verified by an AA. As an administrator of 

the entire system, CA has the capacity to trace which 

AA has incorrectly or maliciously verified a user and 

has granted illegitimate attribute sets.The cloud 

server provides a public platform for owners to store 

and share their encrypted data. The cloud server 

doesn’t conduct data access control for owners. The 

International Journal of Pure and Applied Mathematics Special Issue

1505



encrypted data stored in the cloud server can be 

downloaded freely by any user. 

Chart module:  

                     chart module,chart module based on 

number of file download in particular user ,central 

authority can easily find out which file will be 

download more. 

Architecture diagram: 

 

 

Data security in cloud server has more problems now 

a day. There is more research undergoing to secure 

the data. In our project we are implement the data 

security using two authorities namely ‘Attribute 

Authority’ and ‘Central Authority’. To address the 

issue of data access control in cloud storage, there 

have been quite a few schemes proposed, among 

which Cipher text-Policy Attribute-Based Encryption 

(CP-ABE) is regarded as one of the most promising 

techniques. Only if the attributes associated with the 

user’s secret key satisfy the access structure, can the 

user decrypt the corresponding cipher text to obtain 

the plaintext. Since there is only one authority in 

charge of all attributes in single-authority schemes, 

offline/crash of this authority makes all secret key 

requests unavailable during that period. The cloud 

server is always online and managed by the cloud 

provider. Usually, the cloud server and its provider 

are assumed to be “honest-but-curious”, which means 

that they will correctly execute the tasks assigned to 

them for profits, but they would try to find out as 

much secret information as possible based on data 

owners’ inputs and uploaded files. CA is the 

administrator of the entire system, which is always 

online and can be assumed to be fully trusted. It will 

not collude with any entity to acquire data contents. 

AAs are responsible for conducting legitimacy 

verification of users and judging whether the users 

have the claimed attributes. We assume that AA can 

be compromised and cannot be fully trusted. 

Algorithm 

Symmetric encryption algorithm & Symmetric 

decryption algorithm  

The primitive we will consider is called an 

encryption scheme. Such a scheme specifies an 

encryption algorithm, which tells the sender how to 

process the plaintext using the key, thereby 

producing the cipher text that is actually transmitted. 

An encryption scheme also specifies a decryption 

algorithm, which tells the receiver how to retrieve the 

original plaintext from the transmission while 

possibly performing some verification, too. Finally, 

there is a key-generation algorithm, which produces a 

key that the parties need to share. The formal 

description follows.  

The encryption algorithm may be either 

randomized or stateful. If randomized, it flips coins 

and uses those to compute its output on a given input 

K, M. Each time the algorithm is invoked, it flips 

coins anew. In particular, invoking the encryption 

algorithm twice on the same inputs may not yield the 

same response both times.  

Symmetric Key generation algorithm  

The process of generating keys for cryptography. 

A private key and its corresponding public key; a key 

pair is used with an asymmetric-key (public-key) 
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algorithm. A key is used to encrypt and decrypt 

whatever data is being encrypted / decrypted.  

Modern cryptographic systems 

include symmetric-key algorithms (such 

as DES and AES) and public-key algorithms (such 

as RSA). Symmetric-key algorithms use a single 

shared key; keeping data secret requires keeping this 

key secret. Public-key algorithms use a public 

key and a private key. The public key is made 

available to anyone (often by means of a digital 

certificate). A sender encrypts data with the public 

key; only the holder of the private key can decrypt 

this data.  

Related Works 

In cloud computing, searchable encryption scheme 

over outsourced data is a hot research field. However, 

most existing works on encrypted search over 

outsourced cloud data follow the model of “one size 

fits all” and ignore personalized search intention. 

Moreover, most of them support only exact keyword 

search, which greatly affects data usability and user 

experience. So how to design a searchable encryption 

scheme that supports personalized search and 

improves user search experience remains a very 

challenging task. In this paper, for the first time, we 

study and solve the problem of personalized multi-

keyword ranked search over encrypted data (PRSE) 

while preserving privacy in cloud computing. With 

the help of semantic ontology WordNet, we build a 

user interest model for individual user by analyzing 

the user's search history, and adopt a scoring 

mechanism to express user interest smartly. To 

address the limitations of the model of “one size fit 

all” and keyword exact search, we propose two PRSE 

schemes for different search intentions. Extensive 

experiments on real-world dataset validate our 

analysis and show that our proposed solution is very 

efficient and effective. 

With the increasing adoption of cloud 

computing, a growing number of users outsource 

their datasets into cloud. The datasets usually are 

encrypted before outsourcing to preserve the privacy. 

However, the common practice of encryption makes 

the effective utilization difficult, for example, search 

the given keywords in the encrypted datasets. Many 

schemes are proposed to make encrypted data 

searchable based on keywords. However, keyword-

based search schemes ignore the semantic 

representation information of users retrieval, and 

cannot completely meet with users search intention. 

Therefore, how to design a content-based search 

scheme and make semantic search more effective and 

context-aware is a difficult challenge. In this paper, 

we proposed an innovative semantic search scheme 

based on the concept hierarchy and the semantic 

relationship between concepts in the encrypted 

datasets. More specifically, our scheme first indexes 

the documents and builds trapdoor based on the 

concept hierarchy. To further improve the search 

efficiency, we utilize a tree-based index structure to 

organize all the document index vectors. Our 

experiment results based on the real world datasets 

show the scheme is more efficient than previous 

scheme. We also study the threat model of our 

approach and prove it does not introduce any security 

risk. 

With the popularity of group data sharing in 

public cloud computing, the privacy and security of 

group sharing data have become two major issues. 

The cloud provider cannot be treated as a trusted 

third party because of its semi-trust nature, and thus  
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the traditional security models cannot be 

straightforwardly generalized into cloud based group 

sharing frameworks. In this paper, we propose a 

novel secure group sharing framework for public 

cloud, which can effectively take advantage of the 

cloud servers' help but have no sensitive data being 

exposed to attackers and the cloud provider. The 

framework combines proxy signature, enhanced 

TGDH and proxy re-encryption together into a 

protocol. By applying the proxy signature technique, 

the group leader can effectively grant the privilege of 

group management to one or more chosen group 

members. The enhanced TGDH scheme enables the 

group to negotiate and update the group key pairs 

with the help of cloud servers, which does not require 

all of the group members been online all the time. By 

adopting proxy re-encryption, most computationally 

intensive operations can be delegated to cloud servers 

without disclosing any private information. Extensive 

security and performance analysis shows that our 

proposed scheme is highly efficient and satisfies the 

security requirements for public cloud based secure 

group sharing. 

CONCLUTION  

In this paper, we proposed a new 

framework, named RAAC, to eliminate the single-

point performance bottleneck of the existing CP-ABE 

schemes. By effectively reformulating CPABE 

cryptographic technique into our novel framework, 

our proposed scheme provides a fine-grained, robust 

and efficient access control with one-CA/multi-AAs 

for public cloud storage. Our scheme employs 

multiple AAs to share the load of the time-consuming 

legitimacy verification and standby for serving new 

arrivals of users’ requests. We also proposed an 

auditing method to trace an attribute authority’s 

potential misbehavior. We conducted detailed 

security and performance analysis to verify that our 

scheme is secure and efficient. The security analysis 

shows that our scheme could effectively resist to 

individual and colluded malicious users, as well as 

the honest-but-curious cloud servers. Besides, with 

the proposed auditing & tracing scheme, no AA could 

deny its misbehaved key distribution. Further 

performance analysis based on queuing theory 

showed the superiority of our scheme over the 

traditional CP-ABE based access control schemes for 

public cloud storage. 

Future enhancement: 

In future, we will future develop our algorithm in 

the following aspects: The security analysis shows 

that our scheme could effectively resist to individual 

and colluded malicious users, as well as the honest-

but-curious cloud servers. Besides, with the proposed 

auditing & tracing scheme, no AA could deny its 

misbehaved key distribution. Further performance 

analysis based on queuing theory showed the 

superiority of our scheme over the traditional CP-

ABE based access control schemes for public cloud 

storage. 

References 

[1] P. Mell and T. Grance, “The NIST definition of 

cloud computing,” National Institute of Standards 

and Technology Gaithersburg, 2011. 

[2] Z. Fu, K. Ren, J. Shu, X. Sun, and F. Huang, 

“Enabling personalized search over encrypted 

outsourced data with efficiency improvement,” IEEE 

Transactions on Parallel & Distributed Systems, vol. 

27, no. 9, pp. 2546–2559, 2016. 

[3] Z. Fu, X. Sun, S. Ji, and G. Xie, “Towards 

efficient content-aware search over encrypted 

outsourced data in cloud,” in in Proceedings of 2016 

International Journal of Pure and Applied Mathematics Special Issue

1508



IEEE Conference on Computer Communications 

(INFOCOM 2016). IEEE, 2016, pp. 1–9. 

[4] K. Xue and P. Hong, “A dynamic secure group 

sharing framework in public cloud computing,” IEEE 

Transactions on Cloud Computing, vol. 2, no. 4, pp. 

459–470, 2014. 

[5] Y. Wu, Z. Wei, and H. Deng, “Attribute-based 

access to scalable media in cloud-assisted content 

sharing,” IEEE Transactions on Multimedia, vol. 15, 

no. 4, pp. 778–788, 2013. 

[6] J. Hur, “Improving security and efficiency in 

attributebased data sharing,” IEEE Transactions on 

Knowledge and Data Engineering, vol. 25, no. 10, 

pp. 2271–2282, 2013. 

[7] J. Hur and D. K. Noh, “Attribute-based access 

control with efficient revocation in data outsourcing 

systems,” IEEE Transactions on Parallel and 

Distributed Systems, vol. 22, no. 7, pp. 1214–1221, 

2011. 

[8] J. Hong, K. Xue, W. Li, and Y. Xue, “TAFC: 

Time and attribute factors combined access control 

on timesensitive data in public cloud,” in Proceedings 

of 2015 IEEE Global Communications Conference 

(GLOBECOM 2015). IEEE, 2015, pp. 1–6. 

[9] Y. Xue, J. Hong, W. Li, K. Xue, and P. Hong, 

“LABAC: A location-aware attribute-based access 

control scheme for cloud storage,” in Proceedings of 

2016 IEEE Global Communications Conference 

(GLOBECOM 2016). IEEE, 2016, pp. 1–6. 

[10] A. Lewko and B. Waters, “Decentralizing 

attribute-based encryption,” in Advances in 

Cryptology–EUROCRYPT 2011. Springer, 2011, pp. 

568–588. 

[11] K. Yang, X. Jia, K. Ren, and B. Zhang, “DAC-

MACS: Effective data access control for multi-

authority cloud storage systems,” in Proceedings of 

2013 IEEE Conference on Computer 

Communications (INFOCOM 2013). IEEE, 2013, pp. 

2895–2903. 

[12] J. Chen and H. Ma, “Efficient decentralized 

attributebased access control for cloud storage with 

user revocation,”in Proceedings of 2014 IEEE 

International Conference on Communications (ICC 

2014). IEEE, 2014, pp. 3782–3787. 

[13] M. Chase and S. S. Chow, “Improving privacy 

and security in multi-authority attribute-based 

encryption,” in Proceedings of the 16th ACM 

conference on Computer and Communications 

Security (CCS 2009). ACM, 2009, pp. 121–130. 

[14] M. Lippert, E. G. Karatsiolis, A. Wiesmaier, and 

J. A. Buchmann, “Directory based registration in 

public key infrastructures.” in Proceedings of the 4th 

International Workshop for Applied PKI (IWAP 

2005), 2005, pp. 17– 32. 

[15] W. Li, K. Xue, Y. Xue, and J. Hong, “TMACS: 

A robust and verifiable threshold multi-authority 

access control system in public cloud storage,” IEEE 

Transactions on Parallel & Distributed Systems, vol. 

27, no. 5, pp. 1484– 1496, 2016. 

[16] S. Chokhani, W. Ford, R. Sabett, C. Merrill, and 

S. Wu, “Internet x.509 public key infrastructure 

certificate policy and certification practices 

framework,” IETF RFC, RFC3647, 2003. 

[17] V. Goyal, O. Pandey, A. Sahai, and B. Waters, 

“Attributebased encryption for fine-grained access 

control of encrypted data,” in Proceedings of the 13th 

ACM Conference on Computer and Communication 

International Journal of Pure and Applied Mathematics Special Issue

1509



 

 

 

 

 

 

International Journal of Pure and Applied Mathematics Special Issue

1510



1511



1512


