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Abstract 

Fraud detection is a crucial problem that is experienced by the e-

commerce industry for decades. Financial frauds are augmenting everyday 

with the modern technology development. Thus, fraud detection systems 

have turned significant for every credit card issuing banks for mitigating 

their losses. Several fraud detection methodologies exist. In our proposed 

work, we are using KH-Optimized Neural Network classifier to detect the 

Credit card skullduggery. Two phases are implemented in our proposed 

work. In training phase KH-Optimization is utilized for feature selection. 

The chosen components are acknowledged as input to neural network 

(NN), and the trained details are stored in a separate database. In testing 

phase, the incoming credit card dealings are provided as input to the 

trained NN pattern. This trained pattern process is the incoming data based 

on training and classifies the data as fraudulent and valid transactions. 

Finally the performance accuracy of our recommended design is matched 

with prevailing algorithm regarding evaluation parameters, and also the 

outcomes presented that our proposed model provides better results. 

Key Words:Credit card skullduggery, KH-optimization, SNR, Euclidean 

distance, Neural Network, fraud detection. 
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1. Introduction 

In today‟s world, the Internet is an element of our life. Because of the far-

reaching use of internet, the recognition of online shopping is augmenting every 

day. Credit Card has been the simplest methodology for doing online shopping 

and also paying bills. Here, Credit card skullduggery has been a most well 

known term for larceny and also fraud [8]. Credit card skullduggery is signified 

as “Unauthorized account activity through a person for which the version was 

not suggested [12]. Operationally, it has been an occurrence for which action is 

required for stopping the abuse in advancement and  also integrate risk 

management methods  for protecting against same events in the future” [2].  

With express advancement in e-commerce, credit cards‟ usage to purchases has 

augmented exponentially. Regrettably, fraudulent credit cards‟ usage becomes a 

source of crime. Here, Credit cards are one of the most prominent objective of 

fraud but not the only one; fraud  may happen with any sort of credit products, 

like personal loans, home loans, and also retail [1].Thus Credit Card  has 

become very notorious and suitable mode for online money operation and is 

augmenting very hastily. With the augmentation of Credit Card utilization, the 

chances for fraudster for stealing credit card information and consequently 

assign fraud are also augmenting [9].  

There are abundant methodologies by which Credit card skullduggery may 

occur for instance counterfeiting which is associated to online transaction in 

which customer and merchant are in different physical location and thence 

verification of signature cannot be accomplished .Therefore it may direct to an 

abnormal transaction since merchant does not identify when the customer 

proffering the credit card facts is actually the approved cardholder or else an 

fraudster [10]. Credit card skullduggery occurrence has dramatically augmented 

both online and also offline [3]. In offline payment case (which utilizing credit 

card physically) for performing the deceitful transactions, an attacker must 

embezzle the credit card itself, whilst in the online payment  case(which occurs 

over internet or phone), the fraudsters should steal costumer‟s identity [5]. In 

the Online Fund Transfer case a user makes use of details of Login Id, Password 

and also transaction password. Again if the information of the account is 

erroneous then, as an outcome, rise to fraud transaction is given [4]. For 

committing fraud in such sorts of purchases, simply a fraudster requires for 

recognizing the card explanations. Mostly, the real cardholder is not conscious 

that someone else or may be observed his stolen card information. The only 

method for detecting this sort of fraud is to assay the spending patterns on every 

card and for figuring out any irregularity regarding to the “usual” spending 

patterns [6]. The deceitful transactions are dispersed with non-fraudulent 

transactions and frequently simple pattern comparing methodologies are not ad 

those fraudulent transactions precisely. So effective methodology should be 

executed in all banks and also in financial institutions for detecting fraudulent 

transaction for mitigating the losses [7]. As humans might exhibit particular 
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behaviorist profiles, each cardholder is denoted by a series of patterns having 

information concerning the conventional purchase group, the time as the final 

purchase, the total of money spent, etc. Deviation from these patterns has been a 

potential hazard to the system [11]. It is thus required for implementing 

effective Credit card skullduggery detecting systems in the banking segments. 

2. Related Work 

There is a research accomplished on several models and techniques to Credit 

card skullduggery hindrance and also detection. Here, Artificial Immune 

Systems has been one of them. Anyhow, organizations require accurateness 

along with rapidity in the deceitful detection systems, which are not completely 

gained yet. Neda Soltani Halvaiee and also Mohammad Kazem Akbari [13] 

have addressed Credit card skullduggeryulent detection utilizing Artificial 

Immune Systems (AIS), and suggested an innovative model named AIS-related 

Fraud Detection Model (AFDM). They utilized an immune system inspired 

algorithm (AIRS) and enhanced it for fraudulent detection. 

Ekrem Duman and Ilker Elikucuk [14] rectified the Credit card skullduggery 

detection issue with the innovative metaheuristics voyaging birds maximization 

algorithm. This analysis was one of the few analysis in which a metaheuristic 

algorithm was utilized in fraud detection .This functioned more enhanced than a 

former execution of an amalgamation of genetic algorithms and also scatter 

searching. The standard MBO was enhanced by examining alternative 

advantage mechanisms. 

Veronique Van Vlasselaer et.al [15] have suggested APATE, a new procedure 

for detecting fraudulent credit card dealings performed in online stores. Their 

procedure integrates (1) intrinsic components obtained from the incoming 

transactions characteristics and also the customer spending account utilizing the 

basics of RFM (Recency–Frequency-Monetary); and (2) network-related 

components by employing the  credit card holders network and  also merchants 

and obtaining a time-dependent deviousness score for every network object.  

They suggested an innovative methodology for fraud propagation with the 

network commencing from a restricted set of labeled edges (i.e., fraudulent  

dealings) and also inferring a score to each network features (i.e., credit card 

holders, merchants and also transactions). Results presented that their suggested 

approach directed to a very great AUC score and also accurateness, particularly 

for the haphazard forest design. 

Andrea Dal Pozzolo et al. [16] have suggested the fraud detection issue and 

suggested AP, AUC and also Precision Rank like prompt performance measures 

to a fraud detection work. Frauds rarely occur matched with the complete 

amount of transactions. They gave some explanations from the practitioner‟s 

perception through concentrating on three salient issues: unbalancedness, non-

stationarity and also assessment. The assessment was made promising by an 

actual credit card dataset proffered with their industrial collaborator. 
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K. R. Seeja and also Masoumeh Zareapoor [17] have suggested an acute Credit 

card skullduggery detection design for detecting fraud from greatly imbalanced 

and also unidentified credit card operation datasets. The class imbalance issue 

was managed with resulting legal and fraud transaction patterns for every 

customer through utilizing recurrent item set mining. A matching algorithm was 

also suggested for finding to which outline (legal or else fraud) the incoming 

transaction of a specific customer was nearer and also a decision was made 

consequently. For handling the unidentified kind of the data, no preference was 

provided to any of the characteristics and every attribute was equally regarded 

to find the patterns. 

3. Proposed NN Related Fraud  

Detection Model 

In this section, we described the proposed flow to Credit card skullduggery 

detection design. The proposed methodology, first applied to feature selection 

from a Credit card skullduggery data utilizing Krill Herd (KH) optimization. 

Feature selection is a pre-processing procedure expecting for preferring the 

most informative component that can separate groups, i.e., Credit card 

skullduggery subtypes. Then Euclidean distance is computed to prefer the 

salient features from the Credit card skullduggery dataset. Finally the Credit 

card skullduggery classification is done by neural network classification 

approach. The figure 1 presents the suggested block diagram. 

 

Figure 1: Suggested Block Diagram for Generated Algorithm 
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 Training Phase 

Consider the dataset
}........{ 2,1 NddddB

, which contains historical credit card 

dealings details, where nd
 is dataset having credit card transaction details and 

n is the number of records varies from N...1  . All these transaction details are 

provided as input to our proposed model. This data are provided as input to both 

testing and training phases. The training segment involves with the following 

steps. 

 Feature Selection 

There are plentiful hazy transactions prevails in the input dataset dB . For 

eliminating such hazy transactions, SNR value is calculated. Then KH-

optimization is applied on the SNR  values for choosing the apt features.  

  SNR Calculation 

Numerous credit card dealings happen every day. So the input dataset will be 

having similar features for all transaction. Our input dataset dB  consists of 28 

features for each transaction. Thus to remove similar details (features belongs to 

same column in dB ), SNR  value is measured on the input dataset dB  by 

utilizing equation 1. 

n

n
i

d

d
dSNR ][ (1) 

Where nd
the transaction details from input dataset are dB , nd

is the sum of 

features belong to same column in the input dataset dB  and n  varies 

from N.....1 . 

 KH-Optimization 

KH-optimization is a search technique, which helps to choose the most exact 

features. The inspiration of the algorithm is the herding attitude of the krill 

individuals when looking for the nearest food within a large herd that is even 

hundreds of meters in length. Figure 2 presents the pseudo code for 

recommended KH-algorithm. The steps involved in KH-optimization are below 

presented: 

 Step 1 

The algorithm commences with the initialization of population size (S), 

Maximum Iteration counts. The input to the algorithm is calculated 

][ idSNR
values in previous step, and the throughput is optimized krill values. 

 Step 2 

Fitness value is assayed from every krill individual regarding the calculated 

][ idSNR
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 Step 3 

Next, the main loop of the algorithms starts by first sorting the krill from the 

finest to the worst individual. 

 Step 4 

Afterwards motion updates (foraging, induced movement, haphazard diffusion) 

are computed for every krill utilizing the below equations. 

 i. Motion Provoked by Krill Individuals 

The movement inspired through other individuals (krills) presence is defined as: 
old

ini

new

i KKtK max)1(
                                                 (2)

 

where 
ett

i

local

ii

arg

                                                            (3)          
 

maxK is the optimum induced speed, n  has been the inertia weight and also  its 

value is betwixt [0,1], i  has been the track of motion provoked by the 
thi  

individual krill, 
local

 has been the local impact formed by neighbours and  also 
ett arg

 is the intended direction offered through the  finest krill individual. 

 ii. Foraging Activity 

The movement related with the seeking for food (foraging) relies upon two 

components. One is current food location and the second one is on previous 

food location. The foraging activity for 
thi krill individual is denoted as 

old

ififi FvtF )1(
                                                          (4)

 

where 
best

i

food

ii                                                            (5)
 

where fv
 has been the foraging speed, f has been the inertia weight in the 

foraging motion lies betwixt [0,1], 
food

i  has been the food attractiveness and 

also 
best

i is the impact in the finest fitness of the 
thi krills. 

 iii. Physical Diffusion 

It is a haphazard procedure of the krill individuals for enhancing the population 

diversity amidst the search space. Such motion is signified as 

dDtD mac

i )1(
                                                               (6) 

where 
maxD  is the optimum diffusion speed and also d is the haphazard 

directional vector lies betwixt [-1,1]. For enhancing effectiveness, the algorithm 
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includes two genetic operators: crossover and mutation. This phase has been 

optional, execution of such operators is completely lost or else only one of them 

is employed. 

 Step 5 

Regarding the three movements mentioned previously, utilizing divergent 

parameters in the motion in the duration, the i th krill position during the 

interval to '' tt  is signified with the below equation and it is utilized for 

computing the krill individual position. 

dt

dC
ttCttC i

ii ')'()''( (7) 

Where, 't  has been one of the most salient constants and must be fine-tuned 

regarding the provided real-world maximization. Here by utilizing the above 

equation the krill individual‟s place in tree is reorganized for assaying the 

objective function in krill individual at the algorithm‟s end, the finest krill 

solution is returned.  

Input: ][ idSNR  

Output:  Best Fitness values. (Chosen features) 

Begin  

     Describe population size )(S & Iteration 1I   

  (i) Initialization 

     SET foraging speed
fV , 

     SET optimum diffusion speed
maxD  

     SET optimum induced speed
maxN , and Iteration maxI .  

  (ii) Fitness evaluation.  

     Assess every krill individual regarding ][ idSNR  

  (iii)While maxII  do  

     Arrange the population/krill from best to worst.  

     for i = 1: S (all krill) do  

          Execute the below motion calculation.  

          Movement provoked by another krill individuals. (2) 

          Foraging activity. (4) 

          Physical diffusion. (6) 

          Execute the genetic operators.  

          Update the krill individual place in the searching space.  

          Assess each krill individual regarding its position.  

     End for i  

     Arrange the population/krill from best to worst and  also find the recent best.  

1max II . 

End while  

(vi) Evaluate the krill best solution. 

End 

Figure 2: Pseudo Code for KH-optimization 
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  Step 6 

At the algorithm end the stopping standard is utilized for the completion of a 

predefined number of function evaluations. While the stopping standard is not 

again met, arrange the krill population from greatest to worst and then compute 

the motion updates for every krill and assay the krill individual position. It 

returns the best solution (krill) when the condition meets. This result the 

optimized features. 
][iFn  are the resultant features, which are selected using 

KH-Optimization. The recommended Krill herd entire process is illustrated in 

the figure 3. 

 Feature Reduction 

][iFn , the preeminent possible features are chosen utilizing KH-optimization 

algorithm. Such values are mitigated by computing Euclidean distance betwixt 

such optimized values, for selecting the best features. This process is termed as 

feature reduction. All the optimized data are reduced into eight best possible 

values by performing feature reduction on KH-optimized values.  

 Euclidean Distance 

Euclidean distance is defined like the length of a straight line integrating the 

two spots in a Euclidean space. In Euclidean spaces of the input space, direct 

lines have been the smallest paths combining two points. Thus the Euclidean 

distance associates with the extent of the smallest path betwixt two points of a 

Euclidean space.  

Euclidean distance has been a better metric in multidimensional spaces. In our 

investigation task, every field has a divergent sort from others for instance. date, 

amount, quantity, location, etc. Thence the distance betwixt two transactions 

denotes the variation betwixt two behaviors not the spatial distance. One might 

imagine that two same (near to distance) transactions contain same field values 

having minimal difference in few values.  The Euclidean distance betwixt 

points m and n is signified in (8).  The resultant values from (8) are kept in an 

individual database traindB
 for NN training.  

n

i

iitrain mnmndnmddB
1

2)(),(),( (8) 

In this formula the distance is not according to spatial distance yet the raw 

distance betwixt two values, where m and n are the different features in 
][iFn  

and ),( nmd are average distance betwixt fields for presenting the difference 

betwixt two transactions: 
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Figure 3: Proposed KH-algorithm 

Testing Phase 

Consider the dataset
}.........{ 2,1 Ntest dtdtdtdB

, where all incoming credit card 

dealings details are saved for testing intention.  By utilizing (8) Euclidean 

distance is measured on the input data set testdB
for deriving the most 

appropriate information. The consequential values are tested on the trained 

neural-network [NN] credit-card fraud detection design. Based on results from 

the trained NN pattern, this phase finally discovers out the deceitful and valid 

transactions. This improves the classification accurateness and in meanwhile 

reduces the complexities, instability and dependability in the classification. 

 Neural-Network Training-Testing 

Since human brain study through former experience and utilize its knowledge or 

else experience in decision making in everyday life issue the same methodology 

is utilized with the Credit card skullduggery detection methodology. Whilst a 

specific consumer utilizes its credit card, there has been a fixed model of credit 

card usage, made by the way consumer uses its credit card. Utilizing the final 

one or else two year data, neural network has been the train regarding the 

specific pattern of utilizing a credit card through a specific consumer. Here, the 

mitigated components which are saved in traindB
 are proffered like input to the 

neural-network input layer. The recommended neural network fraud detection 
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model is a three-layer, feed-forward network. The NN (neural network) is a well 

trained utilizing the reduced features which are stored in traindB
. The formation 

of our suggested NN is provided in Fig. 4.  

 Input layer (input features) =8 

 Hidden layers = 5 

 Output layer =1 

 

Figure 4: Proposed NN Pattern 

An ANN is a set of units, called neurons interconnected. It is routine for 

signifying such transformation in matrix notation like  

iwbvi T .)(  (9) 

Here i  has been the input vector, whilst the bias b  and also the weight vector 

w  are learnable parameters. The function v  is a vanishing function known as 

the activated function. Here, A neuron is an activated whilst  is greater than its 

minimum value. Here,the activation function v  is applied point-wise. 

The bias function of the NN (neural network) 

Bias function has been a product of weights and inputs. 

))(.......)()(()( 821 FwFwFwib                    (10) 

Where 821 ......., FFF
 
are the inputs features from traindB  and w  is the weight 

vector. 

Activation functions for the NN (neural network) 

Activation function is a non-linear function                                     

ib
v

exp1

1
 (11)    
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Calculation of learning error obtained is given below 
1

0

1 s

n

nn tr
s

N  (12)   

N  is the FFNN network output, 
nn tandr  are the desired and  real throughputs 

and s  is the total number of neurons in the concealed layer. 

Whilst credit card is being utilized by unofficial user the NN (neural network) 

related fraud detection system checking for the model utilized through the 

fraudster .It also compares with the original card holder pattern on which the 

NN (neural network) has been trained, whilst the pattern compares the NN 

(neural network) affirm the transaction ok. Comparing the pattern does not 

signify that the transaction must exactly compare with the pattern instead of NN 

(neural network) .It is for seeing to what extent there difference prevails when 

the transaction is close by the pattern .Therefore the transaction is ok or else if 

there is a massive divergence then the probability of being a transaction illegal 

augment . The NN (neural network) announces the transaction mistake 

transaction. Here, the NN (neural network)„s model for producing throughput in 

an actual value betwixt 0 and 1. When the NN (neural network) produce 

throughput that is under .6 or .7 then the transaction has been ok and if the 

output is beyond 7 , the possibility of being a transaction illegal augment. In our 

recommended task, the derived credit card components are examined utilizing 

the trained neural network design and the outcomes are assayed with the 

prevailing algorithms. 

4. Results & Discussion 

The execution of our recommended Credit card skullduggery detection design is 

accomplished in the functioning platform of JAVA. For assaying the 

recommended work performance, we have computed divergent performance 

metrics and also the outcomes are matched with the prevailing techniques. Here 

we are utilizing Kaggle database like input and the explanation of this database 

are given as input to the training and also testing phases. Moreover,80% of data 

is proffered to the training phase and also 20% data are examined with the 

testing point. This Kaggle database comprises transactions through credit cards 

which occurred in two days. 

 Performance Assessment 

The Performance of our recommended KH-Maximized NN Credit card 

skullduggery detection design is matched with prevailing SVM related fraud 

detection model  regarding the parameters of Precision, F-Score, Recall, and 

also Computational duration. The parameters that are utilized for performance 

assessment are denoted below: 

 True negative (TN)  : the number of general transactions flagged as 

normal,  
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 False negative (FN) : the deceitful transactions number flagged 

incorrectly as normal, i.e. absent fraud cases,  

 True positive (TP)  : the number of fraudulent transactions flagged like 

fraud i.e. founded fraud cases 

 False positive (FP): the number of general transactions flagged like 

fraud. 

Regarding the above parameters, the performance metrics that are utilized for 

comparative assessment are computed. The formula for every performance 

metrics is below provided: 

FPTPTPprecision  (13) 

FNTPTPcallRe  (14) 

precisioncallprecisioncallscoreF ReRe2 (15) 

Table 1: Performance Comparison of  Suggested KH-Optimized Neural Network  

Design with Prevailing SVM Algorithm Regarding (a) Precision, Recall (b) F-Score, 

Computational Time 

(a) 

Data-input  (No. of records) 
KH_NN SVM 

Precision Recall Precision Recall 

1000 98.0 59.0 92.0 50.0 

2000 98.0 53.0 96.0 50.0 

3000 99.0 41.0 93.0 49.0 

4000 99.0 50.0 96.0 49.0 

5000 99.0 28.0 98.0 49.0 

 (b) 

Data-input  (No. of records) 
KH_NN SVM 

F-Score Computational time F-Score Computational time 

1000 73.9367088607595 31.969 sec 64.78873239436619 52.109 sec 

2000 69.03947368421052 61.567 sec 65.75342465753425 93.115 sec 

3000 57.98571428571429 87.356 sec 64.1830985915493 133.903 sec 

4000 66.44295302013423 117.171 sec 64.88275862068966 175.151sec 

5000 43.653543307086615 117.171 sec 65.33333333333333 215.676sec 

 

Discussion 

Table 1 elucidates the performance of our suggested model and is equated with 

traditional SVM classifier regarding the parameters of Precision, Recall, F-

Score and Computational Time. It reveals that our proposed shown higher 

values for parameters of precision and recall and less computational time. 

Therefore it clearly shows that our proposed krill-herd optimized NN model 

yields better detection results than the traditional techniques. Figure 5 illustrates 

the comparison graph of our suggested krill-herd optimized NN fraud detection 

design with traditional SVM classifier. 
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(a)                                              (b) 

     

(c)                                                            (d) 

Figure 5: Comparison Graph for Proposed KH_NN Fraud Detection Model  

with Existing SVM Classifier (a) Precision (b) Recall (c) F-Score (d) Computational  

Time 

Training Error Rate 

In our proposed NN related fraud detection model, another important evaluation 

parameter is training error rate. This parameter assists for assuming the 

accurateness of our recommended model. Lower the error rate results in higher 

accuracy. The more the data for training the NN (neural network) the better 

result it gives. The lower training error makes the detection more accurate.  

 

Figure 6: Training Error Rate 
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Figure 6 elucidates the graphical depiction of training error rate for divergent 

iterations number in training phase. The figure 6 elucidates that the error rate 

gets mitigated to augmenting the iterations number. Thus we can wrap up that 

our recommended model will proffer precise result for any number of input 

data. 

5. Conclusion 

A KH-Optimized NN based Credit card skullduggery detection design is 

proposed in this research work, which provides better fraud detection results. 

The effectiveness and robustness of this procedure are justified utilizing a real 

credit-card transaction details from Kaggle database. Our proposed algorithm 

provides very less computational time. By utilizing KH-Optimized feature 

selection, we can achieve excellent performance over previous approaches. 

Various comparative performance measures are performed on the suggested 

model and the comparative analysis yields satisfactory results for our proposed 

task. 
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