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Abstract 

 Nowadays, technology for diverse applications has been evolving terrifically. In 

information technology data become a very crucial commodity. There are real threats to data 

confidentiality in the form of security breaches. So, need for improving the protection of data is 

getting increased day by day. Data concealing is the main motive of this proposed approach. This 

paper proposes not only the focused confidentiality also hiding of information with greater 

embedding capacity. Here the rise of embedding capacity through aselection of cover as video. 

For confusing the text messages Chaotic generator is used whose output is used in the 

encryption. Block truncation coding (BTC) is used for the decision making about the embedding 

of secret bits in a frame. This hybrid approach of crypto and video steganography is implemented 

using MATLAB 2016. This method gives a good computational speed with a good embedding 

capacity by providing integrity along with security.  

 

Keywords: Block Truncation Coding (BTC), Chaotic Generator, Data confidentiality, 

Embedding, Video steganography. 
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Introduction 

 

 Steganography has become one of the popular researches in the field of hiding the data. 

Steganography is the process of hiding the secret message in an ordinary data involving its 

extraction on the reception side. Moreover, many algorithms have been implemented till now to 

attain a precise output.Image Steganography needs a cover image to hide the secret message. 

Image LSB Steganography[1] is highly preferable for hiding the image. Mosaic imageshave been 

made by hiding a secret imageinside a cover image [2]. Pixel Value Differencing(PVD) has been 

used in [3], which requires more computational time to check every pixel with every other pixel. 

Indeed, PVD methods consider pixel tolerance. Also that, a threshold is maintained to 

differentiate every pixel, which is more suitable for image steganography. 

 Information hiding makes use of steganography and visual cryptography with the 

association of QR coding [4]. Thevideo and audio files can also be used as the cover [5].LSB 

based steganography to provide higher ease of detection and also higher ease of extraction on the 

receiving side [7]. LSB insertion is a higher advantage to the field of steganography as 

robustness is not an important constraint [8]. Our proposed method, LSB based steganography is 

implemented for a simple insertion with a higher ease of detection as well as extraction. 

 Partial data encryption based on the chaotic map approach is used for data security with 

high intensity privacy [9, 10]. Using chaotic maps increases the randomness for the encryption 

[11]. Chaotic map approach is used for digital water marking[12] and also used it for image 

encryption.Our proposed method makes use of chaotic map for pseudo random sequence 

generation which produces invariably different outputs for the different inputs. This increases 

integrity and provides higher security along with a reasonable randomness. 

 Above all these, we use BTC technique which is applicable for gray scale images. It is 

more useful as it is simple and has a higher fault tolerance. Also that it has relatively high 

compression efficiency with the other techniques. Moreover, it produces image on the decoding 

side with a good quality. 

 

Proposed Method  

 

 In this section, a brief introduction is given about how the secret message is to be 

embedded under a video. Before going to how to process the video, an encryption process 

forsecrettext message is to be introduced without directly embedding in the video. This is used to 

confuse the secret data for more security. To encrypt the message, in this proceeded method 

Chaotic Generator is used for psuedo random sequence number generation.  

 

1) Chaotic Sequence Generator: 

 In this paper,brief introduction is given about the Chaotic Generator which is further used 

in our embedding algorithm. 

 Chaotic sequence generator is a kind of pseudo random number generation method which 

is based on logistic map. To generate this random sequence number, two chaotic maps are 

usedwhich are discrete in nature. They are Skew Tent Map (STM) and Piece-Wise Linear 

Chaotic Map. They give different degrees of robustness and are also differ by computational 

performance. The block diagram of Chaotic sequence generator is given in Fig.1. 
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Fig. 1. Block Diagram for Chaotic Generator 

 

 STM and PWLCM have two control parameters p1, p2 which have the range between 1 to 

(2
N-1

) and 1 to (2
N-1

-1) respectively, where N=4 is considered here. As this is discrete in time, the 

variable n is used. An Initialization vector (IVc) is assumed asan 8-bit value. The MSB of IVc is 

considered as u1 and the LSB is considered as u2. Two different Linear Feedback Shift Registers 

i.e., LFSR1 and LFSR2 are to be designed to get two different output values. The equations of 

STM and PWLCM are given below. For the 1st iteration only, u1 and u2 are considered and for 

the later iterations they are not considered. The generation process of first random samples are 

given as: 

  Y1[1] =XOR (STM{mod[u2+Y1[0] , 2
N
] , p1} , Q1)     (1) 

  Y2[1] =XOR (PWLCM{mod[u1+Y2[0] , 2
N
] , p2} , Q2)    (2) 

 

 The generation process of later random samples is given as: 

  Y1[1] =XOR (STM{mod[Y1[n-1] , 2
N
] , p1} , Q1)     (3) 

  Y2[1] =XOR (PWLCM{mod[Y2[n-1] , 2
N
] , p2} , Q2)    (4) 

 

 The final random sample value is obtained by: 

   Y[n] = XOR (Y1(n) , Y2(n))       (5) 

 

 The output of STM is added at every iteration with LFSR1 to give Y1[n]. Similarly, the 

output of PWLCM  at every iteration is added with LFSR2 to give Y2[n]. Then Y1[n-1] and 

Y2[n-1] are given as feedbacks to STM and PWLCM respectively. Y1[n] and Y2[n] are to be 

XORed to give a single value Y[n] at each iteration. The final sequence number i.e., Y is 

considered to be the Chaotic Generator [6]output. 

The Equations of STM and PWLCM are given in Eq. as follows: 
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2) Encryption Algorithm: 

 The secret text message is to be encrypted using this encryption algorithm where chaotic 

generator output is used as shown in Fig. 2. This encryption algorithm is used to provide higher 

security. This process is to be done the before embedding process of this secret text message into 

the video.The encryption process is as follows: 

 Consider c[0] to be of N=4 bit value.  

 Add it with the Chaotic generator output value Y. Then, we will get a value which is 

equal to Z[1] value. 
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    Fig. 2. Encryption Algorithm 

 

 Now, at first a secret text message that is to be taken i.e., S1 that is to be hidden 

under a cover video.  

 It is then to be converted into a long binary sequence,and then to besplitted it into 

each of N=4 bits. 

  Every 4-bit decimal value of the message is considered and then they are to be 

XORed with the Z[1] value. This gives a value of c[1]. So, at every iteration, c[i-

1] is to be added with the Y value to get Z[i] value and this value is XORed with 

the corresponding 4bits of S1 value to get c[i] values, where 'i' ranges from 1 to N. 

 The first value i.e., c[1] is found by using the following equations: 

  Z[1] = (c[0] + Y) mod N; 

  c[1] = XOR (S1[1] , Z[1]); 

 Then the remaining c[n] values are found by using the following equations: 

  Z[i] = (c[i-1] + Y) mod N; 

  c[i] = XOR (S1[i] , Z[i]); 

 These 'c' values are to be stored for the further process which is nothing but the 

Embedding process. 

 

3) Video Processing: 

3a) Embedding: 

 At first, a videoof a fixed size with a known frame rate is to be taken. The size of the 

video is to be chosen such that the entire secret message can be embedded into it. Now, this 

original video is to be separated into the corresponding frames. each frame should be gray 

scaled. Care should be taken that the frames should be in the order all along the embedding and 

extraction processes. Then each frame is to be processed one by one. The entire block diagram 

for embedding is given in Fig. 3.First, each frame is to be block truncated using BTC process. 
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  Fig.3.Block Diagram for embedding the secret message in a video. 

 

3b) Block Truncation Coding: 
 In this paper, a brief introduction to the concept of block truncation coding (BTC) is 

given. 

 Block Truncation coding is one of the lossy image compression techniques, especially for 

the grey scale images.In this type of coding, the following steps are to be done.  

 Primarily, a frame is to be divided into the blocks of 4x4 pixels. 

 At first, mean and standard deviation is to be found out for each block. The values 

of mean and standard deviation of one block are irrespectively different with the 

other blocks.  

 But  here,  a quantizer is to be used to maintain the values of mean and standard 

deviation to be the same (approximately)as that of the original frame block by 

reducing the number of grey levels in each and every block. Here, we are using 

the two level quantization for every block to obtain the compression. The 

quantization is as follows: 

  b(i, j) = 1    ; img(i, j) > m, 

   =0  ; img(i, j)<= m. 

  whereimg(i, j) are the pixel elements of the original block, 

   b(i, j) are the elements of the compressed block, 

   m is the mean of the pixel elements of the corresponding    

  original block. 

  Here, quantization (two-level) is used to obtain compression in amanner that if the 

pixel element value of a particular block is greater than the mean value of that corresponding 

block, then 1 is assigned the compressed block, i.e., in b(i, j). Else, 0 is assigned to it. 

On the reconstruction end, only 2 values are needed i.e., a1 & a2 whose values depend on the 

values of mean 'm' and standard deviation 'sd' as follows: 

 a = m - sd*[sqrt(q/(n-q))] 

 b = m + sd*[sqrt((n-q)/q)] 

 where n = number of pixels in the block and 

   q = number of pixels greater than the mean value'm'. 

Finally, 

 img (i, j) = a  ;  b (i, j) = 0 , 

       = b  ;  b (i, j) = 1 . 
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 An example is given below: 

245 239 249 239  1 0 1 0  245 236 245 236 

245 245 235 239 1 1 0 0 245 245 236 236 

245 245 245 245 1 1 1 1 

245 239 235 235 1 0 0 0 245 245 245 245 

245 236 236 236 

 Original Block  Compressed Block Reconstructed Block 

 

 

In this way, BTC is being generated. Now, this BTC is used in thisproceeded method for 

LSB substitution to decide the number ofLSBs that are to be used to embed the secret msg. For 

example, if there is any transition of bits in BTC(i.e., either (from 1 to 0) or (from 0 to 1) ), 3 bits 

of c[i] are to be embedded. Otherwise, either only 1 bit or 2 bits are to be embedded 

alternatively. The number of bits of c[i] that are to be embedded is practical as this decides the 

embedding capacity. 

 

3c)Extraction: 

 The aboveembedded video is used on the extraction end out of which the secret text 

message is to be extracted. The clear block diagram for extracting the secret text message from 

the embedded video is shown in Fig 4. So, first split the embedded video into its corresponding 

frames. Then, each frame is to be processed as follows: 

 
 Fig. 4. Block Diagram for extraction of the secret message from the embedded video. 

 

 On the extraction end, thefirstextraction of the bits is to be done from the embedded 

frame using the same BTC method i.e., either 1 or 2 or 3 bits are to be extracted 

depending on the transition of bits in Block Truncated Code. This gives 'c' values. 

 After getting all the 'c' values, decryption of the secret message is to be done using the 

same Chaotic Generator output. For decryption, inverse operations are used. 

 Using the following equations, the required originaltext message S1is obtained. Make 

sure that the c[0] value is same as that used in theencryption algorithm. 

 

To get the first value of S1: 

    Z[1] = (c[0] + Y) mod N; 

    S1[1] = XOR (c[1] , Z[1]); 

 To get the remaining values of S1: 

    Z[i] = (c[i-1] + Y) mod N; 

    S1[i] = XOR (c[i] , Z[i]). 

 So, finally, required message S1 is obtained. 
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Results &Discussion 

 

 The images of different files have been taken and the corresponding PSNR values have 

been compared for files (having secret messages) of different sizes. Also, the computational 

times have been separately noted for BTC, Embedding and Extraction and tabulated in Table 1. 

 

Table 1: Computational Speed and the PSNR values of different sized files that are embedded 

into the images having different resolution 

 

Frame Size 

in Video 

File Size 

(Bytes) 

Computational Time (in sec)  

PSNR 
BTC Embedding Extraction 

256*256 15k 0.091 1.205 1.413 44.4480 

      

512*512 15k 0.102 1.502 1.805 49.8165 

 50k 0.116 3.743 4.407 43.3621 

 100k 0.105 4.385 5.577 31.5727 

      

1024*1024 15k 0.280 3.944 4.347 55.7957 

 50k 0.284 11.614 14.613 50.6339 

 100k 0.306 23.714 26.592 47.5980 

 500k 0.319 48.215 60.328 44.7093 

 

 
Fig. 5. File Size Vs PSNR 
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Fig. 6. Computational Time 

 

It is clearly shown in the Fig. 5 that images having ahigher resolution can have higher 

values of PSNR.  For instance, for a secret text message of a15k size that is embedded in a 

256*256 image, we have a mean square error value of 1.2456 with a PSNR value of 

44.4480.Also that, as the resolution of the image increases, PSNR value also increases. 

 Hence, it is clearly proved that as there isa number of frames in a video, we can embed 

more amount of information into it with a better PSNR, thereby improving the embedding 

capacity. But it needs a little more computational time when compared to images.Fig. 6.shows 

the computational time for different frame sizes with various file size.  

 

Conclusion: 

 

The proposed approach deals with information screening in image sequences. Data embedding 

capacity is increased with the support of image sequences. In every single frame, secret data is 

encrypted before embedding which enhances the confidentiality of the data. For confusing the 

text messages Chaotic generator is used whose output is used in the encryption. The 

implemented algorithm results furnish the greater the frame size offers more embedding rate 

with aminimum duration of thevideo. Computational time is directly proportional to the file size 

to be embedded. 
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