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Abstract:-  The most common topology 

maintenance protocols that are used for 

enhancing the security in the wireless nodes are 

PEAS and CCP.  These protocols are mostly 

known for their nodes which are transmitting the 

testing data between them and assign themselves 

to be in the sleeping or active mode.  There were 

certain problems in transmission of these testing 

data and this will affects the security of the 

wireless sensor nodes.  In order to overcome 

these security issues, a technique called web 

parameter tampering was used which will assign 

more nodes in the active states.  Thus the 

security threat in the networks can be minimized 

to a greater extent. 

Keywords: Testing data, wireless sensor 

network, web parameter tempering, sleeping and 

active mode. 

I. INTRODUCTION 

            Topology control is a way used in 

distributed computing to regulate the underlying 

network (modeled as a graph) to lessen the value 

of disbursed algorithms if run over the brand 

new ensuing graphs. It is a simple approach in 

disbursed algorithms. The term "topology 

manipulate" is used on the whole by way of the 

Wi-Fi ad hoc and sensor networks studies 

community[1]. The principal goal of topology 

manipulate in this area is to keep power, lessen 

interference among nodes and expand lifetime of 

the network. The main concept of PEAS is that 

it has only one node in active state while all the 

other neighbors are assumed to be in the 

sleeping State[2].  Similarly, the nodes in the 

transmission region are only assumed as active 

nodes in CCP. 

                           Wireless Sensor Networks have 

freshly emerged as a premier research topic. In 

order to develop the economical status and the 

convenience of the people, Wireless sensor 

networks play an important role[3-7].  The 

adaptive probing primitive allows sensors to 

make effective selections of their next probing 

times, based on what they have discovered to 

this point. This outcomes with reduced strength 

intake while enhancing accuracy. 

             Authentication is the main process in 

order to measure the security.  The user who was 

actually the administrator or the original owner 

can be able to access the network.  This is the 

main way of enhancing the security of the 

network[8-12].  This method involves creating 

an ID and the password was set for individual 

ID.  The password can be secured by storing it 

only in the encrypted format.  The network 

security is an important part in the business 

organizations, educational institutions as well as 

in saving the private documents. The data of an 

individual people or the records of the patients 

in hospitals has to be maintained as a private 

data in order to ensure that the independency of 

the person is not being affected.  The hacking of 

data can lead to many dangerous issues such as 

bank rupty or the use of business details for their 

own benefit[13-17].   The password is being 

protected by means of keeping more nodes in 

the active state and by doing this, there was a 

possibility for continuous checking of the 

password. 
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            Tampering of the nodes is essential in 

order to ensure that more number of nodes are in 

the active state. This is essential to create more 

number of ways to enhance the security level.  

Power efficiency, Node Density and Reliability, 

Adaptive security, Self configurability, 

Simplicity and local ID can be increased by the 

method of tampering[18-23]. 

         Wireless networks are exposed to security 

molest due to the broadcast nature of the 

transmission medium.  There was more 

possibility for the wireless networks to be in the 

dangerous environment.  This is because the 

surrounding materials may be very harmful and 

are prone to the continuous changes in the 

environmental conditions.  Thus, the wireless 

sensor nodes has to be protected in the safest 

place and has to be verifies its safety[24]. 

            The two important techniques that are 

very essential for the securing of nodes are 

Authentication and the encryption of the data.  

Thus the encrypted will be certainly assure the 

password security.  The other important method 

is the communication between the nodes.  The 

nodes have to be communicate effectively so the 

commands are shared with the neighboring 

nodes. The Asymmetric cryptography is 

repeatedly too pricey for numerous applications.  

Thus, cryptographic alternatives are found to be 

the most effective method of replacement. 

           Symmetrical cryptography is not a 

versatile method as Asymmetrical cryptography.  

This is because the usage of encryption 

technique in the process of password 

verification, more number or bits has to be 

transmitted.  This transmission creates the delay 

in process[25].  The nodes are found to be in the 

idle state for a long time as the encrypted data 

requires more intermediate processes before the 

transmission and the further authentication. 

II. RELATED WORK 

 A multi-agent coverage organize 

proposal in wireless sensor networks 

known as Distributed Value Function 

was incorporated with a sheltered 

Topology Maintenance Protocol. A 

exposure control scheme was used 

which maximizes the coverage per unit 

energy consumed and countermeasures 

sleep deprivation, snooze furthermore 

network changeover attack in WSNs.          

 The connectivity of each node and its 

adaptive contribution in the multi-hop 

network topology based on the 

deliberate operating province in case of 

the ASCENT. 

 PEAS Expand device performance time 

by preserving only a required set of 

sensors operating and placing the rest 

into sleep mode[26]. Sleeping ones 

wake up now after which, probing the 

local surroundings and replacing failed 

ones. The napping periods are self-

adjusted dynamically, in an effort to 

keep the sensors’ wakeup rate roughly 

constant, hence adapting to high node 

density. 

 Effective rejection in the number was 

possible DPCCP+SPAN the number of 

vigorous sensors and prolong the 

network lifetime on the precondition of 

probabilistic coverage-preserving and 

network connectivity. 

 Crippling attacks against all the 

networks were described and imply 

countermeasures and design 

consideration. This is the first such 

scrutiny of sheltered muting in sensor 

networks. 

  A battery-aware routing metrics turned 

into delivered which no longer handiest 

contend with the battery reserve inside 

the nodes within the routes, however 

also the number of acquaintances these 
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nodes can doubtlessly intervene, and the 

energy reserve of those acquaintances, 

such that the power due to overhearing 

is minimized in the course of the 

community, specially while the 

acquaintances are battery-poor. 

      III. EXPERIMENTAL WORK 

             Whenever the data is transmitted 

between the server and the client, there was 

a possibility for hacking or being traced by 

any third party.  This third party access is 

very dangerous and it will leads to many 

severe consequences.  The protocol such as 

Transmission Control Protocol has some 

control over the transaction between the 

server and the client. This was possible by 

splitting the connection into two new 

different techniques[27].  When the 

connection gets interrupted, the attacker will 

be talented to read, insert and modify the 

data during the process of communiqué.            

 

 

 

              The http connection may also be 

affected by the man in the middle attack.  The 

only difference exists between the previous case 

and the http connection was that the SSL 

sessions are established in two different ways, 

each through a different TCP connection[29].   

The browser has the tendency to establish a SSL 

connection with the web server. The usual alert 

given to the browser for warning is that the not 

valid state of the digital certificate.   When the 

user is not aware of the threat, there was a 

possibility for the serious issues to be happened.  

Thus care is very essential in the process of data 

transmission.  For some instance, The server 

certificate can be compromised by the attacker 

by sign in as the original user by actually 

hacking the data of the actual user.  The sign in 

by the trusted party was the only case to prevent 

the data.  The original website of the data and all 

the credentials regarding the data has to be 

prevented.      

              

        The Man in the Middle was mentioned as 

not only as the attack technique but also as the 

expansion stair of a web application and it is 

unmoving used for Web susceptibility 

assessment.                

 

MITM Attack tools 

           The tools that are used to understand the 

MITM assault was predominantly competent in 

LAN network environments.  This is since they 

can execute some extra functionality, like the 

spoof capability that will permit the interception 

of the communiqué among the hosts[28].               

 PacketCreator 

 Ettercap 

 Dsniff 

 Cain e Abel 

Cross-site Scripting (XSS) 

            Cross-Site Scripting (XSS) attacks are a 

category of injection, in which the unwanted 

details are made to be inserted between the 

actual data of the original website.  The attack 

can influence the credits of the original website 

by adding some false details in the website.  

This was very similar to the intrusion technique.  

The data thus intruded wrongly was said to be a 
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malicious code. This kind of data will causes the 

adverse effect mainly in the browser side and it 

will also the affects the different end user in the 

ultimate different ways. These attacks are made 

to be succeeded with the help of flaws.  They are 

extensive and they happen anywhere as a web 

application.  The input of the data was made to 

be encrypted and the value was made to be 

validating at the end user side by decoding the 

code to its original format. 

           Cross-Site Scripting (XSS) attacks occur 

when: 

1. The entrusted source which enters a data 

through the web application is most 

recurrently a web request. 

2. The data is integrated in dynamic 

contented that is sent to a web user 

without being validate for spiteful 

content. 

      The content which was actually intruded by 

the malicious code was made to be sent to the 

web browser.  The segment of JavaScript was 

often takes the HTML, Flash, or any other type 

of code which the user want can be executed.  

The XSS is the limitless order, it can transmit 

the private data and only the session 

information[30].  The attacker can redirecting 

the victim to the website which was created by 

him with the false intruded data.  The victim to 

the web content can be controlled by this 

process of controlling the vulnerable site.  The 

malicious operations can be performed by the 

attacker in many ways by the uses the actual 

users machine under the guise.  

Stored XSS Attacks 

          In this kind of attacks, the intruded data 

were made to be store permanently in the 

targeted server. The servers may contain the 

database, message forum, visitor log, etc.  Thus 

it was more dangerous than the previous attacks.  

The victim affected by the malicious script can 

access only the stored data and it was very 

vulnerable. The XSS which exists in the stored 

state will be termed as Persistent XSS.   

 

Reflected XSS Attacks 

             In this type of attack, the injected script 

will be reflected back to the web server, It was 

very similar to that of the error message, the 

search was continued to find the result of the 

process.  It may lead to some other effect such as 

sending a portion or a complete part of the 

message as input to the server, it was actually 

taken as the input by the server.  The reflect 

attacks are then deliver to the victims through 

some other route.  Some of the possible routes 

are e-mail message, or some other web-site.  

Whenever the user was wrongly directed to click 

on the malicious link, a specially crafted form 

was submitted without the actual knowledge of 

the user, or they may be happened to be browse 

on the malicious site,  The code thus injected 

will be travelled to the vulnerable website 

without any proper intimation to the user[31].  

This will affects the browsing status of the user 

to the very long extent.  Then browser was 

happened to be redirected to their actual 

requested website that comes from the trusted 

server.  This kind of Reflected XSS was also 

referred to as Non-Persistent. 

SQL Injection 

          A SQL may happen to be affected by the 

attack such as insertion or intrusion of the wrong 

code.   This intrusion will happen by passing the 

SQL query using the input data from the client 

to the application.  This kind of injection may 

happen to read the susceptible data from the 

database, it will then transform or modify the 

data by means of certain process such as 

Insertion, Delete, Update[32].  The 

administration operation on the database can be 

executed only by power failure the DBMS.  The 

satisfied of the given file can also be recovered 

in the DBMS file system.  In some of the 

peculiar cases, the commands were issued to the 

operating system.  In this type of injection, the 

SQL commands are injected to the data plane 

along with the actual participation in order to 
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affect the normal effecting of the predefined 

SQL commands.  
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Threat Modeling 

 In general, the SQL attacks are supposed to 

allow the attackers to enter the spoof 

individuality, they may be tampering with 

the already existing data, and that will 

causes certain issues related to the 

repudiation.  This includes the issues such 

as voiding transactions or changing balance.  

It allows the absolute revelation of all data 

on the system.  The data in the file will get 

destroyed or it makes the data to be 

unavailable to the user[33].  It was 

happened to become the administrators of 

the database server.  

 This kind of SQL Injection was very 

familiar among the PHP and ASP 

applications due to the commonness of older 

useful interfaces.  The programmatic 

interfaces are accessible due to this nature 

of the SQL. 

 Due to the prevalence of older practical 

interfaces, SQL injection has become very 

common among the PHP and the ASP 

applications. 

 J2EE and ASP.NET are found to be 

effortlessly subjugated SQL injections.  It 

was mainly due to the nature of the 

programmatic interfaces obtainable[34].  

 Based on the skills of the attacker, The 

severity of the SQL injection can be limited.  

To a lesser extent, the countermeasures for 

the defense were low privilege associations 

to the database server and so on.  SQL 

Injection was considered to be have high 

collision sternness. 

   SQL injection errors occur when: 

1. Data required for a program were 

entered from the entrusted source. 

2. SQL query were constructed from the 

dynamically entered data. 

 

   The main consequences are: 

 Confidentiality: The frequent problem 

faced by the SQL Injection vulnerabilities 

are loss of confidentiality and they hold the 

sensitive data. 

 Authentication:     Without any previous 

knowledge of the password, there was a 

possibility to connect to a system with some 

other user name and password.  It was 

mainly due to the poor SQL commands. 

 Authorization: It was possible to change 

the authorization information that was held 

in a SQL database.  It was possible through 

the unbeaten development of the SQL 

Injection vulnerability. 

 Integrity:   When there is a possibility to 

read the sensitive in turn, then there is also a 

possibility to make changes in the in 

sequence with a SQL Injection attack.  

The platform pretentious can be: 

 Language: SQL 

 Platform: Any (necessitate interaction with 

a SQL database) 

        The common issue that was prevailing 

among the database-driven web sites was SQL 

Injection.  As in the software package with 

minimal user base, it was possible to easily 

detect and exploit the flaw[35].  The software 

package may be subjected to the attack of this 

kind.   

        The possibility to accomplish the attack 

was that placing a meta character into data input 

and the SQL commands in the control plane. It 

has to noted that it was not existing there before.  

It mainly depends on the fact SQL make no real 

difference among the control and data planes.          

Example 

In SQL: 

select id, firstname, lastname from authors 

If one provided: 

Firstname: evil'ex 

Lastname: Newman the query string becomes: 
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select id, firstname, lastname from authors 

where forename = 'evil'ex' and surname 

='newman' 

which the database attempts to run as: 

Incorrect syntax near il' as the database tried to 

execute evil.  

          A safe version of the above SQL 

statement could be coded in Java as: 

String firstname = 

req.getParameter("firstname"); 

String lastname = req.getParameter("lastname"); 

// FIXME: do your own validation to detect 

attacks 

String query = "SELECT id, firstname, lastname 

FROM authors WHERE forename = ? and 

surname = ?"; 

PreparedStatement pstmt = 

connection.prepareStatement( query ); 

pstmt.setString( 1, firstname ); 

pstmt.setString( 2, lastname ); 

try 

{ 

 ResultSet results = pstmt.execute( ); 

} 

 

Path Traversal 

            The path traversal attack was to get 

admission to files and directories which can be 

saved outside the internet root folder.  The 

reference files with “dot-dot-minimize” 

sequences and its variations may be used to 

manipulating the variables.  There became a 

opportunity to get entry to the arbitrary files and 

directories saved on report system inclusive of 

utility source code or configuration and essential 

system files.  The get entry to to documents 

became restrained by means of the device.  It is 

appropriate mainly inside the case of locked or 

in-use documents on the Microsoft Windows 

operating machine). 

         This attack is also identified as 

backtracking, directory traversal, and directory 

climbing. 

 

WORKING 

 

 

 

 

Access control check 

The access control check has to perform in 

order to ensure that the user is authorized 

for the request object or service: 

 The access control lists that are 

applicable to domain objects will use 

the instance-based security features. 

 The data values in the session were 

stored on render time and check the 

received values with stored values 

during the submit process. 

 The data sent by the user has to be 

checked in the data base for its nature of 

genuine values[36].  For an instance, when 

the account number was sent by the user, A 
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JOIN operation was performed between the 

ACCOUNT and USER tables in order to 

check the originality of the account details 

of the user.   

CONCLUSION 

         The threat of security issues in the 

topology of the wireless networks are 

prevented using this technique.  The need 

for security is made to be enhanced very 

efficiently. 
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