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ABSTRACT: 

                  The Proposed protocol for route discovery provides a strong security and anonymity 

protection and better scalability for mobile ad hoc networks. This Project aims to introduce 

Anonymous routing in Mobile Ad-hoc networks and also recover the undelivered route reply, to 

improve the performance of routing and then transfer the communication data with anonymous 

protection. The source node sends the RREQ packet to the intermediate forwarding nodes to 

establish an anonymous route to destination by route pseudonym approach, then the destination 

sends back the RREP packet to the source either in the same path where the RREQ forwarded or 

in new path. After the route establishment, the data is protected with cryptographic onion method 

and transfer between source and destination. If the RREP packets are not able to forward further 

due to network topology changes or network congestion, then the  undelivered RREP packets are 

handled in two possible ways: looking up the route cache for an alternate path otherwise 

conducting a one-hop route discovery. 
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Introduction: 

Like many other protocols, BGP was designed long before security became a serious 

issue for the Internet. In particular, BGP does not have a built-in authentication mechanism to 

ensure that a message is really from the AS that is shown as the source in messages. As a result, 

BGP retains a number of vulnerabilities, despite extensions designed to shore up its security. 

Fortunately, many of the methods developed over the years to improve BGP’s dependability also 

contribute to security against outside attackers. For example, route flap damping and 

ingress/egress filtering policies have helped to make BGP both more stable and more secure. In 

addition, the more precise addressing allowed by classless inter domain routing (CIDR) makes it 

possible to refine the handling of prefixes in BGP, providing a further level of protection from 

accidental or malicious changes to routing tables. Insider attacks, either malicious or accidental, 

are a second concern[1-7]. Some of the countermeasures discussed in this document help resist 
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both external and internal attacks, but threats from insiders require extra measures of access 

control enforced within an organization. 

One of the primary risks from attacks on BGP is loss of connectivity between critical 

portions of the Internet; that is, email, e-commerce, and Web accesses would not function. 

Because of the volume of commercial transactions conducted over the Internet, plus increasing 

use of the Internet for voice communications (voice over IP [VOIP]), such an outage could have 

a significant impact on the economy, and possibly interrupt critical functions such as emergency 

services communications. The outage could be either widespread, affecting large portions of the 

Internet, or a targeted denial of service attack against a particular organization’s network[8-15]. 

A second security concern for BGP is confidentiality, particularly the confidentiality risks 

arising from misrouting of packets. Internet communication is not secure unless special measures 

are taken, such as encryption, and most users do not encrypt email or other traffic. An 

eavesdropper could mount an attack by changing routing tables to redirect traffic through nodes 

that can be monitored. The attacker could thus monitor the contents or source and destination of 

the redirected traffic, or modify it maliciously. 

This section explores significant risks to BGP operation and outlines countermeasures 

that can minimize these risks. Countermeasures are rated for effectiveness and cost as Low (L), 

Medium (M), or High (H). These ratings are necessarily subjective and intended as an 

approximate guide only[16-20]. Actual cost and effectiveness will vary with the installation. 

Comprehensive BGP security solutions have not yet emerged and current “best common 

practices” are somewhat overlapping, confusing in scope and applicability, and often neglect 

cost/benefit tradeoffs. The following sections provide more specific configuration details and 

checklists of security-related features to assist in procurement of BGP equipment.  

Generic Attacks 

As with other networked devices, routers are subject to denial of service, unauthorized 

access, eavesdropping, packet manipulation, session hijacking, and other attacks. Attacks on 

BGP, detailed in the next section, are extensions or specializations of these. 

Denial of service, potentially the greatest risk to BGP, occurs when a router is flooded 

with more packets than it can handle. The attack often involves a large number of compromised 

hosts (a distributed denial of service attack). A denial of service attack could come about through 

a number of ways, including– Starvation – a node receives fewer packets than it should because 

traffic is sent to nodes that cannot deliver it–  Blackhole – traffic is sent to routers that drop some 

or all of the packets–  Delay – traffic is forwarded through sub-optimal paths–  Looping – 

packets enter a looping path, so that the traffic is never delivered– Network partition – a portion 

of the network appears to be partitioned from the rest of the network because of faulty routing 

information– Churn – rapid changes in packet forwarding disrupt packet delivery, possibly 
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affecting congestion control  Instability – convergence to a single global forwarding state does 

not occur– Network overload – the network begins carrying an excessive number of BGP 

messages, overloading the router control processors and reducing the bandwidth available for 

data traffic– Router resource exhaustion – router resources (storage or processing cycles) are 

exhausted by excess BGP messages. 

Inducing a “BGP Wedgie” can be a potential attack vector. BGP wedgie refers to a stable 

but unintended (and generally undesirable) forwarding state (see RFC 4264). This condition can 

occur where states other than the intended forwarding state are equally stable and BGP 

converges to a stable state in a non-deterministic manner. RFC 4264 describes the potential 

security exploitation of BGP wedgies as follows[21-24]. A common theme of BGP wedgies is 

that starting from an intended or desired forwarding state, the loss and subsequent restoration of 

an eBGP peering connection can flip the network's forwarding configuration into an unintended 

and potentially undesired state. Significant administrative effort – based on BGP state and 

configuration knowledge that may not be locally available – may be required to shift the BGP 

forwarding configuration back to the intended or desired forwarding state. If a hostile third party 

can deliberately cause the BGP session to reset, thereby producing the initial conditions that lead 

to an unintended forwarding state, the network impacts of the resulting unintended or undesired 

forwarding state may be long-lived, far outliving the temporary interruption of connectivity that 

triggered the condition. If these impacts of BGP wedgie, including potential issues of increased 

cost, reduction of available bandwidth, increases in overall latency or degradation of service 

reliability, are significant, then disrupting a BGP session could represent an attractive attack 

vector to a hostile party[25-29]. 

Unauthorized access can occur when default passwords and community strings (which 

control access to Simple Network Management Protocol [SNMP] services) are not changed, or 

passwords are guessed. Social engineering or exploitation of software flaws may also lead to 

unauthorized access. 

Eavesdropping of BGP packets may occur anywhere on the path between routers, since 

BGP messages are not encrypted, or BGP may be exploited to allow eavesdropping on 

application data packets. 

Packet manipulation methods include inserting false IP addresses to gain access or inject 

false data into routing tables, or rerouting packets for purposes of black holing, eavesdropping, 

or traffic analysis[30]. 

Session hijacking occurs when an intruder uses falsified packets to take over or continue 

an authorized session. 

Potential Attacks on BGP 
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While not an exhaustive list, the attacks discussed in this section are the most common that are 

likely to be a concern for BGP. Some, such as spoofing and session hijacking, are variants on 

common TCP/IP protocol attacks, while those that involve route manipulation are more specific 

to BGP and related routing protocols. Since BGP runs on TCP/IP, any TCP/IP attack can be 

applied to BGP. As noted, denial of service and eavesdropping are among the primary risks from 

BGP attacks, but a number of subsidiary issues are involved, as detailed in an IETF RFC 4272, 

BGP Security Vulnerabilities Analysis [31] (terms explained below are often seen in discussions 

of BGP vulnerabilities). 

Peer Spoofing and TCP Resets 

Spoofing attacks are a concern for all network protocols. Spoofing refers to transmission 

of packets that are modified to make them appear as if they originate from somewhere other than 

their true source. With ordinary TCP connections under IPv4, it is easy to disguise the source 

address of an IP connection. When applied to BGP, this means that the spoofed source must be 

that of one of the BGP speaker’s peer routers. The goal of the spoofing attack may be to insert 

false information into a BGP peer’s routing tables. Peer IP addresses can often be found using 

the ICMP traceroute function, so BGP implementations should include countermeasures against 

this attack[32]. 

A special case of peer spoofing, called a reset attack, involves inserting TCP RESET messages 

into an ongoing session between two BGP peers [5][66]. BGP is carried over TCP (the same 

protocol used for common Internet communications such as Web browsing). By monitoring 

communication between two BGP peers, an attacker may gain enough information to send a 

forged reset message to one of the routers (see Figure ) 

 

 

TCP reset 

 

 

 

 

                                               Figure .TCP Reset Attack 
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Conclusion: 

By using Technology Linux,NS2(N/w simulation tool),Nam(animator) the system is 

partially tested. In this paper, it is presented three statistical algorithms which detected SYN 

flooding attacks namely CUSUM, adaptive threshold and k-mean cluster for detecting anomaly 

packets in real time. The algorithms were implemented and their performances were tested using 

KDD CUP 99 dataset. Our investigations considered different parameters i.e. detection rate, false 

alarm rate, and intensity of attacks[33-36]. Based on the above experiments, the CUSUM 

algorithm has better performance in capturing high and low intensity attacks with high detection 

probability and low false alarm rate .On the other hand, the adaptive threshold and k-mean 

cluster showed better performance in capturing high intensity anomaly packets while in the case 

of low intensity attacks its performance deteriorated with high alarm rate. 

Future work: 

Ongoing research primarily focuses on traffic anomalous features of inbound and outbound 

traffic of production networks and it also provides us with a defensive mechanism at an earlier 

stage of the attacks which causes a denial of service. 
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