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Abstract

Reliable safety critical systems are designed to be fault
tolerant and impose high dependability with reliability re-
quirements. Scheduling such systems is hard in traditional
event triggered systems and becomes difficult as complex-
ity increases. Time triggered systems with timing guaran-
teed in task activation, avoiding the risk of missing a crit-
ical deadline, overcoming the problem of time predictabil-
ity. As time triggered paradigm is taking control in safety
critical applications, progressively scheduling strategies to
be more robust and optimal in resource allocation. Previ-
ous work has been on handling the schedule of messages
within the time triggered protocol for a given TDMA con-
figuration. Sequence and lengths of the slots in a TDMA
round are determined to reduce the delay. Greedy heuris-
tic and meta-heuristics like Simulated Annealing, Genetic
algorithms etc., are investigated for better optimization on
Time Triggered systems. The Greedy Algorithm works on
arriving at global optima by selecting a local optimum. The
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worst case here is the visit of all the nodes for best possible
solution. In Simulated Annealing each member in neigh-
bourhood is selected randomly and the algorithm deter-
mines the movement to next state. Simulated Annealing
parameters make easy finding near-optimal solutions in rea-
sonable time. The Genetic algorithm operates on given pop-
ulation of potential solutions to find those that come near
some criteria or specification. At each generation, a new set
of approximations are obtained or created according to their
level of fitness in the problem domain propagating them
together using operators borrowed from natural genetics.
The Genetic algorithm is based on fundamental genetic op-
erations such as selection, crossover and mutation, used to
modify the solution to obtain appropriate resultant offspring
passing on features to succeeding generations. Genetic Al-
gorithm scheduling in fault tolerant time triggered archi-
tectures show significant performance improvement when
nodes are large in number and guaranteed for optimal solu-
tion.

Key Words : Safety Critical Systems; Time triggered
Systems; Scheduling Algorithms.

1 Introduction

A system is said to be critical, if its malfunction leads to economic
loss and /or loss of life. Hence the system to be safety critical should
possess highest level of safety integrity; malfunction may cause se-
rious consequences [1]. Reliability is the probability of no failures
in the interval; this is the measure of performance for fault toler-
ant systems. Hence for applications of high level of safety, fault
tolerant system design is a must [2]. Dependability is the ability
of a system to deliver service that can be trusted justifiably. The
service delivered by a system as it is perceived by other which is
interacting with it [3]. So the systems required to function prop-
erly while obeying the properties of cost and performance, further
providing high dependability despite fault occurrences.

A real-time embedded system has to satisfy certain requirements
on cost, performance, dependability, etc. Timing requirements for
hard real time systems is extremely important. A real time system
implementing such requirements in order to function correctly has
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to meet its deadlines. Scheduling of such systems in traditional
event triggered systems is hard and becomes more difficult as com-
plexity increases by addition of functionalities and heterogeneity.
Time triggered systems with timing guaranteed in task activation,
avoiding the risk of missing a critical deadline, and overcoming the
problem of time predictability. Communication and processing ac-
tivities in time triggered systems are initiated at predetermined
points of time. There is only one interrupt i.e., clock, which par-
titions the continuous time into sequences of equal space. A time
triggered activated task has fixed activation period which makes
scheduling of tasks (static) offline. This overcomes the major prob-
lem of event-triggered architectures of non-determinism. That is
no guarantee of successful transmission of message [4].

As time triggered paradigm is taking control in safety critical
applications, progressively scheduling strategies to be more robust
and optimal in resource allocation. Previous work has been on han-
dling the schedule of messages within the time triggered protocol for
a given TDMA configuration. The Sequence and the slots lengths
are determined in a TDMA round to reduce the delay. Greedy
heuristic and meta-heuristics like Simulated Annealing and Genetic
algorithms are investigated for scheduling on time triggered systems
to get better optimization.

The next section discusses the architecture of time triggered
systems over which the scheduling of tasks for particular nodes is
obtained. The scheduling algorithms can be of any type, but here
we used general optimization algorithms which are discussed in the
following section. The results and discussions show the comparative
analysis of the algorithms suitability to time triggered approach in
the final section.

2 Time Triggered Systems

The time triggered paradigm systems are designed to be fully syn-
chronous and are built around time triggered network used for mes-
sage transmission and also for synchronization [5]. The main ad-
vantage of this system is composability and transparent implemen-
tation of fault tolerance, which makes it suitable for safety critical
applications. The communication controller in the time triggered
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architecture disassociates the host subsystem from the communi-
cation subsystem. The communication between the nodes is per-
formed by using time triggered protocol TTP/C [6]. The TTP/C
protocol manages the exchange of messages between the nodes of
cluster. According to the static schedule the communication subsys-
tem decides transmission and reception of messages of a particular
node is relevant or not.

The TTP/C network consists of two channels, replicating each
other are connected to nodes or electronic modules as shown in
figure 1(a). The electronic module or node consists of host and
communication subsystems. The host subsystem executes the ap-
plication, may be an activator or a sensor. The communication
subsystem is a communication controller executing the TTP/C pro-
tocol. This node or electronic module is replaceable in case of fault,
hence referred to as Smallest Replaceable Unit (SRU). A fault tol-
erant unit (FTU) is the combination of one or two electronic mod-
ules and the electronic module and the network is called the cluster
[7][8][9]. A particular service is delivered by the FTU even if an
electronic module fails form the group.

The bus accessing scheme is derived from the global time no-
tion controlled by cyclic time division multiple access, where every
active module has its own TDMA slot. Each electronic module
sends its message in the TDMA slots allocated to it. The sequence
of TDMA slots forms a TDMA round (Figure 1(b)). After com-
pletion of TDMA round another TDMA round starts with same
access pattern but possibly with different message. The number of
TDMA rounds determines the cluster cycle length. When the clus-
ter ends, the transmission pattern starts again in new cluster cycle.
The system does two types of schedules; communication schedule
and scheduling of individual node. All the nodes in the system
share same network for message transmission and reception which
is basically broadcast type. As different tasks are performed by the
node, the node scheduling is different and it should be predefined.
The operating system has to execute this schedule in time triggered
manner.

A temporal firewall is created by the communication network
interface (CNI) between the host subsystem and the TTP/C com-
munication controller to prevent propagation of errors. Any single
hardware failure is tolerated and if any malicious host produces er-
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roneous data can never interferes in correct operation of the cluster.
That is fail silence condition in temporal domain is guaranteed by
the TTP/C communication controller. Thus the system becomes
fault tolerant and applicable to safety critical systems like automo-
tives, avionics, railways etc, [10].
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Figure 1. (a) TTA scheme with Electronic modules connected by
replicated communication channels (b) Cluster Cycle Representa-
tion.

3 Scheduling algorithms

3.1 Greedy Algorithm

The Greedy Algorithm takes decision incrementally in small steps
without going back to the same state. The decision on each step is
to improve the current state in a myopic (narrow minded) fashion
without thinking of global situation. The decision could be fixed
and often based on some simple priority rules. Here, the node
selection based on the priority that a node is ideal and not blocked
for malicious data transfer. Let N={1,2..n} be the set of nodes
available of use and each node is selected for task execution with a
starting time of s; and finishing time f;, i.e, between s;, f;. Here, the
execution time, all the tasks are sorted from least to the maximum.
Then the task allocation to the nodes is selected greedily going
down from the list by picking which node is suitable for the current
task. The running time depends on what type of sorting algorithm
is adopted. The sorting part can be as small as O(nlogn) and the
other part is O(n).

Rset is the set of all requests
Xset is empty (Xset will store all the tasks that will be scheduled)
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While Rset is not empty
Choose i € Rset such that finishing time of i is least
Add i to Xset
Remove from Rset all requests that overlap with i
Return Xset

Considering the greedy nearest neighbor heuristic the sorting
part can be raised to O(n2). The advantage of this algorithm is
easy to design and implement, also runs fast since it is very simple.
Greedy Algorithm works on arriving at global optima by selecting
a local optimum. The optimal solution to the problem is derived
from optimal solution of the sub problem, looking like a dynamic
programming. The worst case here is to visit to all the nodes for
best possible solution. Even then we cannot expect to obtain the
overall optimum solution from greedy algorithm.

3.2 Simulated Annealing

Simulated annealing is a meta-heuristic which relies on local search
[11]. Simulated annealing is metallurgical process of heating and
then cooling it to a steady organized state. The algorithm chooses a
neighbor randomly and then determines whether to move on to the
next state or not i.e, solution is generated by a suitable mechanism
having the change in cost function. If cost function is reduced, the
current solution is replaced by the generated neighbor. If increased,
the generated neighbor replaces the current solution with an accep-
tance probability function is given by EXP(-f[j|-f[i]/T) where f[j]
is generated state and f[i] is the present state. The T is a con-
trol parameter, temperature. The small increase in f is more likely
accepted than large increase, and also most of the generated neigh-
bors are accepted when T is high, they are rejected if T approaches
to zero. The initial temperature is always kept high so that it
does not get trapped in local minima; the algorithm thus generates
some neighbors at each temperature as it drops. Simulated an-
nealing algorithm is guaranteed to get near optimal solution with
a reasonable amount of computation time [12][13].

Generate a random solution Xm
For i=1 to ¢ (no of iterations)do
Generate a random solution Xi;

6
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Generate a new solution X, for Xy;
If X, is better than Xm
Xm is updated with X,
Endif
Endfor
Return the best solution

3.3 Genetic Algorithm

Genetic Algorithm is a search heuristic employs the processes found
in natural biological evolution, introduced by John Holland in 1970[14].
The Genetic algorithm operates on given population of potential so-
lutions to find those that come near some criteria or specification.
To do this, the algorithm applies the principle of survival of the
fittest to find better approximations. For each evolutionary step
called generation, according to their level of fitness in the prob-
lem domain, a new set of approximations are obtained or created,
these are propagated using operators borrowed from natural genet-
ics. This creates evolution of populations of individuals that are
better suited to their environment than the individuals (parents),
just as in natural adaptation. The Genetic algorithm is based on
fundamental genetic operations such as selection, crossover and mu-
tation, used to modify the solution to obtain appropriate resultant
offspring passing on features to succeeding generations.

Genetic Algorithm considers many points in the search space
simultaneously and provides rapid convergence to a near optimum
solution. But Genetic algorithm suffers from the problem of ex-
cessive complexity in too large problems. Genetic algorithm is an
iterative procedure that consists of a constant-sized population of
individuals represented by a finite linear string of symbols, called
the chromosome, encoding a possible solution in a given problem
space, referred to as the search space or state space. The search
space comprises of all probable solutions to the optimization prob-
lem. At every step of evolution, called the generation, individuals
of the current population are decoded and are evaluated according
to a fitness function set for a given problem. The probable number
of times an individual is selected is more or less proportional to
its relative performance in the population. Between two preferred
individuals, Crossover is performed to form new individuals by ex-
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change of part of their genomes. By introducing mutation operator
in between premature convergence can be avoided.

t := 0; initialize time
Initialize population N(t);
Evaluate fitness of population N(t);
While not complete do
t:=t+4 1
N’(t) := select parents N(t);
recombine N’(t);
mutate N’(t);
evaluate fitness of N’'(t);
N := survive N,N’(t);
End while

The feature of each candidate solution is measured by the fit-
ness function, according to the given optimization objective. This
is used to help determine which chromosomes are retained in the
population as successive generations are evolved. The fitness func-
tion is calculated for each chromosome, and is determined by the
number of tasks in the chromosome that meets their deadlines. In
tasks scheduling algorithms, the three main elements that must be
included in the chromosome format are: the list of the tasks to be
scheduled; the order in which these tasks should execute on a given
processor; the list of the processor on which these tasks should be
assigned to.

In Crossover operation all the members of the population are
grouped (randomly) into subsets of two chromosomes per set. Af-
ter a randomly selected point the processor part of the gene in
the chromosomes pair is swapped. This is equivalent to assigning
some tasks to different processors. This operation is called as sin-
gle point crossover. There are many alternative crossover methods
available, the most well known one is two points crossover. Rather
than selecting one crossover point and swapping the tail of the two
chromosomes, by two point crossovers selects two random points in
the chromosomes and swaps the information in between.

In Genetic algorithm, mutation can be realized with a certain
probability of random deformation of the strings. The positive
effect is preservation of genetic diversity and, as an effect, that
local maxima can be avoided. The mutation rate indicates the
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probability that a cell will be changed. Thus, the expected number
of mutations per individual is equal to the mutation rate multiplied
by the length of an individual. If a cell is selected to be mutated,
then either the processor number or the task of that cell will be
randomly changed.

4 Results and discussions

In order to evaluate the heuristic algorithms for task allocation the
experiment was run on Intel core 2 duos, 2.6Ghz PC with travel-
ling salesman problem mapping. Here, we considered 20 nodes that
are randomly placed over which the tasks were scheduled. The al-
lotment of tasks, which are non-preemptive, over the nodes, was
optimized by first with Greedy Nearest Neighbor algorithm and
found to be pretty fast in allotment but it was not the optimal so-
lution. Although the best solution is obtained with fixed iterations,
and every time new best value is obtained. Thus, we can say that
Greedy Nearest Neighbor with good sorting process found to be
suitable for less number of nodes, as the nodes increased there is
lesser chance to reach the optimal solution.

In the Simulated Annealing process the potential issues were
dependent upon computation time, probability of acceptance, lo-
cal optima, and cooling schedule. For better results the cooling
should be slow, here it was kept at 0.97. Thus, the computation
time increased progressively as the nodes increased. If the initial
temperature is high the iterations have to be increased, so also the
computation time increases. The probability of acceptance depends
upon the temperature and its cooling schedule, initial temperature
of 2000 value was considered and maximum iterations were limited
to 2000, and then found that computation time increased as the
nodes were increased from 20 to 100. If we add more constraints
to the problem like disintegration of faulty nodes and erroneous
data of electronic module, more local optima are created. With
this problem the probability that solution may be struck in one of
the local optima and chance of achieving the best results i.e, global
optima is reduced. As we ran progressively the schedule pattern
changed due to the above problem.

When we used the Genetic Algorithm for the above problem,
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we found the computation time is little bit high and obtained the
best solution, which is the optimal solution. The results obtained
show that approximately 15 - 60% scheduling time is reduced. This
was due to increased number of nodes from 20 to 100 with same
constraints. The figure below shows the scheduled distances for 20
nodes.
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Figure 2: Best solution with (a) Greedy nearest neighbor (b) Sim-
ulated Annealing and (c) Genetic Algorithm

From the above discussions it is found that the best solution for
optimized allocation of tasks to the nodes depends upon the number
of nodes and number of tasks. The experiments were carried out
with the nodes providing composability i.e, fail safe property of the
architecture. With fewer nodes and less constraints, the scheduling
can be simpler with Greedy algorithm. Whereas for large number

10
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of nodes the simulated annealing can be used, although constraints
increases the computation time increases and it may not yield to
global optimum solution. The best results are with the use of Ge-
netic algorithm, even though the number of iterations it takes is
larger but best result can be obtained, which can be the optimal
solution. If multiple schedules are used, the scheduling time can be
decreased drastically by using Genetic heuristic algorithm.
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