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Abstract

DTN (Delay Tolerant network) is created to adapt to
irregular connectivity and long delay in remote systems.
Delay tolerance is a yet another major problems in sensor
networks focusing towards a neutral drop of packets and
messages are at higher concern. This improves overall per-
forms by analysing and retrieving fundamental transporting
units, that is appending a systematic procedure to black
list, mark and update the malfunctioning nodes. In this
paper, a systematic fault tolerance network is simulated us-
ing Statistical based detection of blackhole and grey hole
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attacks and a mathematical modelling cum proof of con-
cept is demonstrated. To recognize the misbehaviour of any
individual node, this paper characterizes proportion mea-
surements which differentiate the attackers behaviour and
the ordinary ones.

Key Words : Blackhole, Greyhole, fault tolerance,
SDBG, collision.

1 Introduction

SDBG has been proposed which detects both individual and colli-
sion attacks with high accuracy. We plan an identification scheme
which includes two procedures: individual and collision recogni-
tion. Upon experience, the nodes in the network exchange their
encounter records with one another and on the basis of that, they
judge the behaviour of the other nodes. To start with, the recog-
nition algorithm for individually attacking nodes will be executed
by judging member. This node calculates sending measurements of
a node which is being judged in turn thinks about those nodes in
terms of predefined thresholds. On off chance that edges are dis-
regarded, judging node diminishes trust in past judgment on one.
Something else, conspiracy discovery procedure carried by the judg-
ing node includes doubt and confirmation as the different stages of
procedure.

Improved IF plans ready to secure against sophisticated collu-
sion attacks by giving an initial estimate of reliability of sensors
utilizing inputs and outputs.We give an exhaustive experimental
evaluation of efficiency and effectiveness of our proposed aggre-
gation technique. The outcomes demonstrate that our technique
gives both higher accuracy and preferable collusion resistance over
the existing strategies. To the best of our insight, none of the ex-
isting system addresses on false information injection for various
straightforward attack situations, on account of a collusion attack
by malicious nodes in a way which utilizes high level learning about
information collection algorithm used.

2

International Journal of Pure and Applied Mathematics Special Issue

544



2 Literature survey

• According to [1], the exceedingly effective design and proto-
cols of the present Internet may work ineffectively in situa-
tions described by long delay ways and regular system seg-
ments. The design works as an overlay over the vehicle layers
of the systems it interconnects, and gives enter administra-
tions.

• According to [6] over the previous decade, mobile computing
and remote communication have turned out to be progres-
sively critical drivers of numerous new computing applica-
tions. The field of remote sensor organizes especially con-
centrates on applications including self-ruling utilization of
process, detecting, and remote specialized gadgets for both
logical and business purposes. This paper looks at the exami-
nation choices and plan trade-offs that emerge while applying
remote shared systems administration methods in a portable
sensor arrange intended to help natural life following for sci-
ence explore.

• According to authors of [10], the DTNs are helpless against
insider attacks, in which the genuine nodes are compromised
and the attackers alters the delivery measurements of the
nodes to dispatch harmful attacks in the systems. We as-
sessed our approach through broad simulations utilizing both
Random Way Point and Zebranet versatility models. Our
outcomes demonstrate that MUTON can identify insider as-
saults effectively with identification rate and low false positive
rate.

• According [15], in DTNs, malicious and selfish nodes may
drop the received packets. Circulated plan has been intro-
duced for distinguishing the dropping of data packets. This
paper includes a plan, in which a node has to store the notice-
able previous contact records, in the view of following reached
nodes, which recognizes the packets dropped in the network.
We likewise suggest a plan for mitigating misbehaviour with
the help of constraining packets quality sent to falsely behav-
ing ones.
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• In [18], experimental results have shown that the behaviour of
genuine connections in low-power remote systems, (for exam-
ple, remote sensor systems) strays to some vast degree from
the ideal binary model utilized in many number of simulation
studies. We give a comprehensive analysis of main causes of
asymmetry and unreliability.

3 System design

Fig 1.1 After creating the network topology, trust authority men-
tions a particular node to be a suspicious node. Data will be sent
through the intermediate nodes. The routing addresses will be sent
to the trust authority. Received encounter addresses will be com-
pared. If the encounter records are equal then the data will be
transmitted successfully otherwise that node will be marked as a
malicious node.

Fig 1.1 System design of SDBG
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4 Mathematical modelling

4.1 Network establishment

Normal nodes : { n1, n2, n3,...nn}
Where n is the maximum number of normal nodes
Network also consists of malicious nodes (m)
Where m can be a greyhole or blackhole node
Let us consider N is a network
Such that N = Sum(m, n)
That is m ∈ N && n ∈ N / Case 1: n 6 c m Y if n is originated

of N
Case 2: m ∈ n Y if m is a tampered

node

4.2 Transmission activation

Establishment and observation of Encounter records (ER) where
ER consist of ratio confidential of transmission

(ER)I > {(ER)i−1}N ]n + {(ER)j−1}N ]m
Where j=fake ratio of ER in m and trapped with n/(m,n ∈ N)

4.3 Scenario generation

Formation of attackers that is A is a node under N and is originated
in m / A ∈ m

Where A = A1, A2, A3, ...Aj

Where j is the maximum ratio of m
that is j < m && A ∈ j but j /c A.
Faking encounter records:
Assume (ER)matrix = {(ER)1, (ER)2, ...(ER)n}+ {(ER)m}
(ER)matrix = {(ER)1 + (ER)2, ... + (ER)n + (ER)j}
Y{(ER)i}matrix =

∑
( i = 0)N [(ER)i+1 < (ER)i] / Extract for-

warding ratio for transmission

4.4 Judgement node creation and validation

If (ER)i is computational aggregate for (ER)i−1 in N then regard
(ER) as judging node Validating of judged node under isolated at-
tack
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Threshold analysis (Td) = {T1, T2, ...Tn}/(ER)i ∈ Td

And Td >= (ER)I&Td ∈ (N)T
Where NT = {NT1, NT2, NT3, ...NT i}
Computing (Td)(ER)i that is 5 is the representation of (Td)(ER)i

5 = J{(NT )i < (ER)i}
Case 1: if J(ERi) + + that is confidence enhancement of judged

node
Else
Case 2: J(ERi) – && F(i)]m
Where F(i)]m is a flagging operation to identify as malicious

node but not confirmed

4.5 Validation and verification under performance
evaluation

On validation F = {F1, F2, F3, ...Fg}
F =

∑
[(Fi)conf ]N0 +

∑
(mj) + +

Monitor (mj) under successive transmission on record (perfor-
mance) Then repeat step 4 and 5 for confidence revaluation and
elimination

5 Evaluation

Fig 1.2 Packet loss ratio
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The packet loss of proposed system is zero whereas the packet
loss ratio of the existing system is much higher

Fig 1.3 Storage overhead

The storage overhead in the proposed system is lesser when
compared with the storage overhead of the existing system

6 Conclusion

Among the various risks to the wireless systems and delay tolerant
networks, blackhole and greyhole attacks are the most prominent.
Most of the previous works were on defending against the issues of
packet dropping in the delay tolerant networks, but among which
most of them failed to prevent the collusion attacks done by the
malicious nodes present in the network. This technique is centric
towardsSDBG attacks that can effectively prevent not only the in-
dividual attackers as well as coordinating attackers.

The simulation results say that packet delivery ratio achieved by
the proposed system is greater than the packet delivery ratio of the
existing system, packet loss ratio of proposed system is zero whereas
the packet loss ratio of the existing system is much higher, end to
end delay seen in the proposed system is much lower than the end
to end delay of the existing system and also storage overhead in the
proposed system is lesser when compared with the storage overhead
seen in the existing system.The future work will be to check the
reliability of a node in the network which is surrounded by malicious
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nodes and to encounter records of a node by its neighbours if one
particular node is a new node to defined network.
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