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Abstract

Organizations shifting towards Multi Cloud Computing
Systems (MCCS) for providing optimized services to users.
MCCS consists of more than one cloud to mitigate the risk
of service availability failure, data inconsistency, and ven-
dor lock-in. In general, there is no service provider owns all
the services that result in the total value being delivered to
a customer. Hence Service delivery today requires two or
more service providers working together efficiently to meet
customer requirements most economically. This gives birth
to multi cloud computing systems by combining best ser-
vices with core competencies provided by several different
providers into new value added service chain. This paper
proposes a novel software reliability assessment paradigm
consists of different levels of abstractions in MCCS by ex-
ploring the function of each component and provides plans
to implement the paradigm.

Key Words:Multi Cloud Computing System, Software
Reliability, Virtual Machine.
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1 Introduction

It is very difficult to locate 100% resources required for a service
in a single domain. This collection of services generally developed
and available in multiple different service domains [1] and a ser-
vice owner may not be able to directly control prerequisite services.
Service delivery today needs multiple clouds and multiple service
domains to work together in harmony throughout the entire lifecy-
cle of that service [2|. Enterprises looking for MCCS to gain the
advantages like

e To provide functional interfaces [3] that satisfy core value re-
alized through service composition [4].

e To Support end-to-end provisioning [5] process.

e Guarantee service assurance with QoS [6] and SLA confor-
mance [7].

e Provides event information for settlement and billing pur-
poses.

Well known multi cloud service providers include RightScale
[8], enStratus [9], Kaavo [10], mOSAIC [11] and Optimus [12].
These providers enhance the potential of multiple clouds by de-
ploying services on multiple clouds, in terms of workload schedul-
ing, data migration, and pricing, etc., to maximize utility in dy-
namic environments. The general performance metrics for evalu-
ating MCCS involves operational cost, network delay, service re-
sponse time and availability etc. Hence the QoS mechanism for
MCCS includes High-level applications, Programming paradigms,
and market mechanisms. Layered Software Reliability Assessment
Paradigm (LSRAP) supports these mechanisms.

2 Related work

Now a days software reliability assessment in MCCS is an innova-
tive theme for many researchers. Amir Vahid Dastjerdi [13] et al
focuses on improvement of reliability to support SLA negotiations
regarding resource utilization in cloud computing environment by

32



International Journal of Pure and Applied Mathematics Special Issue

providing Service Negotiation Framework (SNF). Victor Muntes-
Mulero and Peter Matthews [14] et al specifies the mitigation of
risk of various quality parameters like interoperability, integration,
availability etc in order to improve reliability in MCCS. Hang Wei
[15] et al assess the reliability of cloud application based on Semi
quantitative Information and Evidential Reasoning by describing 4
Level System Architecture (4LSA).

3 Proposed paradigm

The recent trends in the field of network technologies are likely to fa-
cilitate the shifting from the single cloud to Multi Cloud. Network
virtualization [16] techniques for distributed resources in various
administrative domains can support computational and network
resources from multiple clouds and network substrates to be inte-
grated into a single virtual resource. The main motto of proposed
paradigm is to avoid vendor lock-in [17]. The proposed paradigm
provides solution to

e Business by defining strategies, guidelines, mode of use that
reacts to changes of the offers by the providers.

e Semantic by constructing taxonomy for calls, responses and
provides standard interfaces for the functionality of multi
cloud.

e Application and services by facilitating automation or config-
uration of life cycle activities.

e Monitoring with rules, protocols, and standards in deploy-
ment or relocation.

e Maintaining the data with the help of the specificities of each
Cloud by network allocation and admission procedures.

In order to tackle all the above solutions, MCCS architecture is
developed by integrating task related proxies to a network in order
to facilitate services to cloud customers. A proxy [18] can be a node
that deploys a software instance for a user or a service provider can
be permit operations to carry out on its behalf. The controller
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component of proxies can work as intermediaries for merging dif-
ferent types of clouds. Hence in MCCS large pool of cloud service
providers are integrated to access the proxy which itself is a cloud
suggests proxy as service framework. The common technique for
accessing this environment is a third party proxy service provider
tackles the collaborated CSP providers as modeled in Fig 1.
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Fig 1: Layered Software Reliability Assessment Paradigm
(LSRAP)

LSRAP uses bottom up software reliability assessment method
which best suits for critical needs and identifies important param-
eters for evaluation. Bottom up approach supports accurate long
term performance and life models. This approach is ease in locating
problem areas at the low levels of an environment and also provides
ease in observing the results. Hence early assessment of reliability
is possible.

The heterogeneity of services [19] is a challenge for MCCS. A
methodology is needed to satisfy diversified service requests from
various user profiles. The optimal methodology that supports mul-
tiple criteria includes cost, policies, and performance. Diversity
occurs to both low and high levels, between virtualization tech-
nologies and programming environments. Generally, the MCCS is
hiding this heterogeneity which necessitates different levels of ab-
stractions in MCCS architecture results in layered software relia-
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bility assessment in MCCS.

3.1 Levels of Abstraction
Each cloud in MCCS has three layers like

e Application layer
e Virtualization layer

e Server Layer

3.1.1 Application Layer

Application layer provides user interaction with MCCS. Only the
required data for the user can be viewed without knowing finer
details regarding how his/her query is manifested by MCCS.

3.1.2 Virtualization Layer

Virtualization layer defines service load of user requests and also
describes the load balancing mechanism [20] for MCCS. This layer
assess the application reliability by considering three case studies
includes

1. If all VMs are deployed on different physical servers.
2. If all VMs are deployed on same physical servers.

3. If only a group of VMs deployed on different group of physical
servers.

3.1.3 Server Layer

Server layer allocates VM (Virtual Machine) required to process
user request and allocates required resources like CPU, memory,
Bandwidth etc to service the user request and defines resource
scheduling mechanisms [21]. Virtual Machines can be allocated
dynamically and also supports elasticity.
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3.2 Decision Mechanism (DM)

Based on availability of resources like CPU, bandwidth, hard disk
and memory etc, past history and service dependency data reliable
virtual machine is identified. Recourses are estimated by comparing
resources available with the resources requested. When requested
resources are less than the available resources, those VMs are con-
sidered as reliable. Past history is taken from the log of proxy
included in MCCS. After completion of the computing cycle, DM
adds checkpoint in the log there by maintaining a global state [22].
This past history is useful for system recovery when all VMs fail.
Service dependent data can be obtained by Cloudwatch API of
Amazon Web Services. It provides whole system visibility of run-
ning VMs by supplying different metrics through Cloudwatch API
like CPU utilization, bandwidth etc. Thus continuous supervision
of user specified system resources and services through time bound
checks on them by DM can take place.

3.3 Reliability Analyzer (RA)

Reliability Analyzer assesses the reliability of MCCS by combining
reliability of each level of abstraction.

4 Implementation and Evaluation
Amazon EC2 can be used to create VM instances and to set up

proxy in MCCS. With the help of AWS Management Console launch
a new instance by clicking on Launch Instances as in Fig 2.
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Fig 2: Launch Instances

Select number of instances using Launch Instance Wizard. Then
crate new VM by click on More Actions Get Windows Password
as in Fig3.

Launch Instance Wizard Cancel x

LARCH
Please review the information below, then dick Launch.
AMI Name: B windows Basic Microsoft Windows Server 2003 (ami-deddaab7, i386) Change
Number of Instances*: 1

© gg sman P

Instance Type (32 bit): M High-COU Mediu
(c1.medium)

(m1.smal)
Key Pair Name*: myfirstkeypair - [ creme |
Security Groups: [T - | (selected groups: default, rdp)

% Show advanced options

ou will b charged the hourly rate for any

* Required field
instances you launch until you successfully
shut them down.

Fig 3: Get Window Password

Then connect the VM to MCCS by AWS Management Console
Connect as in Fig 4.
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Fig 4: AWS Management Console
Install Free Proxy through wizard as in Figh.

wWelcome to the
FreeProxy/Freeweb Setup
wWizard

This will install FreeProxy version 3.92 on your computer

It is recommended that you close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup

] Cancel

Fig 5: Free Proxy Wizard

Launch Free Proxy Control Centre and start the Service mode.
Then select security options for MCCS and also change your browser
proxy settings and Log settings. After invocation of proxy as a
service, we implemented LSRAP with the help of Apache Tomcat
application server at the application layer, Cloudify for distribu-
tion and placement of VMs at virtualization Layer and Ganglia to
control and monitor at server layer. The performance of LSRAP is
compared with SNF and 4 LSA by taking two parameters response
time and invocation time into account is described by Fig 6.

Fig6...
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5

Conclusion

This paper illustrates an abstract idea of Layered software reliabil-
ity assessment paradigm with three layers and can be supported by
proxy as a service in MCCS. Amazon EC2 can be used for creation
of MCCS. But algorithms can be constructed for assessment of re-
liability of each layer to support dynamic and elasticity of MCCS
environment. Thus we contributed a novel paradigm which facili-
tates assessment of application reliability in an easy and compart-
mentalized evaluation mechanism.
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