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Abstract: The Machine learning algorithms have the 
benefit of making utilization of the capable Hadoop 
appropriated figuring stage and the MapReduce 
programming model to process information in parallel. 
Many machine learning calculations have been explored 
to be changed to the MapReduce worldview keeping in 
mind the end goal to make utilization of the Hadoop 
Distributed File System (HDFS). To develop a 
recommendation system for hazarded data. There is a 
need for a trust model, to improve the information 
retrieval services. It would implicates the data both 
implicitly and explicitly for validating the correctness of 
the data. In this paper a review is conducted from 
various storage data which implicate the need for a 
secure recommendation system to improve the customer 
reliability. 

Keywords: Recommendation system, Data analytics, 
Security, Trust. 

A recommendation system is developed to analyse the 
stored data Paddy et al, recommends a smartphones 
based system to display considerable effects in the field 
of healthcare and medicine. This article aims to 
reconnoitre that how smartphones and the Internet can 
progress medicines in healthcare for an imminent 
research. 

In the current contemporary era, wearable devices and 
supporting technologies have attached directly to a 
patient’s body as Bring your own device system. 
However, it could be monitored through smartphones 
and can be used to extent the bio-metric process 
including blood pressure, heart rate etc. it is extended to 
measure patient’s blood glucose. By designing such 
devices would reduce the patient’s travel long distances 
for medical check-ups. Except lab testing, many 
diagnostics testing services will be available on 
smartphones supported applications. 

The supporting applications could be deployable in 
mobile operating systems with current smartphone 
configurations, few medical supportable wearable 
devices. In mobile based applications need an operating 

system which could supports smartphones with a user 
friendly mechanism and monitor patient’s health 
ubiquitously with different geo graphic locations. There 
should be a reasonable quintessence on trust worthy data 
transfer for ensuring data exchange with in different 
applications inside the device and from wearable devices 
to smartphones. 

Azzedine Boukerche et al, developed a mobility model 
using Mobile healthcare services with the prospective of 
integrating the electronic device components for a 
modern healthcare system. However, it nattered its 
focused on proving nominal alternative solutions for 
social requirements. Wireless sensor is closely linked 
with the wearable and mobile communication 
technology for the advancement of digital hardware 
technologies. Applications with supporting conventional 
medical equipment’s with smart devices might monitor 
the circumstance in all situations would relatively 
increase the performance for the betterment of 
communication. 

Telemedicine system and Pervasive healthcare systems 
are two systems leads to communicate the high possible 
impact of continuous monitoring process. It could be 
analysed based on several technical testing and their 
experimental results are compared to the traditional 
schemes. These process improve the computation of 
various devices, genuinely for the improvement of 
communication in a secure manner and increase the 
reliability chart with self-deliberated model. An 
algorithm for ensuring the trust-based multicast scheme 
maintain the trust worthiness of data transfer in wireless 
systems computed with wearable device. 

Willian D et al, express the mobiles and wearable 
devices functionality which are used in Healthcare to 
transfer and monitor data ups and down deviations. It 
also explains the functionality of M2M (machine to 
machine) technology for vide range of transfer data to 
improve healthcare using technologies like Internet and 
5G. The usage of 5G network is not only for connecting 
different users but also to provide connectivity to all 
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possible devices and supporting application that benefits 
from network access. 

Mobile technology evolution is a comprehensive 
development of M2M communications and the IoT. 

Technologies: 

1. M2M/D2D communication. 

2. 5G network technology. 

Topic: Using Heterogeneous Wireless Sensor 
Networks in Tele-Monitoring System for Healthcare. 

Author: Juan M. Corchado, Javier Bajo, Dante I. Tapia, 
and Ajith Abraham 

This paper presents a distributed tele-monitoring system, 
aimed at improving healthcare and assistance to 
dependent people at their homes. The system 
implements a service-oriented architecture based 
platform, which allows heterogeneous wireless sensor 
networks to communicate in a distributed way 
independent of time and location restrictions. This 
approach provides the system with a higher ability to 
recover from errors and a better flexibility to change 
their behaviour at execution time. 

In this paper, they used SYLPH platform (Service layer 
over Light Physical devices) is based on service-oriented 
architecture (SoA) for integrating heterogeneous 
wireless sensor networks. 

Tele-monitoring System, which is used to gather context 
information automatically using several wsn’s. 

Technologies: 

 
1. SYLPH platform. 
2. Tele-monitoring System. 

Advantages: 
 

1. Reliability. 
2. Response time is less. 
3. Low cost implementation. 

Disadvantages: 
 

1. Privacy. 
2. Security. 

In future, learning and decision making 
capabilities/feature should be developed, where machine 
can take automatic decisions according to the situation. 

Gregory Gimpel et al, Medication Adherence is one of 
the most complicated task, where data analytics can be 
applied to get dangerous side effects to help healthcare 
workers or doctors to make databased decisions. 

Medical Adherence is taking medicines as prescribed by 
doctor that is taking right medicines with appropriate 
dose at right time. 

This paper includes, how side effects by medicines can 
effect on patient who are allergic to medicines. 

Five MA Technologies are: 
 

1. Smartphone reminder apps. 
2. Smart medication boxes. 
3. Smart pills. 
4. Wearable Sensors. 
5. Implementable devices. 

Advantages: 

 Doctors can prescribe the medicines according 
to patient’s adoptability. 

 Using smart pills, apps we can get patient’s body 
adherence. 

Everret Koop et al, In this paper, medical facilities are 
delivered to neighborhoods and individual homes, using 
computer technologies like tele-medicines. This 
decentralization could reduce costs enough provide all 
peoples/citizen with medical insurance coverage, This 
could benefits as well as providers. 

We have best healthcare in our country but it is not 
equally available to all citizen. Using cyberspace 
(Computer technology and Internet) the medication can 
be distributed to every citizen. 

Technologies: 
 

 Telepresence. 
 Home tele-health and remote monitoring. 
 Tele-surgery etc.. 

Advantages: 
 

 Cost effective: By eliminating large hospitals. 
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 Low cost Medicare for all citizens. 

Disadvantages: 

 Security: All Medicare method must be highly 
secured and reliable. 

 Availability: Mainly, we have to concentrate on 
this where one or other nurse/doctor must 
available at any time. 

 If the patient with emergency must give higher 
priorities. The assigning priorities according to 
patient health condition. 

 Trust-based Medicare and privacy must be 
included. 

Phillip A. et al, This paper explains about how IoT is 
used in Healthcare and Challenges. Applications which 
are used to track patient location, patient body 
temperature, blood pressure etc. These applications are 
used to maintain patients data and to get continuous 
notifications about patients. 

Challenges: 
 

 Security: IoT applications must be secured. 
 Loss of privacy: Privacy is important because 

patients except that private information will be 
remain confidential. 

 Trust: Information that is being delivered from 
sensors might appear to be correct. 

Advantages: 
 Applications are easy to use. 
 Secured, privacy and trusted application. 
 Easy to maintain and handle every patient. 

Disadvantages: 
 Although patient is having tracking system, still 

need human’s like nurses to monitor the 
applications every time. 

 High maintenance cost. 

Yanmin Zhu et al, This paper presents the design, 
implementation and evaluation of an efficient policy 
system called Finger, which enables policy interpretation 
and enforcement on distributed sensors to support sensor 
level adaption and fingers are connected by interfaces 
that define command and events. 

TinyOS v1.5 on the BSN hardware platform and nesC 
are used for development. 

Technologies/Systems/Methods 
 

 Finger Policy System 
 BSN 

Advantages: 

 Operations can be protected against 
unauthorized access. 

 With Finger, application development can also 
be accelerated since developers only need to 
focus on developing event sources and 
composing policies. 

In future conflict detection is to be deployed and 
compliance mechanisms. 

Ching-Hui Chen et al, Camera networks that capture the 
movement of individuals and vehicles in everyday 
environments are enabling novel applications in a broad 
selection of domains. In healthcare, for example, 
camera-based gait and posture analysis systems can help 
with the initial diagnostics of many movement-related 
disorders such as Parkinson’s disease, and caretaker can 
remotely monitor patients and interactively guide their 
health issues through webcams or depth-sensing 
cameras, such as Microsoft Kinect. 

While the role of markerless motion capture systems and 
camera networks in surveillance and physical security 
have been well understood, their impact in improving 
healthcare, elderly care, and distance education is only 
recently being appreciated. 

Technologies: 
 

 Teleimmersion. 
 3D free-viewpoint reconstruction. 
 Surveillance and target verification. 

Boyi Xu et al, The rapid development of Internet of 
things (IoT) technology makes it possible for connecting 
various smart objects with the Internet and providing 
more data interoperability methods for application 
purpose. The diversity of the objects in IoT causes the 
heterogeneity problem of the data format in IoT 
platform. The use of IoT technology in applications has 
spurred the increase of real-time data, which makes the 
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information storage and accessing more difficult and 
challenging. In this paper, a semantic data model is 
proposed to store and interpret IoT data. Then a 
resource-based data accessing method (UDA-IoT) is 
designed to acquire and process IoT data ubiquitously to 
improve the accessibility to IoT data resources. An IoT-
based system for emergency medical services to 
demonstrate how to collect, integrate, and interoperate 
IoT data flexibly in order to provide support to 
emergency medical services. The final result of this 
paper shows that the resource-based IoT data accessing 
method is effective in a distributed heterogeneous data 
environment for supporting data accessing timely and 
ubiquitously in a cloud and mobile computing platform. 

 Uses of IoT technology in healthcare not only 
bring benefits to doctors and managers to access wide 
ranges of data sources but also challenges in accessing 
heterogeneous IoT data, especially in mobile 
environment of real-time IoT application systems. The 
big data accumulated by IoT devices creates the problem 
for the IoT data accessing. 

 In this paper, they focused on unified data model 
and semantic data explanation by ontology in data 
storage and accessing. New challenges may exist in 
industries involved with long supply chain, as in these 
sectors, large numbers of companies are involved and 
the industry ecology becomes complex. As such it is 
difficult to apply an unified data model to the entire 
supply chain. The proposed UDA-IoT method is suitable 
for information-intensive industries, such as healthcare, 
in which relatively short value chains are involved that 
are suitable for applying standard data models through 
the entire business process. 

Daojing He et al, The development of medical sensor 
networks (MSNs) is imperative for e-healthcare, but 
security remains a formidable challenge yet to be 
resolved. Traditional cryptographic mechanisms do not 
meet given unique characteristics of MSNs, and the fact 
that MSNs are susceptible to a variety of node 
misbehaviour’s. In such situations, the security and 
performance of MSNs depend on the cooperative and 
trust nature of the distributed nodes, and it is important 
for each node to evaluate the trustworthiness of other 
nodes. In this paper, we identify the unique features of 
MSNs and introduce relevant node behaviour’s, such as 
transmission rate and leaving time, into trust evaluation 
to detect malicious nodes. We then propose an 
application-independent and distributed trust evaluation 
model for MSNs. The trust management is carried out 
through the use of simple cryptographic techniques. 

Simulation results demonstrate that the proposed model 
can be used to effectively identify malicious behaviour’s 
and thereby exclude malicious nodes. This paper also 
reports the experimental results of the 

Collection Tree Protocol with the addition of our 
proposed model in a network of TelosB motes, which 
show that the network performance can be significantly 
improved in practice. Further, some suggestions are 
given on how to employ such a trust evaluation model in 
some application scenarios. 

Unique Features of MSNs: 

Some differences between MSNs and MANETs (or 
WSNs) are listed as follows. 

1)  Data rate: Many MANETs and WSNs are employed 
to monitor events which often happen at irregular 
interval. On the other hand, MSNs are employed for 
monitoring 

human’s physiological activities and actions, which 
mayoccur in a more periodic manner. Hence, the 
applications’ data rates are relatively more steady. 

2)  Mobility: Nodes in an MSN are either static (e.g., the 
nodes in the hallways) or relatively static (e.g., all sensor 
nodes in the same person).  

3)  Latency: This requirement is dictated by the 
applications, and may be traded for improved security 
and energy consumption. 

The proposed trust evaluation model can be employed in 
various application scenarios (e.g., secure multicast, 
distributed data storage, and multimedia traffic security 
architecture). Here, we consider centralized malicious 
node detection and secure unicast routing as two 
examples. 

1. Centralized Malicious Node Detection. 

2. Secure Unicast Routing. 

In this paper, they have presented a novel distributed 
trust evaluation model for MSNs, where each node 
manages trust records of other nodes about performing 
some activities. Further, we showed the usage of the 
proposed trust model in a variety of application 
scenarios in MSNs such as centralized malicious node 
detection and secure unicast routing. The proposed 
model was evaluated using both computer simulations 
and experimental testbeds and has shown promising 
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results, in effectively identifying malicious nodes and 
improving packet delivery. 

Ping Jiang, et al, A big data solution is presented using 
wearable sensors capable of carrying out continuous 
monitoring of the elderly, alerting the relevant 
caretaker’s when necessary and forwarding relevant 
information to a big data system for analysis. A 
challenge for such a solution is the development of 
context- awareness through the multidimensional, 
dynamic and nonlinear sensor readings that have a weak 
correlation with observable human behavior’s and health 
conditions. To address this challenge, a wearable sensor 
system with an intelligent data forwarder is proposed in 
this paper. The forwarder adopts a Hidden Markov 
Model for human behavior recognition. Locality 
sensitive hash-ing is proposed as an efficient mechanism 
to learn sensor patterns. A prototype solution is 
implemented to monitor health conditions of dispersed 
users. Proposed work shown that the intelligent 
forwarders can provide the remote sensors with context-
awareness. They transmit only important information to 
the big data server for analytics when certain behavior’s 
happen and avoid overwhelming communication and 
data storage. The system functions unobtrusively, whilst 
giving the users peace of mind in the knowledge that 
their safety is being monitored and analyzed. 

This paper presents a big data pilot system for healthcare 
of the elderly that combines the two categories, i.e., 
autonomous problem determining and human problem 
determining, and covers the services of both continuous 
behavior monitoring and long-term health condition 
analysis. The system consists of a wrist-wearable sensor 
node for information collection, a mobile phone for user 
interaction and remote access, and a centralized big data 
system as a tool for health condition monitoring. For 
managing such a system, there is a tradeoff between 
distributed processing in the wearable sensors and the 
centralized analytics in the server cluster. Thus, an 
intelligent information forwarder embedded in the 
mobile devices is proposed in this paper to monitor the 
behaviors of a wearer continuously, alert a caregiver if 
any anomaly is detected, and transmit only the 
interesting information to the healthcare big data system 
for analysis. The intelligent information forwarder based 
on a hidden Markov model (HMM) makes the 
distributed sensors context aware and greatly reduces the 
communication loads and data storage for a large-scale 
system. 

The system connects with remote wrist sensors through 
mobile phones to monitor the wearers’ well-being. Due 

to a huge number of users involved, collecting real-time 
sensor information to the centralized servers becomes 
very expensive and difficult. However, such a big data 
system can provide rich information to healthcare 
providers about individual’s health conditions and their 
living environment. Therefore, this paper proposed an 
intelligent information forwarder embedded in a mobile 
phone. It can be configured by a user to determine under 
which circumstances data should be logged to the 
system. It uses an HMM to estimate a wearer’s 
behaviors, which includes an LSH table to determine the 
observation probability of a state. Considering nonlinear 
and high-dimensional aspects of the sensor observations, 
the LSH table is proposed to improve efficiency. It can 
be learned by inserting sample data and queried by 
checking their local density. Experiments have verified 
that the LSH-based behavior estimation is more efficient 
than the dimensional reduction method, which is 
important for implementation. 

Arshdeep Bahga et al, An information integration and 
informatics framework for healthcare applications 
leverages the parallel computing capability of a cloud-
based, large-scale distributed batch-processing 
infrastructure built with commodity hardware. The result 
is new flexibility for developers of advanced healthcare 
applications.  Because of the volume and variety of their 
data, healthcare applications providers and population 
health researchers face major challenges in integrating 
and effectively analysing healthcare information. 
Traditional health information technology (IT) systems, 
such as electronic health record (EHR) and personal 
health record (PHR) systems use different technical and 
semantic standards to represent and store data and are 
based on proprietary architectures. These client–server 
systems depend on local hardware, software, and data 
storage, and each system can have a different language 
and database technology. All these characteristics make 
it extremely difficult to accurately and easily integrate 
data from multiple, often conflicting, systems—yet such 
integration is key to developing advanced healthcare 
applications. Cloud-based systems allow data storage on 
external servers that developers can easily access, but 
interoperability remains a challenge, as the sidebar 
“Interoperability in Electronic Health Record Systems” 
describes. The challenge by creating a cloud-based 
approach for the design of interoperable EHR systems 
and incorporating it in the Cloud Health Information 
Systems Technology Architecture (CHISTAR), a 
prototype system that enables semantic interoperability. 
CHISTAR’s generic design methodology uses a 
reference model that defines a general-purpose data 
structure set and an archetype model that defines the 
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clinical data attributes. CHISTAR enables secure access 
to healthcare data, supporting features such as 
authorization, identity management, and authentication 
services. 

Frameworks used: 
 

 Data Integration. 
 Data Access. 
 Data analytics. 

Supporting Healthcare Applications: 
 

 PHR application. 
 HealthMapper application. 

Cloud-based applications built with the III framework 
have reduced infrastructure and operation costs. Client–
server applications require a team of IT experts to install, 
configure, test, run, secure, and update hardware and 
software. In cloud based applications, the cloud provider 
takes care of all those functions. 

Liviu Constantinescu et al, With the advent of 4G and 
other long-term evolution (LTE) wireless networks, the 
traditional boundaries of patient record propagation are 
diminishing as networking technologies extend the reach 
of hospital infrastructure and provide on-demand mobile 
access to medical multimedia data. However, due to 
legacy and proprietary software, storage and 
decommissioning costs, and the price of centralization 
and redevelopment, it remains complex, expensive, and 
often unfeasible for hospitals to deploy their 
infrastructure for online and mobile use. This paper 
proposes the SparkMed data integration framework for 
mobile healthcare (m-Health), which significantly 
benefits from the enhanced network capabilities of LTE 
wireless technologies, by enabling a wide range of 
heterogeneous medical software and database systems 
(such as the picture archiving and communication 
systems, hospital information system, and reporting 
systems) to be dynamically integrated into a cloud-like 
peer-to-peer multimedia data store. Our framework 
allows medical data applications to share data with 
mobile hosts over a wireless network (such as WiFi and 
3G), by binding to existing software systems and 
deploying them as m-Health applications. SparkMed 
integrates techniques from multimedia streaming, rich 
Internet applications (RIA), and remote procedure call 
(RPC) frameworks to construct a Self-managing, 
Pervasive Automated network for Medical Enterprise 
Data (SparkMed). Further, it is resilient to failure, and 
able to use mobile and handheld devices to maintain its 

network, even in the absence of dedicated server 
devices. We have developed a prototype of the 
SparkMed framework for evaluation on a radiological 
workflow simulation, which uses SparkMed to deploy a 
radiological image viewer as an m-Health application for 
tele-medical use by radiologists and stakeholders. We 
have evaluated our prototype using ten devices over 
WiFi and 3G, verifying that our framework meets its two 
main objectives:  

1) Interactive delivery of medical multimedia data to 
mobile devices; and  

2) Attaching to non-networked medical software 
processes without significantly impacting their 
performance. 

Consistent response times of under 500 ms and graphical 
frame rates of over 5 frames per second were observed 
under intended usage conditions. Further, overhead 
measurements displayed linear scalability and low 
resource requirements. 

This paper presented SparkMed, a framework to enable 
mobile access to multimedia medical data to a wide 
range of Internet-capable and mobile devices. They have 
outlined the functionality of the system, demonstrated its 
capability to interactively deploy medical multimedia 
systems to mobile device clients, and intelligently 
synchronize and propagate medical data from a variety 
of heterogeneous sources in a convenient, reliable 
manner without appending significant overhead to the 
underlying process. Prototype and case scenario 
evaluated the effectiveness of the SparkMed architecture 
in an environment designed to simulate a real hospital 
and telemedicine setting. Within the context of our 
simulated radiological workstation, our prototype 
demonstrated highly interactive usability and low 
overhead cost requirements, proving its suitability and 
effectiveness in similar hospital contexts. 

Ismail Hababeh et al, Many web computing systems are 
running real time database services where their 
information change continuously and expand 
incrementally. Web data services have a major role and 
draw significant improvements in monitoring and 
controlling the information truthfulness and data 
propagation. Currently, web telemedicine database 
services are of central importance to distributed systems. 
The increasing complexity and the rapid growth of the 
real world healthcare challenging applications make it 
hard to induce the database administrative staff. In this 
paper, they build an integrated web data services that 
satisfy fast response time for large scale Tele-health 
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database management systems. There focus will be on 
database management with application scenarios in 
dynamic telemedicine systems to increase care 
admissions and decrease care difficulties such as 
distance, travel, and time limitations. They propose 
three-fold approach based on data fragmentation, 
database web sites clustering and intelligent data 
distribution. This approach reduces the amount of data 
migrated between web sites during applications’ 
execution; achieves cost-effective communications 
during applications’ processing and improves 
applications’ response time and throughput. The 
proposed approach is validated internally by measuring 
the impact of using our computing services’ techniques 
on various performance features like communications 
cost, response time, and throughput. The external 
validation is achieved by comparing the performance of 
our approach to that of other techniques in the literature. 

They performed both external and internal evaluation of 
integrated approach. In the internal evaluation, they 
measured the impact of using techniques on WTDS and 
web service performance measures like communications 
cost, response time and throughput. The results show 
that integrated approach significantly improves services 
requirement satisfaction in web systems. This requires 
more investigation and experiments. The future work is 
to investigate approach on larger scale networks 
involving large number of sites over the cloud. They will 
consider applying different types of clustering and 
introduce search based technique to perform more 
intelligent data redistribution. Finally, introducing 
security concerns that need to be addressed over data 
fragments. 

Conclusion 

In the existing recommendation systems it is identified 
form the literature study, the stored data could be 
analyzed from the live comments or likes and dislikes 
climbed by customers and unknown users. It is 
considered and suggested as a recommendation of data 
retrieved form the knowledge base and presented to the 
users without focusing on any trust on processed 
information. There is a need for trust based information 
retrieval in all service combinations which are processed 
in all knowledge based systems.  
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