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Abstract— Cryptography is a method that has been 
developed to ensure the secrecy of messages and transfer 
data securely. The Advanced Encryption Standard (AES) 
is the newly accepted symmetric cryptography standard 
for transferring block of data securely. In any case, the 
normal and malignant infused shortcomings decrease its 
unwavering quality and may cause private data spillage. 
The objective of this paper is to find optimized fault 
detection schemes for reaching reasonable fault coverage 
in the high performance AES implementations. Keeping 
in mind the end goal to give minimal effort many-sided 
quality signature, two arrangements of blunder sign 
banner is utilized. This structure can be applied to both 
look-up tables and logic gate for the implementation of 
S-box and inverse S-box and their parity predictions. 
Defects in the logic gates caused either by the natural 
faults or malicious injected faults that are detected 
independent of the method the S-box is implemented 
Moreover, the overhead costs, including space 
complexity and time delay of the proposed schemes are 
analyzed. Finally, our simulation results show the error 
coverage of greater than 99 percent for the proposed 
schemes. 
 
Keywords: Advanced Encryption Standard, S-Box, 
inverse S-box, composite field, fault detection. 
 

1. Introduction 

Cryptography is a method that has been developed to 
ensure the secrecy of messages and transfer data 
securely. In digital communications the data is sent 
through the wires or air and thus it is not protected from 
eavesdropping. Therefore, confidentiality of the 
transferring data is of extreme importance. Encryption is 
a process which transforms the data that is aimed to be 
sent to an encrypted data using a key. The encryption 
process is not confidential but the key is only known to 
the sender and receiver of data. The receiver transforms 
the received data using the decryption process to obtain 
the original data. 
 

Symmetric key cryptography is a form of cryptosystem 
in which encryption and decryption are performed using 
the same key. It has been utilized for secure 
communications for long period of time. Symmetric key 
cryptography comprises two different methods for 
encryption and decryption. In the first method which is 
denoted as stream cipher, the bits of data are 
encrypted/decrypted one at a time. However, in the 
second method which is called block cipher, blocks of 
the input data which consist of a number of bits are 
encrypted/decrypted. The Data Encryption Standard 
(DES), triple DES (3DES), and the Advanced 
Encryption Standard (AES) are examples for the block 
cipher symmetric key cryptography. 
 
1.1. Evolution of Advanced Encryption Standard 

The National Institute of Standards and Technology 
initiated a process to select a symmetric key encryption/ 
decryption algorithm in 1997. Finally, Rijndael 
algorithm was accepted among other finalists as the 
Advanced Encryption Standard (AES) in 2001. It is 
noted that before the acceptance of Rijndael algorithm, 
DES and its improved variant 3DES were used as 
symmetric key standards. DES has 16 rounds and 
encrypts and decrypts data using a 64-bit key. 3DES has 
hardware implementation that doesn’t produce efficient 
software code and three times as many rounds as DES so 
correspondingly slower.  
 
Both DES and 3DES use a 64-bit block size. To satisfy 
both efficiency and security, a larger block size is 
desirable. This can be compared to AES-128 which has 
10 rounds where data is encrypted and decrypted in 128-
bit blocks, using a 128-bit key.  
 
Rijndael’s operations are among the easiest to defend 
against power and timing attacks. Furthermore, Rijndael 
requires very low RAM and ROM. It is a very good 
performer in both hardware and software across a wide 
range of computing environments. 
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1.2. Motivation 

The goal in utilizing AES is to exchange the information 
so just the coveted beneficiary with a particular key 
would have the capacity to recover the first information. 
However, the natural and malicious injected faults 
reduce its reliability and may cause confidential 
information leakage. This can be either due to: 

 Natural faults caused by defects in gates or, 
 Malicious injected faults to retrieve the key and 

break the system. 

As a result, finding a suitable fault detection scheme has 
always been an issue in the AES. Not only scheme 
should compromise the fault detection capability of the 
scheme but also the overhead in terms of area and 
critical path delay. FPGAs are most flexible 
implementation to produces high performance with low 
cost. FPGA provides more physical security with 
parallelism. 

1.4. Objectives  

The goal of this paper is to discover structure free blame 
discovery plans for achieving sensible blame scope in 
the elite AES executions. 
 
In addition, keeping in mind the end goal to accomplish 
streamlined equipment for proposed blame recognition 
conspire, the structures has been changed utilizing sub 
expression sharing to have lessened number of 
entryways in the execution of AES. Along these lines, 
paper intends to make a strong execution of AES against 
these above assaults and gives most elevated 
efficiencies, indicating sensible region and time many-
sided quality overheads. 
 

II. Advanced Encryption Standard 

2.1 AES algorithm 

AES is an iterated square figure with a settled piece size 
of 128 and a variable key length. AES utilizes a variable 
number of rounds, which are settled. A key of size 
128,192 and 256 has 10,12and 14 rounds respectively. A 
round starts with an input of 128 bits and produces an 
output of 128 bits. Each round of encryption has four 
transformations.  
 
The different transformations operate on the 
intermediate results, called state. The state is a 
rectangular array of bytes and since the block size is 128 
bits, which is 16 bytes, the rectangular array is of 
dimensions 4x4. The cipher key is similarly represented 
as a rectangular array with four rows.  

2.2 Transformations 

AES performs four transformations in each round in 
order to provide high level of security. This involves the 
properties of confusion and diffusion to provide 
frustrating statistical cryptanalysis. The transformations 
in each round of encryption except for the last round are 
as follows: 

SubBytes:  It is a non-straight substitution step where 
every byte is supplanted with another as indicated by a 
query tablet. The look table is known as S-Box which is 
generated by applying affine transform to multiplicative 
inverse of input. 

 

      (1) 
ShiftRow: It is a transposition step where each line of 
the state is moved consistently a specific number of 
ventures to one side. For AES, the primary column is left 
unaltered. Each byte of the second row is shifted one to 
the left. Similarly, the third and fourth rows are shifted 
by offsets of two and three respectively. Similarly for 
decryption rows are shifted right. 

 

   (2) 
 

MixColumn: It is a mixing operation which operates on 
the columns of the state, combining the four bytes in 
each column using an invertible linear 
transformation

(3)      
During this operation, each column is multiplied by the 
known matrix that for the 128 bit key is  
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The multiplication operation is defined as: multiplication 
by 1 means leaving unchanged, multiplication by 2 
means shifting byte to the left and multiplication by 3 
means shifting byte to the left and then performing XOR 
with the initial unshifted value. Together with 
ShiftRows, MixColumns provides diffusion in the 
cipher.  

 
AddRoundKey: In this, each byte of the state is 
combined with the round key; each round key is derived 
from the cipher key using a key schedule. The roundKey 
is added to the state before starting the loop. 
 

(4) 
 
In the AddRoundKey step, each byte of the state is 
combined with a byte of the round sub key using the 
XOR operation. 

III. Existing System 

There has been many fault detection schemes proposed 
till this date to avoid the possibility of suffering from 
various attacks such as natural faults caused by defects 
in gates ,injection of fault by attackers to retrieve the 
key. Some of the majorly contributed schemes follow as: 

3.1 A 16-Bit Key Parity Method 

In this scheme, the output parity bits of each 
transformation in every round are predicted from the 
inputs. Then, the comparisons between the predicted and 
the actual parities (obtained using the actual parity block 
or predetermined parity block) can be scheduled so that 
the desired error coverage is obtained. Since the 128 bit 
input is represented in 4X4 matrix where each element 
belongs to 1 byte (8 bit) of input so in total there are 16 
element of 1 byte. Hence 16 parity bits corresponding to 
each 1 byte are compared.    

 
 
Fig 1: Parity-based fault detection structure of the ith 
round for encryption.                                                                     
 
It has two drawbacks. First, it requires two blocks of 256 
x 9 memory cells (S-boxes and parity predictions box). 
So it has greater area overhead and restricts to LUT-
based S-boxes and inverse S-boxes implementation. The 
second drawback of the approach is the relatively high 
area complexity of the parity predictions of MixColumns 
in the AES encryption. This is even more for Inv 
MixColumns in the AES decryption. 

3.2 Redundancy-Based Technique    

The repetition based answer for actualizing deficiency 
identification in the encryption module depends on 
playing out a test decoding promptly after the encryption 
and after that checking whether the original data block is 
obtained. The redundant unit fault detection scheme is 
used where algorithm-level, round-level, or operation-
level fault detections are considered. The schemes pays 
time penalty either to decrypt a data block or for the 
comparison. 

3.3 Double Time Transformation Technique 

The scheme uses same transformations twice in an AES 
round for the same data to detect the transient errors. It is 
time consuming and hence increases delay overhead.  
However, this method suffers from permanent internal 
faults or the malicious injected faults lasting for a long 
period.  

3.4 Multiplication-Based Scheme  

In this scheme, the result of the multiplication of the 
input and the output of the multiplicative inversion is 
compared with the predicted result of unity 
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Fig 2: The multiplication-based scheme for the fault 
detection of the multiplicative inversion 

Since S-box is generated by applying affine transform to 
multiplicative inverse of an input, there is no access to 
the output of the multiplicative inversion. Therefore, this 
scheme is not suitable for the S-boxes and inverse S-
boxes implemented using lookup tables (LUTs).  

3.5 Pipelined Structure 

Under this, pipelined distributed memories for the LUT-
based S-boxes and inverse S-boxes are used to increase 
the design speed and the overall frequency of AES. 
There are three architecture to speed up, namely 
pipelining, subpipelining, and loop unrolling. Among 
these methodologies, the subpipelined engineering can 
accomplish most extreme accelerate and ideal speed– 
region proportion in non-input modes. Subpipelining 
inserts rows of registers among combinational logic not 
only between but also inside each round unit.  

 

Fig 3: The architecture of subpipelining. 
 

Traditionally it is implemented by look-up tables (LUT) 
but it can be observed that the unbreakable delay of 
LUTs is longer than the total delay of the rest of the 
transformations in each round unit. Non-LUT-based 
approaches, which employ combinational logic only, can 
be used to avoid the unbreakable delay of LUTs. In any 

case, these methodologies include reversals in Galois 
Field, which may have high equipment complexities. 
 

IV. Proposed System 
 
The proposed system detects fault while implementing a 
cipher from a plaintext for transmission and thus called 
concurrent error detection (CED). 

4.1 AES Encryption 

The new fault detection structure for the AES encryption 
consist of two sets of error indication flags 
corresponding to combined SubBytes and ShiftRows and 
combined MixColumns and AddRoundKey . A typical 
AES encryption round (except for the last round) 
consists of four transformations, and the fault detection 
schemes are follows. 

4.1.1 SubBytes and ShiftRows 

In the AES encryption, the SubBytes transformation 
consists of 16 S-boxes corresponding to 16 one byte of 
128 bit input. Let , be the error indication 
flag for the S-box with the input  and the output . 
The output state of such flags can be written as 16 
formulations as follows:  
 

            (5)                  

 
where  , u is obtained by logical 
OR operations of all inputs and outputs of S-Box, i.e.,  
 

 
For input hex (a) =00 and output hex (a’) =63 of S-Box, 
u’=0 but for remaining input u’=1. And we have  
 

                                         (6) 
 
where M is 8 X 8 matrix 
 

 
and  

Therefore,  is presented as 
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Where 
 

 
The 128-bit output of the SubBytes transformation acts 
as the input to ShiftRow, the output state of ShiftRows is 
obtained by just shifting the state entries in its input 
state. Hence the state entries in each row remain the 
same but differ by location. Therefore, by considering 
the output of ShiftRows and equation (5), for row r and 
column c, the output state of the flags can be rewritten as 
16 formulations as follows:    
                                                                   

         (8)  

 
where c*= (r + c) mod 4. There by 16 error indication 
flags is generated from the output of ShiftRows for two 
transformations of SubBytes and ShiftRows together, 
i.e., one error indication flag for each byte, are obtained. 
This is shown in Fig.4. 

4.1.2 MixColumns and AddRoundKey 

The next two transformations in a typical AES 
encryption round are MixColumns and AddRoundKey. 
The MixColumns and AddRoundKey transformations 
are constructed matrix multiplication and modulo-2 
addition of the input state with the roundkey 
respectively. Here low-complexity fault detection 
scheme derived for combined transformation of 
MixColumns and AddRoundKey. 

Let  and  be the input 

and the roundkey input of MixColumns and AddRound- 
Key in round i, respectively. Let the output of 
AddRoundKey be .Then, the following 

holds: 

 

          (9) 
 
where c*= (r + c) mod 4.              
 
This can be rewritten as 
 

     (10) 
and each summation is over GF (28) which consists of 
eight modulo-2 additions. 
 

                            (11) 
 

 
 
Fig 4: The proposed fault detection scheme for the ith 
round of the AES encryption. 
 
And we have 
 

         (12) 
 
Therefore, 
 

           (13) 
 
Now let us introduce the four 8-bit error indication flags 
for four columns of the state as 
     

(14) 
 
In error-free situation, by using (10) all 32 bits of such 
flags in (14) must be zero, i.e. (0, 0… 0 GF 
( ), 0 . These 32 error indication flags can be 
used for these two combined transformations, i.e., eight 
error indication flags for each column of the state matrix 
as shown in Fig. 4.1. This error indication flags can be 
compressed so that n, 1 ≤ n≤32, error indication flags for 
these two transformations are achieved. This can be 
performed by ORing different combinations of the 32 
error indication flags obtained in (14) as denoted by the 
compressor block in Fig.4. With 16 error indication flags 
by compression, greater than 99 percent of the errors are 
covered.  

The last round of the every AES encryption (10th round 
in AES-128 encryption) consists of all transformations, 
(SubBytes, ShiftRows, and AddRoundKey) except 
MixColumns transformation. Similar to all other rounds 
of the AES encryption, 16 error indication flags for 
SubBytes and ShiftRows combined can be used for the 
last encryption round. Consequently, (14) can also be 
used for the last round.  
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4.1.3 Further Enhancement 

The complexity of the scheme is reduced by modifying 
the structure using subexpression sharing. This reduces 
the number of logic gates utilized in obtaining two sets 
of the error indication flags to have low-complexity fault 
detection scheme of the AES encryption, as shown in 
Fig.5. This is performed by modulo-2 addition of two 
sets of four coordinates of (14) for each column, i.e., Ec 
= ( ec,7 , ec,6, . . . , ec,0)  GF(28), 0 ≤ c ≤ 3. L e t  = (ec,4, 
ec,2, ec,1, ec,0) and     = (ec,5, ec,7, ec,6, ec,3). Then, the 
four error indication flags of column c of the state are    
 

  ; 0 ≤ c ≤3.               (15)                                         
 
One can utilize four sets of modulo-2 additions of the 
output bits of each S-box pre-computed in (7), i.e., 

 and , to obtain the low-
complexity error indication flags in (14). We use (14) to 
derive 16 low complexity signatures for the 
MixColumns and AddRound-Key transformations, i.e., 
four signatures for each column of the state matrix. This 
is shown in Fig. 5 

 
 
Fig 5: The low-complexity fault detection scheme 
utilizing subexpression sharing. 
 
This proposed fault detection for the MixColumns 
transformation which has 25 percent less areas overhead 
than the parity based scheme. As seen in this figure, the 
Common Subexpressions (CSs) unit has been utilized to 
obtain 64 common subexpressions, i.e., 4 for each of the 
16 S-boxes in the SubBytes transformation. If any of the 
two derived sets of error indication flags are one, the 
error is detected whereas if all of them are zero then no 
error has been detected although the output can be 
erroneous or correct.  
 
The (8) utilizes the hardware implementation of (7) 
which is less complex when the common subexpressions 
are used. Hence the Fig.5 shows less complexity 
compared to Fig.4. 

4.2 AES Decryption 

The AES decryption rounds also (except for the last 
round) consist of four transformations, i.e., 
InvShiftRows, InvSubBytes, AddRoundKey, and 
InvMixColumns. All the steps is similar to encryption 
but in reverse manner. 

4.2.1 InvShiftRows and InvSubBytes 

In the AES decryption, the 128-bit input to 
InvShiftRows, i.e., the state matrix S’ entries, is 
cyclically shifted to the right with the first row 
remaining unchanged.   
 

 
 
where c*= |r – c|.            (16) 
 
According to (15), 16 error indication flags for the 
InvShiftRows and InvSubBytes transformations are 
generated. 

4.2.2 AddRoundKey and InvMixColumns 

In decryption, InvMixColumns transformation is 
equivalent to multiplying the input state with the 
constant output matrix. In the AddRoundKey 
transformation, the input state, i.e., S, is added with the 
roundkey input state,i.e., K. 

              (17) 
 
As in case of encryption, decryption also has three 
rounds in its last round i.e. InvMixColumns is removed. 
Similarly same (15) and (16) can be used in last round to 
detect fault.     
 
For decryption also by using subexpression sharing the 
area overhead have been reduced 64 XOR gates to 48 
XOR i.e. reduced by25 percent. Then, the four error 
indication flag for column c of state are  
 

(18)                                              
 
where  = (ec,3, ec,2, ec,1, ec,0) and     = (ec,7, ec,6, ec,5, 
ec,4)  
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Fig.6: The low-complexity fault detection scheme for 
decryption using subexpression sharing. 

The proposed scheme has less area and critical path 
delay when compared to other schemes presented for 
InvMixColumns. It requires 48 XOR gates with two 
XOR in critical path delay. Overall 25 percent area 
overhead and 33 percent in critical path delay has been 
reduced in proposed scheme. 

1.3 Error Simulation 

When exactly 1 bit error appears at the output of the 
AES encryption or decryption rounds, the parity-based 
fault detection scheme is able to detect it and the error 
coverage will be 100 percent. But when there is case of 
multiple errors, the results of our simulations are valid.  
 

 
    

Fig.7 Simulation result for error coverage 
 

We have considered both single and multiple stuck-at 
errors for the proposed scheme. These models cover both 
common blames and blame assaults. In our simulations, 
we injected errors in two manners, i.e., burst and random 
errors, and obtain the error coverage for these two cases: 
Burst Error: In this type, the errors are injected at the 
128-bit output of only one transformation in the AES 
encryption /decryption. The errors are monitored by 
injecting burst errors one at a time up to 700,000 at the 
transformation outputs. The error coverage for the two 

sets of error indication flags is greater than 99.996 
percent.  
 
Random errors: This type of errors is injected at 
random locations, i.e., four 128-bit outputs of the 
transformations. The errors are covered either by one of 
the two series of the error indication flags.  
 
The increase in the number of error injected increases 
the error coverage close to 100 percent. In Fig.7, the 
solid and dashed lines represent the error coverage for 
the AES encryption and decryption, respectively. For 
certain AES implementations containing storage 
elements, one can use the error correcting code-based 
approach presented in [13] in addition to the proposed 
scheme in this paper to make a more reliable AES 
implementation.          
 

          Conclusion  
 

In this paper, we have considered a structure 
independent fault detection scheme for the AES 
encryption and decryption. This can be applied for both 
the S-boxes and the inverse S-boxes using lookup tables 
and those utilizing logic gates based on composite 
fields.using S-boxes and inverse S-boxes used for both 
LUT and composite fields. The proposed scheme has 
been simulated and its fault coverage has been evaluated 
in detail. The proposed system is able to find the round 
and its corresponding transformation in which fault 
occurred. Thereby optimized hardware is achieved by 
modifying the structure using subexpresssion sharing. 
Hence the reduced number of gates is required in the 
implementation of AES. The slice overheads are less 
than those for the other schemes which have the same 
error coverage. Thus, this scheme has the highest 
efficiencies, showing reasonable area and time 
complexity overheads. Hence the proposed schemes 
outperform the previously reported ones.  
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