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Abstract: In current years, wireless communication has 
a rapid development leads to wireless networks and 
nodes usage more. It is one of the most popular research 
topics where it needs more technical enhancement. The 
nodes in the MANET may subject to two main issues 
during transmission process, first is trusted node may 
adjusted to malicious node at any time by external node 
behavior and the second is the inadequate energy in the 
nodes may make it to behave selfish. There are many 
techniques to identify the selfish node where it took 
more computational resources and time consuming 
process to identify selfishness of the node. In this paper, 
the Intrusion Detection System Monitoring (IDSM) 
approach is used to detect the selfish node by monitoring 
the entire network using the single node and the 
clustering is used to increase the efficiency by reducing 
the energy consumption of the network which results in 
the reliable quality of service throughout the network. 
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1. Introduction 

Computer network domain is the rapidly growing area 
which is focused to researchers to enhance it. These got 
ignited by many network attacks. Maintaining security in 
the network is particularly a challenging technique and 
approach because of the following reasons: proliferation 
of Local Area Network (LANs) in business, academic, 
and research institutions and these LANs are connected 
to the external system (WANs). The main issues in the 
network security as following: 

Hackers: The generic term and idealized of computer 
addict who got special interest to access other people’s 
computer or networks.  

Poor Technical People: As there are employees who 
won’t care about the network security rules and 
constraints. Like simple password, use of virus 
CD/DVD, etc. 

Node Failure: More than attack, node failure also an 
important issue in the network where it often takes place 
due to minimum power resources, hardware failures, 
software overloaded.   

Mobile Ad hoc Network (MANET) is the accumulation 
of autonomous versatile nodes which are in charge of 
correspondence in remote framework by means of radio 
waves [8]. The versatile nodes that exist in the range can 
get to the related nodes to exchange information while 
the nodes which is out of range can require halfway node 
for interchanges. These nodes has remote interface to 
speak with each other. MANETs are logically being used 
for wide scope of utilizations, for example, characteristic 
cataclysms save undertaking, Military war zone 
reconnaissance, e-surveying, communitarian work, 
nearby level, individual territory arrange, business 
segment et cetera [10]. Every last node in the MANET 
has a few requirements, for example, vitality and 
capacity constraints. The qualities of MANET are 
conveyed operations, Multi-jump steering, dynamic 
topology, light-weight terminals, and shared physical 
medium [12]. 

The communication nodes are classified into three 
classes they are malicious node, normal node, and selfish 
node. The node which misuses the received packets or 
data is termed as the malicious node. The node  which 
receive the data or packets but it failed to send the it to 
the next node due to less energy is termed to as the 
selfish node [11]. A selfish node utilizes all the network 
resource but it failed to give away their own resource to 
other node. 

The selfish node utilizes the battery power, resources, 
bandwidth from the network [9]. The selfish node can 
belong to non-cooperation or falling of messages. Li et 
al [1] divided into two types based on their behavioral 
characteristics as distinct selfishness and societal 
selfishness. The reluctance of the node to broadcast the 
message to other node to save its energy resources is 
represented as individual selfishness [13]. The node 
which broadcast the message within their group but 
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refused to broadcast the message to other group, this is 
represented as social selfishness. 
 
Types of misbehavior of selfish node: 

The possible misbehavior of the selfish node is as 
follows: 
 

 RREQ messages are not forwarded. 
 Data messages are not forwarded. 
 ACK messages are not forwarded. 
 Not sending Hello messages. 
 Forwarding RREQ messages are delayed. 
 RREP messages are not forwarded. 

 
2. Related work 

In paper [2], the fuzzy based technique is used to 
identify and remove the selfish node from the active 
routes. Their additional information is valuable to 
calculate the truthfulness of the neighbor node. The 
truthfulness are confused by some of the attacks like 
ballot-stuffing, collusion, bad-mouthing. Along with this 
the selfish nodes are disciplined for their selfishness by 
not promoting the message. The punishment techniques 
make the node to participate in the operation without any 
selfish act. The Optimize Link State Routing (OLSR) 
protocol is the pro-active protocol which makes use of 
the optimization process to decrease the broadcast in the 
network which is termed as the Multi-point relaying 
(MPR). The replica re-transmissions are condensed 
using the MPR nodes while broadcasting the message.  

In paper [3], the selfishness detects and motivates 
(SDM) approach is proposed. The selfish nodes are 
detected and motivate it to participate in data 
broadcasting. We detect the selfish nodes by updating 
the reputation table with acknowledgement. During the 
broadcasting operation the source node update the table 
with the indices. There are two phases in this approach 
in this; they are detection phase and motivation phase. In 
detection phase, the reputation table is updated on every 
successful transmission. The collection of several 
failures without reasonable failure is considered as the 
selfish node.   

In paper [4], the vitality effective technique is utilized 
for looking at and recognizing the malignant or selfish 
nodes in mobile adhoc network is proposed. The 
observing is to inspect and audit the status of some 
parameter for certain term. The objective of looking at is 
to ensure the steering operation, with the goal that the 
nodes of the two sorts (narrow minded and noxious 

node) won't disturb the way in any capacity. The trusted 
node is to inspect the parcels amid the operation and to 
decrease the looking at node control when not being 
used. The inspecting property incorporates the linkage 
and the system status likewise been considered. 

In paper [5], Elliptic curve cryptography is the type of 
public key cryptosystem like RSA, Diffie-Hellman. The 
major influence of Elliptic curve cryptography (ECC) is 
that it provides equal security for smaller key size than 
the key size used RSA, where it acquires less processing 
overhead. ECC is the asymmetric cryptosystem where a 
group of algorithm is used for key generation, key 
verification, encryption and decryption. The private key 
can’t be obtained from the public which is the added 
advantage of the ECC in asymmetric cryptosystem. ECC 
took minimum time to perform the encryption and 
decryption where ECC also been tested and proved 
before it is used in real world process (such as 
commercial, governmental, and private use).   

In paper [6], this work is based on the analytic technique 
for the network security rule based middleboxes as those 
of network firewall, intrusion detection system, and 
email spam filters. The middlebox request is carried out 
in the incoming packets and will be in the queue for the 
processing in the multiple stages. There are two stages in 
this process where the initial stage is used for processing 
the packet and the second stage is for the rule matching 
stage, the rules are checked sequentially until a match is 
triggered. These services are mutually executed which 
means only one stage is active at a time.  

In paper [7], A Network Security Situation Awareness 
(NSSA) is proposed in this paper, used to improve the 
abilities of monitoring, providing emerging response and 
predicting the development trend of IOT security. This is 
fixed to the mining and evaluating security issues. To 
overcome the challenge situation reasoning method 
based semantic ontology and user-defined rules are 
proposed. Ontology approach is used to unified and 
formalize the description to solve the problem of 
semantic heterogeneity in the IOT security domain. Four 
key sub domains are proposed to reflect an IOT security 
situation: context, attack, vulnerability and network 
flow.   

3. Problem identification 

The main goal of this paper is to sense the selfish node 
in the MANET environment. The selfish node is the 
recent issues occurring during the communication 
process. However there are some work are proposed 
regarding the selfish node identification without standard 
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solution. The previous approaches to detect the selfish 
node are not effective in all the circumstances and 
conditions. A survey needs to be taken on the previous 
techniques and approaches. So the main goal of this 
paper is to integrate the monitoring process with the hop 
technique. A separate trusted node is assigned for 
monitoring the entire process. 

3.1 routing protocols in ad-hoc networks: 

Routing is mainly used to manage the routes in the nodes 
with dynamic topology with mostly in unidirectional 
links. MANET has multi-hop routes between the number 
of nodes and it won’t utilize the network infrastructure. 
Routing protocols maintain and determine the routes 
between the dynamic topology having unidirectional 
links with minimum resources. MANET routing is 
separated into three: Table Driven Routing, On Demand 
Routing and Hybrid routing protocols.  

There are two types of routing protocols, 

3.2 Pro-active routing protocols: 

In network, each node keeps up crisp arrangements of 
tables speaking to the whole topology of the systems. 
These tables are refreshed occasionally keeping in mind 
the end goal to keep up cutting-edge directing data from 
every node to each other node. It requires more measures 
of information for support and moderate response on 
rebuilding and disappointments are principle challenges 
in it. 

Table-driven protocols are destination sequenced 
distance vector routing protocol (DSDV), Wireless 
Routing Protocol (WRP), Global State Routing (GSR), 
Hierarchical State Routing (HSR), Zone-based 
Hierarchical Link State Routing Protocol (ZHLS) and 
Cluster head Gateway Switch Routing Protocol (CGSR). 

3.3 Reactive routing protocols: 

This type of protocol creates on demand routes where 
this type of protocols determines the route over owing 
the network with route request packets. The main 
challenges in such algorithms are high lead time in route 
handling and excessive over owing can lead to network 
jam. On-demand protocols are Ad-Hoc On-Demand 
Distance Vector Routing (AODV), Cluster based 
Routing Protocol (CBRP), Dynamic Source Routing 
(DSR), Temporally Ordered Routing Algorithm 
(TORA).   

 

4. Proposed method 

Our proposed approach contains a monitor node other 
than the nodes involved in the data transmission or 
communication process.     

 

Figure 1: Represent the transmission of data packets 
from source to destination node with the hop message 

and packet acknowledgement 

4.1 System model: 

Mobile Ad hoc (MANET) network is composed of 
different types of nodes; the first node is the source node 
where the packets or message is transferred. The second 
node is the destination node, where the packets are 
received. The monitoring node is trained to do two 
processes they are: main node is the monitoring node; 
the second node is the source node.  

A mobile P2P arrange is made Broker nodes (BN), 
Access Point nodes (APN) and Non-intermediary nodes 
(NBN). Specialist nodes go about as the focal expert for 
the system. They keep up the virtual cash of all the non-
agent nodes in the system. All Access Point nodes are at 
a 1-jump remove from Broker nodes and are utilized as 
an extension between non-agent nodes and Broker 
nodes. All non-representative nodes interface with 
Broker nodes utilizing Access Point nodes. In the event 
that no Access Point node is reachable, they associate 
with non-intermediary nodes, which thusly interface 
with Broker nodes. The kind of every node is chosen 
when the system is made and it doesn't change later. 
Merchant nodes can be associated with each other in one 
of the three ways 1) Direct connection, where Broker 
nodes are specifically associated with each other 2) 1-
jump interface, where an APN nodes associates two 
Broker nodes and 3) 2-bounce connect, where there are 
two APN's between Broker nodes. These agent nodes are 
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associated with the fundamental node which is the 
observing node in the system. 

 

 

2-Hop 
probability 

Acknowledgement  
(send process 

finish) 
Node Status 

1 Active Failure Selfish

0 Passive Failure 
Node 

Failure(Malicious 
node)

1 Active Received 
Successful packet 

transmission
0 Passive Received Node failure

 

4.2 System assumptions:  

Broker and Access Point nodes are considered 
trustworthy; never drop packets. All Broker and Access 
Point nodes share the same public and private key pairs.  

1. Complaint based protocol, 
a. Sending and Receiving Data 
b. Storing and Sending Tokens 
c. Creating Virtual Path and Analysis 
d. Identifying nodes dropping packets 

 
2. Network Maintenance 

a. Choosing Broker Nodes 
b. Credibility of Nodes 
c. Detecting Selfish Nodes 

4.3 Methodology: 

Step 1: A network is formed initially and assuming 
comprises of malicious, selfish and loyal nodes. 

Step 2: Every node is installed with IDMS. 

Step 3: It takes data transmission. 

Step 4: Designated features of the nodes are drawn by 
IDMS. 

Step 5: Number of nodes creating network also changes 
with time. 

Step 6: This network is separated into sub parts. 

Step 7: Performance metrics are calculated such as 
packet delivery ratio, packets sent, packets sent, and 
packets dropped, packets forwarded. 

Step 8: Selfish nodes, malicious nodes are sketched. 

Step 9: Loyal nodes are identified and it is treated as 
cluster heads. 

Step 10: IDS are simplified with information of 
malicious & selfish nodes. 

Step 11: Transmission of data over loyal nodes (cluster 
heads) is ensured by IDMS. 

4.4 Experimental Description: 

Table 1: Parameters of the experimental process 

Parameter Value 
Nodes 102 nodes 
Packets transmitted 20 packets 
Packet size 512 bytes 
Runs 100 
% of malicious node 20% 

 

Initially, the entire process is carried out by creating the 
network without selfish node and then the second stage 
is created with selfish node. Then the time taken to 
identify the selfish node is identified as 0.005 sec which 
is more rapid than the previous system.   

 

Figure 2: Network is created with the 20% of selfish 
node, monitor node and broker node. 

 

Figure 3: The hop message received by the sink node 
with the time (in sec) as x-axis and hop message count as 

y-axis. 
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5. Conclusion 

The simulation result is performed in the Network 
Simulator 2 tools, where the selfish node is identified. In 
this paper, selfish node is detected using the hop 
message monitoring in the network. The entire process is 
implemented by creating a network with both the selfish 
node and loyal nodes in it. The broker node act as the 
monitoring node where it receives the hop message 
where the passive node represent the failure of node and 
the active state represent the selfishness and the 
successful packet transmission.   
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