
   

  

SECURITY ISSUES OF BIG DATA IN IOT BASED APPLICATIONS 
 

K. Subrahmanya Sarma1, M.Raghupathi2 
1,2Assistant Professor, Dept of CSE,  Malla Reddy Engineering College for Women, Hyderabad. 

E-mail id: kssrama@yahoo.com1, mraghu30@gmail.com2 

 
 
 

Abstract: The world is becoming more and more 
interconnected with the advent of the Internet, IoT and 
new technologies.  Internet of Things using Cloud 
computing is a new technology in which services are 
delivered through Internet.  Big data process in IOT 
through cloud computing is really a new paradigm shift, 
which aims to provide customized, reliable, decision-
supported systems for end users.  With the development 
of electronics and communication technology, the 
amount of data produced by social networks, medical 
systems, emails, transportation, stock exchange  and 
energy sectors have been grown exponentially in terms 
of petabytes, exabytes, and zittabytes which makes it 
very difficult for organizations to cost effectively store, 
analyze and manage these big data. The users are 
producing more and more IOT data from different 
devices and systems in the unstructured form which is 
highly unmanageable and this management of data is the 
challenging job. Accordingly, huge data is required to be 
analyzed and processed to produce it into meaningful 
and right information by using the concept of Big Data 
Analytics in a more secured way. But the privacy and 
security in terms of IOT data stored in public cloud leads 
to invention in new technologies for handling big data. 
In this paper we eloraborate various security issues 
related to big data in handling IOT applications and their 
possible solutions to overcome the problems. 
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1.  Introduction 
 
The Internet of Things (IOT) deals with inter-connected 
devices and systems and operates intelligently to 
leverage data collected by embedded sensors and 
actuators in various machines and other physical 
devices. Physical items are no longer disconnected from 
the virtual world, but can be controlled from distances 
and can act as physical access points to Internet services.  
In fact, due to their reducing and diminishing size,   
periodically and constantly falling price and declining 

energy consumption, communications modules, 
processors and other electronic components are being 
increasingly integrated into everyday objects today. 
“Smart” objects play a vital role in the Internet of 
Things, since embedded communication, network 
communication and information technology would have 
the potential to revolutionize.  
 
For customers, the IoT has the potential to deliver 
accurate solutions that dramatically improve the energy 
efficiency, health, education, security and many other 
aspects of daily life.  IoT is expected to spread rapidly in 
the coming years and this convergence will bring a new 
dimension of services that improve the quality of life of 
consumers and productivity of enterprises. 
 
While security considerations are not very much new to 
the field of Information Technology, the attributes of 
different IoT implementations present new and unique 
security challenges. Addressing these security challenges 
and ensuring high security in IoT related products and 
their services must be important priority. Currently, 
many security mechanisms are in operational, but the 
need of high security technologies is becoming 
increasing priority because of new embedded devices are 
developing with different sensors.  Customers and users 
required to trust and believe that IoT devices developed 
and their related data services are secure from breaches, 
especially as this technology become more pervasive and 
integrated into our daily lives. If secured IoT devices and 
services are not strong, it can serve as potential entry 
points for security attacks and expose user's data to theft 
by leaving data inadequately protected. 
 

2. Big data 
 
Big data refers to describe large data sets of structured 
and unstructured digital data collected from different 
sources like mobile devices, social media, sensors, 
geospatial devices, medical, Internet and other machine 
generated data. During the last few years, big data has 
evolved to an emerging field where innovation on 
technology allows for new ways to deal with huge 
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amounts of data created in near real time by a vast 
variety of sources. The volume of data on the Internet 
and the Web is still growing, and according to IBM, 
everyday around 2.5 quintillion bytes of data is 
generated and it is estimated that 90% of the world’s 
data have been created over the past two years.   For 
processing these big data, exceptional technologies like 
distributed databases and file systems, data mining grids, 
cloud computing, parallel processing techniques are 
being applied.  The biggest challenges arising because of 
big data deals with unstructured and unconventional 
databases, same treatments is not enough in storing the 
data and require specific treatments for their needs when 
they reach petabytes or zittabytes. 
 
Currently big Organizations like Google, Yahoo, 
Facebook and other specialized start ups do not use 
Oracle tools for processing big data repositories. Instead 
their approach is based on cloud, various open sources 
like Hadoop and distributed systems. Earlier, enterprises 
data was stored in their physical infrastructure, whereas 
today, with virtualization and the cloud, data may be 
under the organization’s logical control, but physically 
reside in infrastructure owned and managed by another 
entity. 
 
In future, it is essential to avoid the costs increase 
exponentially and storage requirements when new IOT 
data world may generate. 
 

3. IOT Applications 
 
Internet of Things is a new focusing technology of the 
Internet accessing.  In the coming future years, storage, 
network and communication services will be highly 
pervasive and distributed: people, machines, smart 
objects, surrounding space and platforms connected with 
wireless/wired sensors. 
 
The Governments want to make smart cities in near 
future so that the living standards of people will be 
improved enormously and people can enjoy lot of new 
facilities with the development of new big data and IOT 
technologies.  For running of day-to-day city operations 
and service operations, for creation of new 
infrastructure, and city development strategies, the use of 
IOT Applications will become mandatory.  By the 
deployment of IOT devices and sensors, it will become 
ease in finding and addressing solutions for waste and 
water management,  public lightening, transport systems, 
environmental monitoring, roads and bridges etc. 

effectively. By developing advanced monitoring systems 
and built in smart sensors, data can be gathered and 
evaluated in real time and the results generated can be 
useful for taking decisions of city managements. The 
rapid increase of cities population and infrastructure day 
by day and year by year, it will become mandatory to 
expand city borders by merging surrounding cities to 
form mega cities.  At that time, technologies such as 
wireless sensor networks, open platforms, high speed 
brad band and cloud computing are  key building blocks 
in make smart cities infrastructure. 

 

Collected data from sensors related to various events and 
occurrences can be analyzed in a detailed manner and 
turned into real information to give us better 
understanding about our physical world and to create 
more value added products and services.  The sensory 
data like data of predicted and balanced power 
consumption in smart grids, analyzed data of pollution, 
weather and congestion, data recorded to provide better 
traffic control, and monitoring and processing health 
related signals data that collected by critical sensory 
devices to provide better healthcare services. In addition 
to these applications, the information available from 
social media such as Facebook, WhatsApp, tweeter and 
user submitted physical world observations and 
measurements also provide a huge amount of data (Big 
Data). Incorporation of data from various physical, 
social media and cyber data with the IoT enables 
developing applications and services that can incorporate 
situation and context awareness into the decision making 
mechanisms and can create new smarter IOT 
applications and enhanced services. With enormous 
volumes of distributed data coming from various IoT 
devices, problems and issues related to interoperability, 
data analytics and automation will require common 
solutions and data representation frameworks in addition 
to machine readable and interpretable data descriptions.  
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4. Need of Security and Privacy 
 
In fact that a variety of IoT applications are able to 
access the multiple managerial and administrative 
domains and engage to multiple ownership regimes, 
there is a need to expand and increase  a trust framework 
to enable the users of the system to have self-confidence 
that the information and services being exchanged can 
indeed be relied upon.   The trust framework needs to be 
able to deal with humans and machines as users, for it 
needs to communicate trust to humans and needs to be 
robust enough to be used by machines without denial of 
service. The development of trust frameworks which 
will address the requirement in areas such as lightweight 
public key infrastructures (PKI) as a basis for trust 
management.  Lightweight  public key management 
systems is used to enable trust encryption materials 
using minimum level of communications and processing 
resources, as is consistent with the resource constrained 
nature of many IoT devices.  
 
IoT based systems require to manage a quality of 
information for metadata which can be used to accept an 
assessment of their liability of IoT data.  New methods 
are required for IoT based systems for assessing trust in 
people, devices and data. One of the most methods used 
are trust negotiation that allows two parties to 
automatically negotiate, on the basis of a chain of trust 
policies, the minimum level of trust required to grant 
access to a service or to a piece of information. Internet 
of things uses different methods for access control to 
prevent untrusted data breaches by control the process of 
ensuring the correct usage of certain information 
according to a predefined policy after the access to 
information is granted. 
 
The heterogeneity and variety of the devices or gateways 
that require a range of access control and linked 
accounting policies to support the various authorization 
and usage models that are required by different systems.  
Recently, the Internet of Things  becomes a vital key 
element of the future internet, the need to provide 
adequate security for the IoT infrastructure becomes ever 
more important. Many applications and services based 
on the IoT are more and more vulnerable to disruption 
from outside attacks or information stealing.  Several 
sophisticated security methods are required in a number 
of areas to make the IoT secure from attacks, thefts and 
many other security issues such as DoS or DDOS 
attacks, compromised nodes, and malicious code 
hacking attacks, that because the IoT is susceptible to 

such attacks and will require specific techniques and 
mechanisms to ensure that transport, energy, city 
infrastructures cannot be disabled or subverted.  
 

 
 

Figure 1.DDoS attack. 
 
The IoT data needs to handle almost all modes of 
process and operation by itself without depending on 
human control. Innovative techniques and approaches 
for example like machine learning are required to guide 
to a self-managed IoT. Cryptographic algorithms and 
techniques is also very important in IoT based systems 
for enable a means of protection for data to be stored,  
processed and shared, without the information content 
being accessible to other parties. Technologies such as 
homomorphic and searchable encryption are potential 
candidates for developing such approaches.  
 
In the year 2015, Office documents were the most 
popular attachment type, with executable files becoming 
less popular. The following table shows that overall 1.3 
percent of attachment types were executable, including 
.exe, .com, .pif, .bat and others.  
 

Doc. Rank  
File Extension 

Type  
% Blocked in 

Emails  
1  .doc  55.8%  
2  .xls  15.0%  
3  .zip  8.7%  
4  .htm  7.9%  
5  .docm  2.4%  
6  .js  2.2%  
7  .mso  1.9%  
8  .html  1.6%  
9  .exe  0.9%  

10  .png  0.8%  
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In both the survey studies, a higher percentage of email 
users actually clicked than the percentage who admitted 
that they clicked. The number of People claims that they 
aware of the risks of unknown links in emails are 78%. 
And yet they click anyway. 

Security aspects must be focused and addressed 
throughout the device lifecycle, from the initial design 
stage to the operational environment stage:  

  Booting Level:  
When power is switched on to the device, the 
authenticity and integrity of the software on the 
device is verified at the time of booting level using 
cryptographically generated digital signatures. 
Establishment of trust is not sufficient, but the 
device still needs protection from various run-time 
threats and malicious intentions. 
 

 Role Based Access control:   
Normally, Role-based access controls built into the 
operating system will limit the privileges of device 
components and applications so they access only the 
resources they need to do their jobs. If any 
component is weak and compromised, access control 
ensures that the intruder has as minimal direct access 
to other parts of the system as possible. 
 

 Device authentication:  
When the device is participated by plugging into the 
network, it should authenticate itself prior to 
receiving or transmitting data.  Deeply embedded 
devices often do not have users sitting behind 
keyboards, waiting to input the credentials required 
to access the network. How to ensure that those 
devices are identified and participated correctly prior 
to authorization? Just as user authentication allows a 

user to access a corporate network based on user 
name and password, machine authentication allows a 
device to access a network based on a similar set of 
credentials stored in a secure storage area. 
 

 Firewall Protection:  
The device also needs a firewall or deep packet 
inspection capability to control traffic that is 
destined to terminate at the device.  The embedded 
devices have unique protocols which are distinct 
from enterprise IT protocols. For instance, the smart 
energy grid has its own set of protocols governing 
how devices talk to each other. That is why industry-
specific protocol filtering and deep packet inspection 
capabilities are needed to identify malicious 
payloads hiding in non-IT protocols. 

 
Internet of things is facing two major problems and 
challenges in order to guarantee seamless network 
access; the first issue relates to the fact that today 
different networks coexist and the second issue is related 
to the big data IoT size. Other current issues, such as 
address restriction, automatic address setup, security 
functions such as authentication and encryption, and 
functions to deliver voice and video signals efficiently 
will be affected in implementing the concept of the IOT 
but by ongoing in technological developments these 
challenges will be overcome. The IOT promises future 
new technologies when related to cloud and distributed 
computing, big data, and security issues. By integrating 
all these problems and issues with the IoT, different 
novel applications will be developed soon.  
 

Internet of Things is definitely an effective prospect 
from the Big Data perspective but we need to quickly 
improve our whole setup to handle the impact of IoT on 
the Big Data landscape. In case security aspects 
compromise then the inefficiencies in data collection 
mechanisms result in a loss of reputation, time, effort 
and money. But there is hope because both the IoT and 
the infrastructure to manage it and there will be 
improvements. 

5. Security Issues with Big Data in IOT Applications 
 
Big data related IoT applications are a great benefit to 
organizations, business, companies and many other large 
and small scale industries. Today, the main focus is on 
security issues in IOT that are associated with big data. 
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Diversifying the concentration of attackers / Hackers on 
big data and reduce the adverse impact on big data, 
requires new technological methods in addition to cloud 
security techniques.  The main challenges include 
capture of data, curation, storage of data, transfer and 
sharing of data requires a strong security and privacy.  
The issues with big data in dealing with IOT applications 
are 
 
a. Strong Key Management  
Many organizations have implemented encryption for 
data security for IoT big data, they often overlook inherit 
weaknesses in key management, access control, and 
monitoring data access.  If encryption keys generated are 
not extensively protected and managed, they are 
vulnerable to theft by different hackers.  
 
b. Data Privacy 
This concern tops the list. As an example, with large 
amounts of data being collected about individuals, it is 
of utmost importance that such information should not 
be abused for any sort of personal or financial gains. 
 
c. Open Accessible Data 
There are also many possible issues with open data. For 
greater transparency, it is desirable that 
government/development data is openly accessible. 
However, it is also important to think about who has the 
right to access, use, link, and repurpose open data. 
 
d. Crowd sourced data 
Social media sites are a rich source of crowd sourced 
data and many aid agencies rely on the information 
gathered from these sites. However, there is not an 
established framework where the agencies can 
collaborate, and ideally complement each other’s efforts 
and findings. This produces a problem of double 
response. 
 
e. Data Storage Management 
Big data is stored in multi-tiered storage.  But, the 
volume and size of data sets are continuously increasing 
enormously so that Security measures such as granular 
access control and authentication are very much required 
for protecting personal data in databases.  
 
 

6. The Proposed recommendations 
 

In this connection, a strong data security and network 
security for big data handling different IOT Applications 

is necessary for Organizations to tackle cyber and 
malicious threats continuously. The proposed 
recommendations to overcome security problems are 
 
a. OS Level 

Operating System level Software security controls 
required to be applied, by adding the advantage of the 
hardware security capabilities and extend up through the 
device stack to maintain continuously the trusted 
computing base.  

b. Robest Key Encryption 
The encryption implementation should incorporate a 
robust key and strong management solution to provide 
assurance that the keys are sufficiently protected. 
 
c. Data Authenticity 
Authenticity and integrity of data used for analytics. As 
Big Data in IOT expands the sources of data it can use, 
the trustworthiness of each data source needs to be 
verified and the inclusion of new ideas such as 
adversarial machine learning must be explored and 
analyzed in order to identify maliciously inserted data.  
 
d. Privacy Invasion 
We need regulatory benefits and technical new 
mechanisms to minimize the amount of inferences that 
Big Data users can make. It is required to produce new 
guidelines exploring the technical means and the best 
principles for minimizing privacy invasions arising from 
Big Data analytics.  
 
d. Hadoop Security key management  
The Hadoop security which deals with encryption and 
key management, a common authorization framework 
beyond ACLs of users and groups that Hadoop currently 
provides, a common token based authentication 
framework are required to be improved.  
 
e. Human-Computer interaction 
Big Data in IOT might provide the analysis of diverse 
sources of data, but a human analyst still has to interpret 
any result. Compared to the different technical 
mechanisms that were developed for efficient 
computation and storage, the human-computer 
interaction with Big Data and IoT related data has 
received less attention and this is an area that needs to 
grow.  
 
The other recommendations to strengthen security of IoT 
related Big Data are  
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1. Focus on application security, rather than device 
security. 
2. Isolate devices and servers containing critical 
directions data.  
3. Introduce real-time security information and event 
management. 
4. Provide strong key reactive and proactive protection. 
5. Most distributed systems’ computations have only a 
single level of protection, which is not recommended.  6. 
Due to the size and volume of Big Data, its origins are 
not consistently monitored and tracked. 
 

7. Conclusion 
 

A common horizontal platform of big data analytics 
along with IOT platform is suggested to support and 
discuss problematic aspects the varieties of real time 
applications that include security business, healthcare, 
transportation, smart cities development, 
telecommunications and many others in future. The goal 
of Big Data analytics for security is to get actionable 
intelligence in actual time. Internet of things is a current 
and future technology which provides many applications 
to connect the different things to different things through 
the internet technology.  Today, the Internet, the Web, 
Facebook, Twitter, social networking and millions of 
apps for Smartphone, etc., and these have all 
qualitatively altered societies’ lifestyle. More efficient 
indexing techniques search and process algorithms, 
allowing the extraction of the outputs in reduced time are 
required to be developed. 
 
Cloud environment technology is very widely used in 
industry and research projects therefore security is an 
important aspect for organizations running on these 
cloud environments. Using above proposed approaches, 
cloud environments can be secured for complex business 
operations. Using big data tools in handling IOT data to 
analyze the massive amount of IOT threat data received 
daily and correlating the different components of an 
attack, allows a security vendor to timely and 
continuously update their global scenario threat 
intelligence and equates to improved threat knowledge 
and insight.  
 
We hope that the above IoT related Big Data security 
analytics outlines some of the fundamental differences 
from traditional analytics and highlights possible 
research directions in Big Data handling IoT 
Applications security.  It is hoped that there is more and 
more co-operation between the research communities in 

order to solve the myriad of issues sooner as well as to 
avoid re-inventing the wheel when a particular 
community solves a problem.  Any data centric move 
toward must integrate encryption with strong key 
organization.  By implementing a layered approach, 
organizations can improve their cyber security more 
effectively. 
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