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Abstract: Cloud computing has become popular as it provides 

scalability and flexibility for high performance applications by 

provisioning of virtual machines. As the number of virtual machines 

grows large, any fault during virtual machine execution will lead to 

performance degradation of applications. Most of the existing works 

are not considering the anticipation of virtual machine failure and in 

advance and initiate necessary action as soon a failure is predicted.  

In this paper, A Fuzzy min max Neural Network classification 

approach is proposed to predict virtual machine failure by 

monitoring the deteriorating status of virtual machines. A minimum 

distance based KNN classifier is used in classifying the overlapped 

hyper box. The proposed method will improve the FMNN and 

thereby yielding lower computational complexity and faster process. 

The experimentation results obtained by simulation prove that 

virtual machine failures can be anticipated in advance. After a 

failure is predicted, a decision is made to do a migration from a 

deteriorating node to a spare node. Hence the proposed algorithm 

will generate more accurate prediction with high convergence 

speed. 
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1.Introduction 

Cloud computing is undeniably gaining prominence in academics, 

industry and research. Cloud servers host hundreds of virtual 

machines and virtual machine failure is a common challenge to be 

solved by cloud data centers[7][8].  The common reasons of failure 

are CPU,memory and other storage failure[6] The most commonly 

used approach to solve the above mentioned issue is reactive fault 

tolerance approach.  As the applications running on cloud is 

dynamic in nature, reactive fault tolerance leads to increase in VM 

down time and underutilization of resources.  A better approach to 

this problem is proactive fault tolerance which has emerged recently 

in the industry. The main objective of the proactive fault tolerance 

approach is to predict the virtual machine failures while executing 

applications that are dynamic in nature. Proactive Fault tolerance 

uses a prediction method to anticipate the deteriorating virtual 

machines in advance thereby reducing the downtime of virtual 

machines. Checkpoint Approach is adopted in most of the fault 

tolerance approaches. When a single virtual machine in a cluster 

fails, check point helps in preventing the restart of the entire cluster 

thereby improve the resource efficiency. This paper adopts a Fuzzy 

min max classification approach to predict virtual machine failure 

and helps the virtual machine cluster to recover from the failed 

point. The proposed methodology follows three steps (1) 

Anticipating a deteriorating virtual machine (2) migration of the 

deteriorating  virtual machine to another cluster (3) management of 

resource by efficiently migrating virtual machines . In the event of a 

failure, the virtual machine that is anticipated to fail is migrated to 

another cluster which has sufficient resources to accommodate the 

migrated virtual machine and the virtual machine is executed. To 

implement the proposed solution for proactive fault tolerance, the 

threshold level on which the system may fail needs to be calculated. 

This threshold value is calculated from the training set of data. The 

value obtained indicates that the virtual machine may fail at a 

certain point .The obtained threshold value is given to the fault 

tolerance policy to migrate the virtual machine in case of a failure 

predicted.  

 

 

 

By using, a new Bi-Level classifier based on Fuzzy Min-Max 

Neural Network (FMNN) classifier, the future values of resource 

utilization metrics are predicted and classified them into two 

different classes namely failure and un failure. Since the proposed 

solution is generic, this can be applied in case of process and virtual 

machine failure.  

2. Literature Survey 
 
George, Cijo, and Sathish Vadhiyar [1] proposed an Adaptive 

Process Replication based fault tolerance on Large Scale Systems 

for the mean time between failures (MTBF). They developed d a 

proactive fault tolerance technique using partial replication with an 

objective of removing the high number of application failures 

resulting in large amount of lost work due to rollbacks. The set of 

replicated processes had changed periodically based on failure 

predictions by the fault tolerance framework. They have shown that 

the strategy involving adaptive process replication significantly 

outperformed other mechanisms providing up to 20% improvement 

in application efficiency even for exascale systems. 

Liu, Jialei et al. [2] developed a Proactive fault tolerance 

Methodology for Improving cloud service reliability based on 

virtual cluster allocation algorithm. The purpose of cluster 

allocation was to solve the problem of coordination among multiple 

VMs that jointly complete a parallel application. Initially virtual 

cluster allocation algorithm had implemented according to the VM 

characteristics thereby reducing total network resource consumption 

and total energy consumption in the data center. Then, they modeled 

CPU temperature as a metric for predicting a deteriorating physical 

machine (PM). The VMs from a detected deteriorating PM were 

migrated to some optimal PMs by means of improved particle 

swarm optimization algorithm. Experimental results demonstrated 

the efficiency and effectiveness of the virtual cluster allocation 

approach with improved particle swarm optimization algorithm. 

Bala, Anju, and Inderveer Chana [3] formulated Prediction-based 

proactive load balancing approach along with fault tolerance. They 

focused on the research problem of designing a prediction-based 

approach for facilitating proactive load balancing through the 

prediction of resource utilization parameters in Cloud. Firstly, 

various machine learning approaches have been tested and 

compared for predicting host overutilization as well as 

underutilization. Secondly, the load prediction model having 

maximum accuracy from the tested models had been utilized for 

implementing the proactive VM migration using resource utilization 

parameters. Further, the technique had been validated through 

performance evaluation parameters using CloudSim and Weka 

toolkits. The simulation results clearly demonstrated that the 

approach was effective for handling VM migration, reducing SLA 

Violations, execution mean and standard deviation time. Gonzalez, 

José Luis et al. [4] proposed a method for constructing private 

online storage services as a unified fault tolerance system. A 

hierarchical multi-tier architecture had been designed for 

concentrating these online services in a unified storage system. Fault 

tolerance and availability strategies had applied to the files by 

passing redundant information among the services or tiers. They 

involved reactive and proactive fault tolerance strategies for 

delivering data availability when suffering from failures such as 

disk/server crashing, VM blackout and even a multi-site disaster.  
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They had studied the fault tolerance strategies addressed to recover 

the files of each user of an organization. Bala, Anju, and Inderveer 

Chana [5] proposed a failure prediction models for scientific 

workflows based on proactive fault tolerance. The approach 

intelligently predicted the failures by proactively analyzing the data 

of multiple scientific workflows using the state of the art of machine 

learning approaches. Firstly, failure prediction models had been 

implemented through machine learning approaches using evaluated 

performance metrics and also demonstrated the maximum 

prediction accuracy for Naive Bayes. Then, the failure models had 

also been validated using Pegasus and Amazon EC2 by comparing 

actual task failures with predicted task failures. The failure effect of 

workflow tasks on the Cloud resources during execution had 

reduced by the machine learning techniques. Performance results 

had shown that the Naive Bayes model delivered higher accuracy of 

(97%) with Epigenome workflows. Sousa, Paulo et al. proposed 

,The primary advantages of actualizing fault tolerance in cloud 

computing incorporate lower cost, and improved performance 

metrics [6]. Amoon, and Mohammed proposed It is well known that 

fault tolerance consists of fault detection, backup, and failure 

recovery, and nearly all fault tolerance approaches are based on the 

use of redundancy [7].Beloglazov et al. proposed The services 

provided by service provider are categorized into three: 

Infrastructure as a service (IaaS), Platform as a service (PaaS), and 

Software as a service (SaaS) [8]. Jhawar, Ravi et al. proposed Even 

though the benefits of cloud computing are enormous it has some 

risks on user’s applications, especially because of the failures like 

overloading, congestion, hardware faults [9]. Al-Kuwaiti  et al. 

proposed The failures force high consequences on the applications 

sent in virtual machine (VM) and, therefore, there is an expanding 

need to address client’s reliability and availability concerns [10]. 

3. Methodology 

3.1 Proactive fault tolerance 

The proposed method begins with the evaluation of VM resource 

utilization which depends on the metrics such as CPU utilization, 

memory utilization, job capacity and CPU temperature. By using 

these metrics, a new Bi-Level classifier based on Fuzzy Min-Max 

Neural Network (FMNN) classifier is proposed that predicts the 

future values of resource utilization metrics and classified them into 

two different classes namely failure and un failure. In that there is a 

difficulty in classifying the overlapped hyper box which is solved by 

further introducing a minimum distance based classifier. The 

minimum distance based KNN classifier classifies the overlapped 

hyper boxes into one of the above two classes by calculating the 

minimum distance between them.  Our proposed Bi-Level FMNN-

KNN Classifier is illustrated in figure 2. Each class from Bi-Level 

FMNN-KNN classifier is compared with a threshold value and 

depends upon the threshold they are categorized as Failure VM and 

Un failure VM. The failure VMs are migrated to newer location to 

save the resources. The newer location of each Failure VM is 

selected optimally using Modified Bat optimization. Figure 1 

demonstrates the process flow of our proposed proactive fault 

tolerance 
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Figure 1 demonstrates the process flow of our proposed 

proactive fault tolerance 
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Figure 2: Bi-Level FMNN-KNN Classifier 

 

The proposed system is implemented in java cloudsim 

platform and the results obtained are compared with existing 

researches in terms of failure prediction time.  

 

      3.2 Training Phase 

 Take 50 VM and run them for 5 iterations 

Give workload to each VM 

 At a particular time,each VM may fail 

 Note the Average utilization of each virtual machine as  

 Average X= Utilizationof(CPU 

+Memory+Bandwidth+cputemp) 

                                                             4 

 The CPU utilization, Memory Utilization, Bandwidth 

Utilization and CPU temperature can be automatically 

calculated by Cloudsim 

 Take the minimum average utilization as Lower 

Threshold TL  

 Take the average utilization greater than TL as Upper 

Threshold TU  

 Note the VM failure OccurrenceDuration Ft  

Take minimum Ft  as time interval 

 Note the VM execution Duration Et  

 Take minimum Et
as estimated finish time EFt
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3.3.Testing Phase 

 For ntoVM i 1  do // iVM (i =1, 2, …n) n is the total 

number of virtual machine  

 calculate Average Utilization as 

 

Average X= 

Utilizationof(CPU    +Memory+Bandwidth+cputemp) 

 

 End 

 

3.4. Pseudocode for Fuzzy Min Max Classifier 

 IF  TUX   // X is the average utilization of each VM 

  create For
ntoVM i 1

 do 

hyper box 1B
 and label class 1K

 as failure 

 If X belong to an existing hyper box 1B with class label 

1K  

 Put input data into 1B
 

 end if 

 ELSE IF 
 TLX 

 

 create hyper box 2B  and label class 2K  as success 

 If X belong to an existing hyper box 2B with class label 

2K  

 Put input data into 2B  

 end if 

 End ELSE IF 

 ELSE Check for overlapping data x  

3.5  Pseudocode for KNN classifier 

 mtoxfor 1 do   //x is the overlapped data and m is 

the number of overlapped data 

 Compute distance 
 xLUd TT ,,min  

 
xUd TU 

 

 LL Uxd 
 

 IF TU Ud 
 

 Then label x  as failure 

 ELSE IF TU Ld 
 

 Then label x  as success 

 ELSE  

Label x as failure 

End ELSE 

End ELSE IF 

End IF 

End for 

 

3.6  Prediction time calculation 

 

Prediction time = EFt -Current Simulation Time 

The current simulation can be calculated by the cloudsim 

By using this we can calculate the prediction time of the proposed 

work. 

 
4. Results And Analysis 
The proposed bi level FMNN-KNN classifier overcomes the 

drawback present in the previous research work such as 

classification of unpredictable/overlapping data which is resulted 

from the FMNN classifier. This will improve the performance of 

proposed method and thereby yielding lower computational  

 

 

complexity and faster process. Hence the proposed algorithm will 

generate more accurate prediction with high convergence speed as 

shown in fig3,fig4,fig5, fig6,,fig 7. Even though there are numerous 

classifiers in the literatures here we are utilizing Fuzzy Min-Max 

Neural Network (FMNN) Classifier for predicting the VM Failure. 

The purpose of selecting FMNN classifier is that, it has higher 

classification accuracy with lower computation time. This is 

because of the hybridization of Fuzzy logic with neural network. 

Since Fuzzy logic is more suitable for handling uncertainty and 

Neural networks are good at real time operation, online adaption 

and efficient this approach has the advantages of both systems. 

However there are so many advantages, FMNN generates a 

common problem called overlapping. In the existing papers this can 

be solved by introducing compensatory neurons in neural network 

but this will improve the complexity of the system. Also in some 

existing research works, an improved FMNN is implemented by 

adding some rules for overlapping to detect possible overlapping 

areas. This will cause more number of hyper boxes and an 

additional pruning operation is required, because when there is less 

number of hyper boxes, the process will be faster. Therefore, a new 

method is required which will improve the FMNN. 

 

 
                Figure 3. Memory utilization 

 
           Figure  4.  Bandwidth 

 
Figure  5. CPUtemperature  

 

 
Figure 6. Failure time 

 
 

Figure 7.comparison of our proposed classifier with existing 

classifier 
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From the above graph it is seems to be that comparatively our 

proposed FMM-KNN classifier results high accuracy and prediction 

than the existing classifier such as Naïve Bayes classifier.  We can 

conclude that our proposed classifier will be a better choice of 

technique to employ in the cloud system which mainly has the need 

of early prediction of VM failure. 

 

Performance evaluation parameters: 

Positive predictive value (PPV)=TP/(TP+FP) 

Specificity=TN/(FP+TN) 

Accuracy=(TP+TN)/(TP+TN+FP+FN) 

False discovery rate(FDR)=1-PPV 

Results obtained: 

Proposed Values: 

TP=0, TN=19, FP=1, FN=0 

Existing values: 

TP=0, TN=16, FP=4, FN=0 

 

5. Conclusion 

 In this work, A Fuzzy min max Neural Network classification 

approach is  proposed  to predict fault that can anticipate failure in 

advance.. We proved practical possibility of prediction to vm failure 

and demonstrated the results using cloudsim. The results 

demonstrate that the proposed approach yields better results in 

predicition of vm failure in cloud data centers .  
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