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Abstract— A smart agricultural sensing system is developed 

using Raspberry pi and Arduino board to facilitate the 

farmers. The system is based on three types of sensors:  

water sensor, temperature sensor and humidity sensor. 

Water sensor senses the water level in the soil, temperature 

sensor senses the temperature and humidity level is sensed 

by humidity sensor for every second and these three inputs 

are stored in to the cloud. It also automatically irrigates the 

crops if the water level in the soil is below the threshold level. 

Since the data are uploaded to the cloud every second it can 

be accessed by the user at any time. The security issue arises 

when data communication happens between cloud user and 

cloud provider via the public Internet. Application of 

Biometrics is discussed in this paper to access the cloud data 

in a secure manner on either sides during data 

communication. 

Keywords:Cloud Computing, Water Sensor, Temperature 

Sensor, Humidity Sensor, Embedded System, security, 

biometrics. 
 

1 INTRODUCTION 

Indian economy is basically dependent on 

agriculture. Water resources play an important role in the 

development of crops. There are many methods to conserve 

and preserve water resources and also water preservation is 

very much important in these days. Excess supply and 

deficient supply of water to the growing crops however will 

destroy the crops. The sensors are designed in such a way that 

sufficient irrigation for the crops will be carried out whenever 

required. Mobiles also play a major role in a human being‟s 

routine life. Everyone now owns a smartphone which can do 

almost all things that are not even possible by humans. The 

sensor is designed in order to ease the work of farmers and 

irrigate the crops without even visiting the farm and keeping 

track of the crops and soil throughout the development of 

crops. 

2 RELATED WORK 

2.1 HUMIDITY 

Humidity is the amount of water vapor present in the 

air. Water vapor is the gaseous state of water and is 

invisible. Humidity means the presence of precipitation, dew, 

or fog in air. Higher humidity reduces the effectiveness 

of sweating in cooling the body by reducing the rate 

of evaporation of moisture from the skin. This effect is 

calculated in a heat index table or humidity index. The amount 

of water vapor that is needed to achieve saturation increases as 

the temperature increases. As the temperature of a parcel of 

water becomes lower it will eventually not reach the point of 

saturation without adding or losing water mass. If the variation  

in the amount of water vapor in an air pocket is measured at 

different temperatures,  could be quite more. For example, a 

parcel of air that is near saturation may contain 28 grams of 

water per cubic meter of air at 30 °C, but only 8 grams of 

water per cubic meter of air at 8 °C. There are three main 

measurements of humidity: absolute, relative and 

specific. Absolute humidity is the water content of air 

expressed in gram per cubic meter. The current absolute 

humidity relative to the maximum (highest point) for that 

temperature, when expressed in percentile, gives us the metric 

about relative humidity. Specific humidity is the ratio of the 

mass of water vapor to the total mass of the moist air parcel. 

2.2 TEMPERATURE 

The measure of a body or an object of its warmness or 

coldness is defined as temperature; and in our system that 

object is the farming environment. It is measured by 

a thermometer. Several scales and units exist for measuring 

temperature, the most common being Celsius (denoted °C; 

formerly called centigrade), Fahrenheit (denoted °F), and, 

especially in science, Kelvin (denoted K). The coldest 

theoretical temperature is absolute zero, at which the thermal 

motion of atoms and molecules reaches its minimum – 

classically, this would be a state of motionlessness, but 

quantum uncertainty dictates that the particles still possess a 

finite zero-point energy. Absolute zero is denoted as 0 K on 

the Kelvin scale, −273.15 °C on the Celsius scale, and 

−459.67 °F on the Fahrenheit scale. The kinetic theory offers a 

valuable but limited account of the behavior of the materials 

of macroscopic bodies, especially of fluids. It indicates 

the absolute temperature as proportional to the average kinetic 

energy of the random microscopic motions of those of their 

constituent microscopic particles, such as electrons, atoms, 

and molecules that move freely within the material. 

2.3 SOIL MOISTURE 

Soil moisture is difficult to define because it means 

different things in different disciplines. The understanding of 

soil moisture differs in the person‟s perspective; an example is 

a between an agriculturist and a weather man in a forecasting 

station. Generally, however, soil moisture is the water that is 

held in the spaces between soil particles. The water content in 

upper part of the soil, say 10cms is referred as surface soil 

moisture and root zone soil moisture is the water content that 

is available in the upper 200 cms of soil, required for plants to 
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grow. Compared to other components of the hydrologic cycle, 

the volume of soil moisture is small; nonetheless, it is of 

fundamental importance to many hydrological, biological and 

biogeochemical processes. Soil moisture information is 

valuable to a wide range of government agencies and private 

companies concerned with weather and climate, runoff 

potential and flood control, soil erosion and slope failure, 

reservoir management, geotechnical engineering, and water 

quality. Soil moisture is a key variable in controlling the 

exchange of water and heat energy between the land surface 

and the atmosphere through evaporation and plant 

transpiration. As a result, soil moisture plays an important role 

in the development of weather patterns and the production of 

precipitation. Simulations with numerical weather prediction 

models have shown that improved characterization of surface 

soil moisture, vegetation, and temperature can lead to 

significant forecast improvements. Soil moisture also strongly 

affects the amount of precipitation that runs off into nearby 

streams and rivers.  

 

3. DESIGN OF SMART AGRICULTURE SENSING 

SYSTEM 

The proposed system focuses on automating the 

agricultural process by using the latest technologies such as 

embedded systems and cloud computing. The system uses 

Raspberry Pi and Arduino as its main components. The system 

is mainly designed to facilitate the farmers and make 

agriculture easier and available to everyone. The system 

completely automates everything such as supplying water to 

crops, maintaining the temperature level and humidity level. 

The program is embedded into the Arduino board with the 

threshold levels of the three variables. The threshold levels are 

assumed here whereas it can be correctly set when 

implemented in a field. When the system in turned on, it will 

check for the water content in the soil and temperature level 

and also the humidity level. This will be transmitted to the 

Raspberry Pi board which in turn transmits to the cloud for 

easy monitoring and future use. Apart from monitoring, the 

system will also automatically trigger the water pump if the 

water content in the soil is critically below the threshold level. 

The water content, temperature and humidity are repeatedly 

counted one after another continuously and the data are 

uploaded to the cloud every time it is monitored. The system 

is operated by raspberry pi board which gives power to all the 

components in the system. It gets power from an external 

source. The motor is given a external power source apart from 

this. 

3.1 WORKING PRINCIPLE 

 

 

 

 

 

 

 

 

 

 

 

 

FIG 3.1 Working of smart agricultural sensing system 

From the above diagram, three sensors: soil moisture sensor, 

humidity sensor, temperature sensor are connected to the 

Arduino board which receives the data from the sensors. The 

program for sensing and also receiving the data are embedded 

in the Arduino board. After it receives the values, it will check 

for the soil moisture level and compare it with the pre-set 

threshold level. If the soil moisture level is below the 

threshold level, the Arduino board which is connected to the 

relay board triggers the pump. If the soil moisture level equals 

the threshold level it will switch off the pump. After this work, 

the values are sent to the raspberry pi board. A program is 

executed in the raspberry pi to transfer the data to the cloud 

storage through wifi terminal. The cloud storage will receive 

the data and stores it and also it uses the IOT to provide a 

switch on the cloud which can be used to switch on/off the 

pump.  

3.2 PIN DIAGRAM 

The following is the procedure to design the Smart Agriculture 

Sensing System.  

 The soil moisture sensor is connected to the A0 pin 

of the Arduino board, humidity sensor is connected to 

the A1 pin and temperature sensor is connected to the A2 

pin of the Arduino board. 

 The Arduino board in turn is connected to raspberry 

pi board. 

 The raspberry pi board is connected to the cloud 

storage and IOT terminal using wifi. 

 Arduino board is also connected to the relay driver 

and relay board to connect with the motor pump. 

 All the sensors connected are grounded. 

 

FIG 3.2 PIN diagram of smart agricultural sensing system 

3.3 SOIL MOISTURE SENSOR  

The +5V supply line (VCC) of the module is linked 

to the 5V line of the Arduino. GND of the module is the 

common (0V) connection. D2 input of the Arduino is fed with 

the digital signal output of this board marked as D0. Analog 

output (marked as A0) from the module is not used here. 

Sensor-head of the module contains two probes in a small 

metal pcb. When the sensor-head is inserted in wet soil, 

Moisture is sensed by the probes when the sensor head is 

inserted in wet soil through a low-resistance path (when soil is 
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dry, resistance between the probes is also high). A 

potentiometer is included in the module for adjusting the soil 

wet/dry detection sensitivity according to actual requirements. 

 
FIG 3.3 Connection of soil moisture sensor with arduino 

ANALOG LINK 
It is also possible to read the amount of moisture 

present in the soil (for judging whether the soil is wet or dry) 

by linking the analog output (A0) of the module, to one analog 

input (A0) of the Arduino. Here is the test code that indicates 

the soil wet/dry conditions using just two LEDs (green & red). 

 
 

FIG 3.4 Soil moisture sensor 

From the circuit diagram of the module, it is clear 

that, apart from the module only a few external components 

are needed to build a relay-driver circuit. There is a chance to 

realize one simple non-arduino project of a forgetful plant 

waterer. If we are looking for this option, digital output of the 

module must be linked to the little circuit shown below, and 

an external 5VDC power supply is used. If higher current 

loads are to be driven a PNP transistor can be added to the 

module‟s digital output. Here the addition of 2N3906transistor 

controls an electro-magnetic relay (RL1) for driving high-

current/high voltage loads like water pump motors through its 

N/C contacts (when soil is wet, relay remains in energized 

state). 

3.4 TEMPERATURE SENSOR 

Temperature sensor vary from simple ON/OFF 

thermostatic devices which control a domestic hot water 

heating system to highly sensitive semiconductor types that 

can control complex process control furnace plants. 

It measures the amount of heat energy or even coldness that is 

generated by an object or system, allowing us to “sense” or 

detect any physical change to that temperature producing 

either an analogue or digital output. 

 

FIG 3.5 Temperature sensor connection with arduino 

The temperature sensor used here will detect the 

temperature of the land and transmits it to the raspberry pi 

which transmits it to the cloud. From there it will be 

transmitted to the user through e-mail or sms. 

 
FIG 3.6 Temperature sensor 

3.6 HUMIDITY SENSOR 

A sensor is constructed by placing a hygroscopic di-

electric material in between two electrodes, thereby becomes a 

tiny capacitor. This sensor acts as humidity sensor in the smart 

agricultural system. Plastic or polymer is used as di-electric 

material, and the di-electric constant ranges between 2 and 15. 

When the farming environment does not have enough 

humidity and hence absence of moisture, this humidity sensor 

measures the capacitance value based on the dielectric 

constant of the plastic or polymer that acts as the di-electric 

medium.  

  

At normal room temperature, the dielectric constant 

of water vapor has a value of about 80, a value much larger 

than the constant of the sensor dielectric material. The value of 

sensor capacitance increases when absorption of water vapor 

by the sensor increases. 

  

 
FIG 3.7 Humidity sensor 

At equilibrium conditions, the amount of moisture 

present in a hygroscopic material depends on both the ambient 

temperature and the ambient water vapor pressure. This is true 

also for the hygroscopic dielectric material used on the sensor. 

 3.6 ARDUINO PROCESS 

Arduino Process is used to get information from all 

of the three sensors and checks it for the threshold levels and 

transmits the levels to the raspberry pi module. The program is 

written using the Arduino IDE programmer and it is called 

sketch. The programs executed automatically when the power 

is switched on. The program fetches the data from the sensors 

and transmits it to another module. If the water level is low, 

this module automatically triggers the pump. If the water level 

is below the threshold level, motor will be automatically 

triggered and if the water level equals the threshold level, the 

motor will be off automatically. 
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FIG. 3.8  Arduino Process 

 

3.7 RASPBERRY PI  

 

The raspberry pi system is connected to a wireless 

network and a monitor, mouse and a keyboard are connected 

to it to operate this embedded system. When the system is 

switched on, it will receive the data from the Arduino board 

and a program is executed here and the received data are 

displayed and it will get transmitted to the cloud storage; and 

also this system has internal display to list the sensor levels. 

4 CLOUD STORAGE 

 

Cloud Storage is a service where data is remotely 

maintained, managed, and backed up.  The service is available 

to users over a network, which is usually the internet.  User 

content is stored into the cloud and the user can access them 

from any location via the internet.  The provider company 

makes them available to the user online by keeping the 

uploaded files on an external server.  Cloud storage at its basic 

level is just backing up data enough times so that the chance 

of losing that data becomes nearly irrelevant. Having multiple 

data servers to store data decreases the chances of losing data. 

The cloud storage concept is a great new technological 

advancement that will help customers safely and reliably store 

their data. With multiple data servers and multiple copies of 

information, companies are able to hedge their bets against the 

loss of data and server downtime. The data received in the 

cloud can be monitored from anywhere in the world and at any 

time. The data will be displayed and can also be downloaded 

from the cloud. The cloud also offers an option to switch 

ON/OFF the motor directly from anywhere. 

Though using cloud storage for this agricultural 

sensing system has manifold advantages like global 

accessibility of data, anytime, anywhere, the dark side is the 

security issue. Though the cloud providers assure of strong 

and fool proof algorithms and techniques for secured access of 

data between user and provider, the problem of data breach 

exists. The cloud security alliance, the statutory body for 

security issues over cloud keeps updating the standards and 

policies for an improved security measures in cloud. 

In this paper, using bio-metrics (finger print and/or 

face recognition) is briefly discussed to secure the access of 

cloud data. 

4.1 FINGER-PRINT IDENTIFICATION 

 The process of identification in this networked world 

is inevitable. When we use web services like mail, banking, 

ecommerce, and for the present day, when we use cloud, we 

have identification mechanisms like user-id, password, one 

time pin etc. Identification process can be well understood as: 

‘something you possess’ and ‘something you know’. An 

example scenario is: we possess ATM card and we know its 

PIN number. What if we lose our ATM card and most of the 

users have their PIN as year of birth kind of data. If an 

imposter possesses our ATM and has our PIN, then the 

identification process fails. 

 In order to improve this vulnerable identification 

process, we use bio-metrics to strengthen the identification 

process in this networked world. What could be taken as bio-

metric identification? The answer is any human physiological 

or behavioral characteristic could be accounted as a bio-metric 

identification provided that satisfies few properties as detailed: 

i) universality – all human should possess, ii) uniqueness – no 

two humans have the same, iii) permanence – should not vary 

with time and iv) collectability- quantifiable. 

 The bio-metric based authentication is widely used in 

many of the applications: banking, e-commerce and now in 

cloud environment too to ensure security of data in storage as 

well during communication. 

4.2 BIO-METRICS IN THE CLOUD SECURITY 

Besides the three primary services offered by any 

cloud -SPI, for the present day all cloud vendors should 

implement bio-metric based authentication, which ensures 

secured access of one‟s data and application when stored in a 

public cloud. An example scenario is: as a result of 

technological advancements in the banking sector and the 

growing customer transition towards e-commerce industries, 

there has been a rapid increase in the volume of online 

transactions in the recent years. Financial institutions offer 

customers with easy and convenient transaction features and 

also offer facilities to transfer funds through mobile devices 

such as smart-phones and tablet computers. Internet-based 

financial transactions in several sectors including the banking, 

financial services, insurance, healthcare, and retail industries 

are vulnerable to cyber-attacks. In a typical e-commerce 

application, when the user makes financial transactions online, 

the security measures followed are as detailed below: 

i) User-id and password for net-banking 

ii) OTP-one time PIN number, etc 

iii) And now, bio-metrics 

The same process may be followed when a cloud user 

or an organization stores data and application in a public 

cloud. To strengthen the security algorithms, bio-metrics 

authentication must be combined with the above conventional 

methods. The cloud user may access the cloud storage service 

through a web service or through a mobile application. 

4.3 ACCESING THE AGRI CLOUD USING A WEB 

APPLICATION. 

The user using a web service will have to register in 

advance by keying in details like user-id, password, mobile 

number, a valid email-id etc. The user dashboard view will 

give the details of the digital assets uploaded by the user, and 

all associated attributes like size, owner, last accessed, last 

modified etc.. The validity of the OTP will be set by the super 

user of the cloud. The OTP may be alphanumeric with 6 

characters; and the same may be sent to user‟s registered mail 

or mobile number as requested by the user. In this method, as 

desktops not equipped with built in finger print sensors, two 

factor authentication is possible ie a) user-id and password and 

b) OTP. The bio-metric authentication is made possible by 
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adding an external finger print sensor to desktop clients. Once 

user authentication is successful, the sensor data can be 

uploaded to the agri cloud using the web service. 

The data flow diagram will be as pictured below: 

 
Figure 4.1 : Accessing cloud via a web service 

4.3 ACCESSING THE AGRI CLOUD USING A 

MOBILE APPLICATION. 

The user, when accessing the cloud using a mobile 

application, the three factor authentication  can be easily 

implemented as finger print sensors are in built in present day 

smart mobile phones. The flow is visualized as below: 

  
Figure 4.2 : Accessing cloud via a mobile application 

 

5. CONCLUSION 

 

            The designed Smart Agriculture Sensing System will 

help the farmers to automate the agriculture system and which 

will completely automate the process of traditional agriculture. 

It overcomes the existing systems by automation technique 

and tracking technologies. This system makes agriculture 

easier and with this everyone can do agriculture with very 

little knowledge. This can be used in fields of any size. The 

system may be upgraded to connect a fertilizer level sensor 

can be enhanced to connect more such systems a single system 

for a larger field. The system is enhanced to use latest internet 

connection technologies other than wifi and LAN which is 

already available. A webcam can be attached to the system to 

give a live stream of the land. 

 The sensor captured data of the smart agricultural 

system is uploaded into the cloud in a secured manner by 

using finger print recognition using a web service or using a 

mobile app. The recent research in biometrics shows the 

dimensions of heart of a person can be measures using 

Doppler radar and it could be a vital biometric input for 

authentication of users.  
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