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Abstract:- Intelligent Systems are the driving force which 

plays a vital role for the development of the Internet of 

Things (IoT). Due to the evolution of IoT, billions of devices 

can communicate and connect together. With the advent of 

IoT, new systems have evolved in the area of security too. 

Several solutions have been proposed in order to mitigate 

the problems faced by the Indian fishermen in the frontiers 

of the ocean. Due to the lack of awareness about the ocean 

frontiers and advanced alert instruments in the boats, 

Indian fishermen are caught and killed by the naval forces 

of the neighbouring country. Several solutions have been 

proposed in order to counter the issue. But due to 

inappropriate design of protocols for efficient 

communication and inability to control when the boat 

crosses the sea frontiers still poses a difficulty. In order to 

protect the Fishermen and to provide them the assistance 

about the sea frontiers during fishing, an IoT based 

Frontiers security and tracking system encompassing a 

threshold based algorithm has been proposed. By using the 

threshold based algorithm, fishermen can be able to 

predict the frontiers using the satellite communication. 

The buyonts installed in the sea senses and emits the 

signals and alerts the fishermen using the ultrasonic 

sensors.  The current location of the fishing boat can be 

found out by using the GPS receiver. The sensor unit 

installed in the IoT kit also detects the weather conditions 

of the sea which facilitates the effective navigation by 

preventing the fishermen from crossing the border lines 

and also displays information using the android 

application. 

Keywords: IoT(Internet of Things), Buyonts, GPS(Global 
Positioning System), Sea Frontiers 

1.     INTRODUCTION 

 Fishing has been a prominent source of income 

across all the inhabitants of the world in the coastal regions 

. The most frequent issue is that the Indian Fishermen are 

caught due to the crossing of the maritime frontiers and 

shot by the Sri Lankan navy which becomes more frequent 

in the past decade. Many Fishermen are affected by these 

frontiers crossing issues and they are caught by the Sri 

Lankan navy and imprisoned. They are also prohibited 

from fishing where frequent firings are prevalent from the 

last decade. Though it may be political concern, it is the 

responsibility of the government and the ignorance of 

concentrating in this issue creates more problems. 

Sometimes the Fishermen are also affected by sudden 

weather changes and this can be detected using the 

weather monitoring sensors. Enroaching has become a 

prominent activity in the international borders and in the 

nearby coastal lands as well. The main reasons include the 

ignorance of the international maritime border line, use of 

bottom draggers depletes the resources in the sea especially 

coral reefs, prawns, etc which affects the sustainability of 

the sea environment, restrictions due to the smuggling 

which is frequent across the crossing traits in the bay of 

Bengal. The major solutions proposed encompasses a design 

based on embedded systems where it is difficult to update. 

In case of exceptions, the system has to reboot and in case 

of hardware failures, troubleshooting becomes difficult. Also 

it becomes hard to transfer the data into cloud or to the 

network.[1] GPS transceiver used in the design poses 

limitations in case of low signal quality, interference due to 

air, electromagnetic radiations, etc. It is hard for the 

fishermen to be contingent on GPS system, in case of 

failures.[2] Hand-Operated abrogating facility to access the 

boat engine in the event of spanning the frontiers is difficult 

and this is the major cause for the crossings. The main 

disadvantage of the system is its minimum attempt to 

ingress the instrument panel in the boat. This may lead to 

the prosecution by the coastguards or by the Sri Lankan 

Navy.[3] Ad-hoc Networks in case of Marine areas will not 

be feasible for communication since GPS transceivers poses 

a physical failures too. It also depends on the sensors where 

if and when another boat goes out of the coverage area, it is 

difficult to form a network in the sea which poses a 

limitation.[4] The micro-controllers interface provides an 

efficient facility to communicate effectively by using sensors 

where accuracy and portability still poses a constraint in 

the design.[5] In order to prevent the Indian fishermen from 

being caught by the Sri-Lankan navy several other 

solutions are proposed. IoT based Frontier Security and 

Tracking System for the Indian Fishermen proposes an 

effective solution in terms of network connectivity, 

awareness about the international maritime frontiers, 

weather forecasting and security alerts which uses 

technological equipment as a source that minimizes and 

handles the critical happenings during fishing in the sea 

frontiers especially. The main problem arises when the 

network connectivity fails. In such case, a tracking device 

can be installed which facilitates the effective tracking of 

boats in the sea. The solutions will be effective only when 

the system can prevent the fishermen form crossing the 

borders. The Further sections of this paper is organized as 

follows: Section 2 provides an insight into the proposed 

solution, section 3 describes the algorithm used, section 4 
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defines the working of the system and section 5 illustrates 

the advantages of different components and section 6 

concludes the scope for the future enhancements. 

2.  IOT BASED FRONTIER SECURITY AND TRACKING 

SYSTEM FOR INDIAN FISHERMEN USING A THRESHOLD BASED 

ALGORITHM 

 The system encompasses IoT Kit (Raspberry Pi 2). 

The system comprises of different components such as GPS 

tracker module, weather forecasting sensors, relay circuit, 

LCD Display and an android application that facilitate 

effective monitoring and forecasting of unfortunate events 

in the sea frontiers. The design includes a physical tracking 

device which counters the event of tracking the on-shore 

boat from the sea shore or even from the sitting place. The 

system also has a frontier android application which 

promotes portability for the onshore boat with the coast 

guards or even from their own households. Though the 

embedded system has its own advantages and 

disadvantages the system is implemented by using 

Raspberry pi 2 Kit. The Raspberry pi 2 kit has different 

components where the interfacing across sensors and 

actuators can be connected. In case if the boat crosses the 

sea frontiers and caught by the coast guard or Sri Lankan 

navy, or even though they lost their way  in the nautical 

borders the tracking chip provides a way in identifying the 

vehicle during the unforeseen circumstances. The block 

diagram connection for the system is shown in the figure1. 

 
Fig.1. Schematic diagram for the IoT based Frontier 

Security and Tracking System for the Fishermen 

 

 IoT based Frontier Security and Weather forecasting 

system uses the Raspberry Pi 2 kit where the different 

components such as Object detection sensors, weather 

forecasting sensors, Frontiers security android application, 

driver circuits, etc. can be integrated.  

3.   Threshold Based Algorithm 

 

 Threshold based algorithm defines how efficiently the 

boat can be tracked when it reaches near to the nautical 

borders or crosses it. The algorithm can be able to 

efficiently track and provide security based on the threshold 

values set before the boat reaches the nautical borders. The 

algorithm provides an alarming signal through the use of 

ultrasonic sensors incorporated. The system also 

encompasses weather forecasting sensors thereby 

facilitating the accuracy of the environment in advance. The 

system comprise of adaptive algorithm which is capable of 

handling the situations of failures in the GPS or border 

signals. 

The figure shows a simple understanding of how the system 

communicates in the nautical borders. 

 

Fig 2. Working of Threshold based Algorithm   

  The communication between the border and the 

satellites with the boats play a major role in the 

development of the system. The proposed system also has a 

adaptive system to control the crossing of the borders and 

also provides automated communication system to alert the 

coastal guards to help the fishermen. 

A.  Internet of Things (IoT) Kit 

 Raspberry pi 2 kit contains a credit card sized computer 

which contains a broadcomm system on a chip (SoC), an on-

board CPU and on-chip graphics processing unit. The 

system also integrates HDMI and Ethernet ports and GPU 

pins which facilitate efficient connectivity. It also 

encompasses in-built memory capacity and peripheral ports 

to connect the external components.   

B.   Differential Global Positioning System (DGPS) 

 The differential GPS provides apparent accuracy at the 

rate of 15m than the conventional GPS of about 10 cm. 

Errors due to electromagnetic interference causes the signal 

to loss. Hence the accuracy gets affected. These errors can 

be mitigated by using the differential GPS transceivers 

where it can be eradicated by using the GPS transceiver 

installed in the stratospheric layer. The accuracy can be 

corrected to the real time as the system encounters 

augmentations in an effective way 

C.   Frontier Android Application 

 In order to provide the portability, the system 

encompasses a frontier android application where the alarm 

and security alerts ca ne generated by their families using 

the internet. The system also provides efficient tracking 

where GPS position can be found in case of lost signals. The 

Android Application designed for the purpose are shown in 

the diagram as follows: 

 

Fig 3. Frontier Android Application  
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The application consists of integrated border alarm where it 

alerts the fishermen in an efficient way. In case of failure of 

the entire system the vehicle has a tracking chip where the 

differential gps finds the exact reference with the ground 

reference station. The Buyonts installed in the ocean 

frontiers acts as a sensors which facilitates the effective 

navigation using ultrasonic signals.Since the differential 

gps transceiver works based on beacon-based broadcast 

mechanism, there will be no chances of losing the lives in 

the ocean frontiers.  

                                       

 

Fig 4. International Maritime Boundary Line 

4. WORKING OF IOT BASED FRONTIER SECURITY 

AND TRACKING SYSTEM FOR INDIAN FISHERMEN 

 IoT based Frontier Security and Tracking System works 

with an IoT device when combined with sensors and a 

physical tracking device. When the boat is on fishing near 

the nautical borders,  the threshold values set at 5km from 

the border line will be compared based on GPS coordinates 

received from the DGPS receiver. If the boat is near the 

threshold limit of 5KM, then the system triggers an alarm 

as well as sends a alert message. The second threshold is 

when the boat becomes 2km ahead of the border line. The 

boat enters the critical arear and a deep alarm gets set and 

an sms is generated to both the fishermen as well as their 

households and the coast guards. At this point, the vehicle 

speed is monitered and the engine is switched off.  If the 

boat try to continue its journey, then an automated 

message shut downs the system using the relays.. Due to 

unforeseen circumstances, if the boat crosses the nautical 

borders, relay ciruit will be turned off which in turn shut 

downs the system. Suppose that if the system fails then the 

physical tracker device installed in the boat gets activated 

which facilitates the monitoring of boat using the frontier 

android application. In case if the boat loses its way, then 

the physical tracking device provides the way to identify the 

fishermen in case of misleading due to weather and 

unfortunate events. The distance between the nautical 

borders and the boats are calculated using the DGPS 

transceiver. 

 In case of  unforseen circumstances, even after the 

shutting down of the engine, the boat may cross the border 

line by slow movement or by waves. The system will 

adaptively switch the reverse ignition to move the boat back 

to the safe zone. The coastal guards are alerted to check the 

position of the boat and ensure that the boat is back in the 

safer zone. The areas of multiple fishermen with boats have 

intercommunication systems to communicate with the 

nearby boats which also prevents being caught by the naval 

forces. 

The system is used for interfacing various hardware 

peripherals. The system is used of automotive security by 

which is designed by the IoT kit. By using this system one 

can be able to determine the location of the ship accurately. 

The maintenance cost of the system is low and is 

replaceable easily. These systems not only alert the 

Fishermen about the frontiers, it also sends message to the 

base station by using the GSM. The proposed system has 

the android app where anyone can watch the information 

about the particular ship. The hijack of the ship can be also 

eradicated by using this system.  

5.  CONCLUSION 

The Proposed system helps the Fishermen to easily 

identify the sea frontiers of the countries and they are 

prevented by entering into the other country frontiers by 

adaptive algorithms. The system also provides a forecast for 

the fishermen entering the sea which is blindfolded. The 

Fishermen caught shot and arrested by the neighboring 

countries navy forces can be controlled. We can save the 

lives of Fishermen and also we develop the good 

relationship with our neighboring countries. The collision of 

the ship can also be prevented. And also ship piracy can be 

controlled. 
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