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Abstract: The most challenging aspect of Wireless 

Sensor Network is trust due to its density, size, 

energy and dynamic nature of wireless medium. 

Trust models are necessary to enhance the trusted 

collaboration among sensor nodes in wireless sensor 

networks. Packet forwarding misbehaviours of 

sensors does not send packets properly or drop 

packets or change their relay behavior of forwarding 

packets to sink. It decreases the energy of sensors, 

delay the number of packets reached on time,and 

reduces over all throughput and performance of the 

wireless sensor network. This paper, proposes a 

distributed improved beta Trust Model (ITM) for 

detecting the packet forwarding misbehaviours 

quickly by using beta distribution principle.It 

introduces penalty factor to decrease the trust value 

of non-cooperative sensors. It discusses the ITM 

model and compares with BRSN, LIID and AEMP 

trust models to show the efficiency of ITM model. 
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1. Introduction 

Wireless Sensor Network (WSN) is a 

distributed multi-hop ad-hoc network which has 

large number of tiny sensors with Radio Frequency 

capability, limited storage and computation 

capability. Several unknown attacks are occurring 

due to its shared, open wireless medium of wireless 

sensor networks. Most of unknown attacks can be 

avoided by proper cryptographic and authentication 

in the wireless sensor network. The malicious 

authenticated insiders are not easily predicted by 

normal cryptographic techniques [1,2].The packet 

forwarding misbehaviour is caused by attackers, 

who authenticated sensor nodes in such a way that 

they failed to forward packets to sink. The packets 

forwarding misbehaviours are classified as black 

hole misbehaviour, selective forwarding 

misbehaviour, on/off misbehaviour or selfish 

misbehaviour. The black hole misbehaviour drops 

all the packets without forwarding packets to sink. 

The selective forwarding misbehaviour selects some 

kinds of packets to drops it and forwards remaining 

packets to sink. The on/off or selfish misbehaviour 

forward packets in certain modified period only. 

Trust model, a soft secure and localized mechanism 

built inside of the each sensor node to enhance 

cooperative behaviour and reduces misbehaviours 

among wireless sensor networks. Trust is a 

subjective opinion gathered from direct and indirect 

observation of sensors in the wireless sensor 

network. The distributed improved beta Trust 

Model (ITM) is proposed to intelligently identify the 

packet forwarding malicious nodes and avoid 

relaying packets in the network. It analyses the 

simple existing trust models AEMP, LIID and 

BRSN which are suitable for wireless sensor 

network. This paper focuses on detecting malicious 

packet forwarders quickly as well as provides 

prevention to reputation based attacks. 

This paper is organized as follows, Section 2 

give objective of this paper and Section 3 discusses 

the literature review, and Section 4 explains the 

proposed ITM structure, trust metrics, trust 

evaluations and trust propagations. Section 5 

examines the performance analysisof ITM model. 

Finally, Section 6 discusses the conclusion for future 

work. 

 

2. Objective  

Main contributions of the ITM model are as follows, 

a) It detects malicious packet forwarders quickly, 

considering consecutive packet drops.  

b) It uses time synchronization mechanism to 

monitor neighbour nodes in different intervals. 

c) It avoids false rating by finding standard 

deviation between recommended trusts. 

d) It follows enhanced beta distribution principle for 

collecting evidences from neighbours and reduce 

communication overhead by collecting 

reputation whenever necessary. 

 

3. Literature Review 

Several research works has been proposed to 

detect packet forwarding misbehaviours of wireless 

sensor networks. Several defence mechanisms are 

proposed to detect attacks like Multi-hop 

acknowledgement scheme[3],Path diversity[4],node 

categorization[5] and statistical based 
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approaches[6].But trust model is simple, 

lightweight, easy to built and neighbour monitoring 

scheme which is suitable for wireless sensor 

networks. It is used to detect the ability of 

neighbours which are faulty or misbehaving 

themselves and increase the individual decision 

making process. Some of the trust based approaches 

are discussed here,  

S.Ganeriwal, M.B Srivastava[7] proposed a 

distributed trust model called Beta Reputation 

Sensor Network (BRSN) in which each sensor no de 

stores the reputation value of its neighbour sensors. 

It keeps the radio-active in promiscuous mode and 

uses watchdog to collect direct observations of 

sensors. It uses aging weighting mechanism and 

Bayesian formulation approach to ensure node 

cooperation. Riaz Ahmed Shaikh et al[8] proposed a 

light weight Group based Trust Management 

Scheme (GTMS) for detecting misbehaviours in 

clustered wireless sensor networks. It propagates 

the trust information from one sensor to another 

from one cluster head to another by preventing 

packet forwarding attacks. Each sensor node 

performs the network traffic analysis to measure 

the number of successful forwarding behaviour and 

unsuccessful forwarding behaviour of neighbour 

sensors. It takes larger communication overhead 

among sensors. It doesn’t deal with reputation 

based attacks. 

Xing Ming-Yan, et al [9] uses linear increase 

trust value for successful cooperative behaviours 

and decrease the trust value for unsuccessful 

cooperative behaviors called LIID beta distribution 

model. Gu Xiang et al[10] proposed a distributed 

trust model use Addition Encouragement and 

Multiplication Punishment(AEMP)scheme and it 

provide some upper limit for trust evaluation. It is 

similar to LIID model.Xue Wang et al [11] 

developed a random sampling consensus method for 

checking the reliability of sensor no des by Dirichlet 

distribution. It estimates the reputation of sensors 

to avoid fault localization.It is a centralized trust 

mechanism to detect faulty sensor nodes. 

YenumulaB.Reddy[12] uses an sporas formula to 

update the direct trust value and agent based 

approach to calculate indirect value from 

neighbouring nodes. ShaikSahilbabu, et al [13] 

proposed a Direct Trust Dependent Link State 

Routing Protocol (DTLSRP) usingbeta distribution 

principle to detect route based attacks. It uses direct 

observation and it updates trust value using 

geometric mean of observed values. Each sensor 

node evaluates the probability of trusted path for 

communication and chooses the better one. It 

provides too much overhead for trust evaluation of 

entire communication path. YuxinLiu et al[14] 

proposed an Active Trust model to detect black hole 

misbehaviour of  sensor no des by measuring the 

interactions between sensor nodes. It gives weight 

age based on successful transmission of packets 

during time interval ‘t’. Junqi Zhang et al[15] 

developed a hierarchical trust model called Trust 

Management Architecture (TMA) using sponsor 

node to collect opinion from Cluster Head with 

energy levels to form a group. Several trust models 

[16] are proposed to detect malicious nodes that 

have high computation overhead, communication 

overhead and increased storage capacity. They do 

not deal with trust value used to detect malicious 

packet forwarders quickly and other reputation 

based attacks. 

 

4. Methodology-ITM model  

A.  ITM Trust model   

Wireless sensor network consists of the 

collection of sensor nodes. Each sensor nodes can be 

communicated to sink by multi hop paths. The ITM 

trust model has four major modules such as 

information collection, trust calculation, information 

propagation and detection. Information collection 

module collects opinion from sensors by monitoring 

neighbour nodes and gathers information. Trust 

calculation module specifies on how to calculate 

trust value from the direct trust information (also 

called experience based trust) and indirect trust 

information (called recommendation based 

trust).Information propagation module specifies on 

how to propagate trust information to neighbours 

when needed. The overall process of ITM is shown 

in Figure 1. 

 
Figure 1: Structure of ITM model 

B.  Direct Trust Calculation  

ITM model uses distributed trust model, so each 

and every sensor node monitor the behaviours of 

neighbours in each dynamic time synchronization 

cycle.Trust Metric specifies the level of trust in 

nodes. It takes packet sending rate, packet 

forwarding rate, packet received rate and node 

availability metrics to evaluate the trustworthiness 

of sensor nodes. Each trust parameter ’p’, ITM 

model measures successful forwarding  behaviours  

   
 

, failure forwarding behaviours    
 
and it 

calculates the trust value of each parameter by beta 

distribution principle defined in equation 1.  
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Where  p is the trust parameter and 0 ≤    
 
≤ 1.  

 It calculates the current reputation value based 

on trust metric using equation (2). 
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where    is the weightage of each parameter. It 

updates the direct trust        of neighbour sensor 

nodes by equation (3) 
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where    is a penalty factor,Each time,penalty 

factor is calculated from its previous 

packetforwarding behaviours shown in equation(4). 
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Where   
 
 is successful forwarding behaviour,    

 
 is 

unsuccessful forwarding behaviour. 

From the direct trust value, the state of 

neighbour node is evaluated using Trust threshold 

TH. The transition diagram (Figure 2) describes the 

calculation of the states of neighbour nodes.SB refer 

bad sensor node.SS refers suspicious node and 

SGrefers good node. 

 
Fig.2 State calculation 

 Trust information is gathered from one hop 

neighbours when state changes occur in evaluation 

of trust value. If any state changes from state SGto 

SSor from SSto SB then sensor node explicitly gives 

route trust request (RTREQ) to one hop neighbour 

nodes. Neighbour sensor nodes send route trust 

responses (RTRESP) within the time interval of’t’. 

Source sensor node updates the overall trust value 

by equation (6), If total trust value is lower than the 

trust threshold (TH), ignore neighbour for 

communication. 

C.  Indirect Trust Calculation 

In-direct observations are gathered from 

neighbour sensor node.Each sensor node 

collectstrust information (       ) from one hop 

neighbours and finds the standard deviation 

betweenthem using equation(5). 

    √
       

         
            

    

 (5)  

If the standard deviations   of the neighbour nodes 

are smaller to each other, then accept itor reject it 

to avoid false rating of the nodes. It calculates the 

indirect trust value by taking average of all 

recommendations. 

D.  Total trust calculation 

The total trust is calculated with equation (6). 

                       (6) 

where 0 < γ <1.The constant γ is calculated from 

state of neighbours. 

 

5. Results 

     In order to test the performances of above trust 

models,use NS2 to simulate the model.The ns2 

simulation parameters are listed in Table 1. 

Table 1: Simulation Parameters 

Topology Random 

topology 

Number of nodes  5,10,40,100 

communication radius 250 

Maximum simulation 

time  

1 hour 

Packet arrival interval 10 seconds 

Number of attackers  1,2,4,6  

Trust threshold  0.5 

A. Trust Value Analysis for packet forwarding 
misbehaviours 

Consistently,sensor node communicates to 

different nodes and it evaluates the trustvalue 

based on the behaviour of neighbour nodes, ITM 

trust manager updates the trustvalue. The Figure 

3a) demonstrates the black hole misbehaviour 

which causes the trust valuedecrement for each 

round. 

 
Figure 3: Trust value Analysis  (a)Black hole attack,  (b) On/off attack , c) Selective Forwarders 
 

Here for detecting malicious node,BRSN take 20 rounds,LI 

ID takes 18 rounds and AEMP takes 15 roundsfor detecting 

malicious no de but ITM model take 6 rounds for detection. 

So ITM detects continuous misbehaviour of malicious node 

quickly when compared with others.The ITM model slowly 

increases trust value to high when compared with AEMP, 

BRSN and LIID.Itdecreases trust value for consecutive 

misbehaviours.It detects on/off attackers and 

selectiveforwarding attackers quickly. This is illustrated in 

Figure3(b)and3(c). 

B.  Ballot Attack and Badmouthing Attack analysis 
In Bad mouthing attack, neighbour node gives negative 

opinion to decrease the trust ratings of good no des and 

decreases the collaboration among them..Consider the 

opinion (xij, yij) gathered andstandard deviation    among 

them one is shown in table 2.Table 2: Indirect observation 
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Node Xij Yij     

3 120 3 0.0138 

4 120 2 0.0114 

5 120 80 0.0345 

6 120 4 0.0158 

The node 1 collects opinion about node 2 from neighbour 

nodes 3,4,5,6.The standard deviation of node 5 is different 

from other nodes 3,4 and 6.So the ITM doesn’t take the 

opinions from node 5 for indirect trust calculation.In this 

way ITM model avoids bad opinionfor trust calculation. 

C.  Performance Analysis 
Using trust model, each node evaluates its one hop 

neighbour independently and depending on trust value 

choose its neighbours .The Figures 4 (a) to 4(f) shows 

various performance analysis of ITM model over 

BRSN,LIID,AEMP. 

 
4(a) Number of Packets received   4(b) Number of Packets dropped 

 
44 (c)End to End delay                                 4(d) Average communication overhead 

 
 

4(e) Energy consumption analysis                  4(f) Throughput Analysis 

 

6. Conclusion 

 
   In this paper, concluded that the distributed Improved 

Trust Model for wireless sensor networks is developed 

and provide protection against packet forwarding attacks. 

Badmouthing attack [17]and ballot attack are avoided by 

finding standard deviation among neighbours. It improves 

the network lifetime and reduces energy consumption 

caused by insiders. It can be associated with routing 

module to select routing to avoid misbehaving or faulty 

nodes. In future, including other factors to build an 

efficient routing protocol that defend node from all kinds 

of insiders in wireless sensor networks can be carried out. 
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