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Abstract 

Most of the families in today’s world, own a car. As the 

number of cars purchased increases, the theft rate also 

increases. Thus, the demand for an auto guard system is 

augment. This system makes use of a Radio Frequency 

Identification (RFID) tag to identify the unauthorized access. 

The microcontroller uses a hidden camera to take a picture of 

the person in the car and actuator to control the engine. The 

Global System for Mobile communication (GSM) is used by 

the system to transmit intruder data and the captured image to 

the owners. The Global Positioning System (GPS) helps the 

owner to know the location of the car where it is lost. This 

system is built with ATmega16 controller which controls and 

coordinates all the processes. Traditional anti-theft systems 

depend on various sensors which do not provide reliability. 

Thus, this system will merge safeguard, tracking and remote 

control of car. 

Index Terms – ATmega16, Auto-guard 

system, Car security, RFID, GSM, GPS.  

 

1 Introduction 
Automobiles have become an inevitable part of one’s life. 

With the increase in the standard of living and the purchasing 

capacity of the people, the number of cars bought has rapidly 

increased in the past decade. This increase has brought about 

an increase in the theft of cars. The smarter the technologies 

become, the smarter the thefts are. There are lots of techniques 

introduced to avoid the thefts but still the solution for 

providing the security of a car is not achieved. So, the demand 

for an auto-guard system has been raised. It should be able to 

prevent theft as well as intimate the present location of the car 

to the owner.  

An effective auto guard system has to recognize or 

authenticate the car owners individually, if unauthorized entry 

is detected. The auto-guard system proposed in this paper can 

identify the intruders in three different ways. This system 

combines major three technologies such as RFID, GPS and the 

GSM. The IR sensors and vibration sensors are used to detect 

theft by breaking into the car.  

Each owner is given a unique RFID tag. The system uses 

the GSM to remotely communicate with the user. A camera is 

hidden inside a car to capture the image of the intruder. Inspite 

of these prevention measures, the car is stolen it can be traced 

using the GPS module [1] [2] [3]. 

2 Related Works  
 Ouyang Hongzhi et al [1] describe an auto-guard system 

that uses RFID tag to identify the users. It uses the GSM to 

warn the owners about illegal entry or theft. This system 

allows each user has to own his/her password which can be 

changed by them. The proposed auto guard system uses RFID 

tag, sensors and randomly generated password sent to the user 

by using GSM at the time of entry inside the car are used to 

prevent car theft. This system can also warn its owners about 

the theft of the car. The GPS system is used to trace the car 

when it is lost. J.R. Shaikh et al [2] describe a security system 

that uses GPS and face detection system to detect the person in 

the car as a valid owner or not. If the person is unauthorized to 

be in the car, it alerts the owners about theft and starts updating 

the cars position to the owners using the GPS module.  

 The system proposed by Zhixiong Liu et al [3] acquires 

the driver’s image through IR illuminator. The system locates 

and recognizes the driver using the image captured. When an 

intrusion by unauthorized person is identified the system will 

send the image to the owner and the police via CDMA or 

GPRS network. The system suggested by Jayendra et al [4] 

uses active RFID tag along with the immobilizer to generate a 

large character set. This set is then sent to the receiver units 

placed in three different circuits in the vehicle. The speed of 

the stolen vehicle is reduced to zero step by step by controlling 

the ignition circuit, power unit and the gear changing system. 

3 Proposed System  
A. Monitoring Module 
1) Infrared Sensor 

 Infrared (IR) sensors contain both the transmitter and 

receiver. The sensors are placed on the windows of the car to 

detect intrusion. The IR LED emits the IR radiation. So, the 

surface facing the LED gets illuminated. The reflected rays 

depend upon the reflectivity of the surface. The reflected light 

falls on the reverse biased IR sensor. When the rays are not 

incident on the sensor, it sends a high voltage to the controller. 

On receiving the signal, the alarm will get ON to warn the 

intruders and nearby people can get the alert. 

 

2) Vibration Sensor 

Without any movement, the car cannot be stolen. So 

the vibration sensor can easily identify any attack on the car. It 

depends on an unstable mechanical configuration. The 

configuration is a part of an electric circuit. When there is a 

movement or vibration, the unstable portion will move and the 

current flow is interrupted. This is also connected with alarm. 

It is also available with variable ranges of sensitivity. 

 

B. Global Positioning System 
The GPS helps to get the details about location of the 

car in any weather condition. It is widely used for navigation 

and for tracing or tracking vehicles around the globe. The GPS 
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technology uses four or more satellites for positioning and 

there needs to be a direct line-of -sight. The position of the 

traced object is found by calculating its distance to each of the 

four or more satellites. This distance between the object and 

the satellite is found using the transit time for each message 

compared with the light’s speed. Then spheres of the satellites 

are drawn around the earth. The location thus found is then 

displayed to the car owners.  

 

 
 

Fig. 1 Functional Diagram of the Autoguard system 
 

C. RFID Technology 
This is the effective way of identification technology 

with low cost. The function of RFID reader is to interrogate the 

RFID tags [4]. It is done by means of wireless communication 

and hence there is no need of line of sight between the tag and 

reader but it can be operated at certain frequencies only. The 

reader usually contains a RF module that transmits and 

receives radio frequency signals. The transmitter has an 

oscillator and a modulator. The oscillator creates the carrier 

frequency and the modulator modulates the carrier according to 

the data commands. Then it is amplified to wake up the tag. 

The receiver now uses the demodulator to obtain the data and 

again uses an amplifier to strengthen it. The RFID reader is 

available in handheld, mobile or fixed forms either of which 

may be used based on the application. Here the fixed RFID 

reader is used which can be placed in the car and the car owner 

should carry the unique tag. If it read the tag, the car access 

will be permitted otherwise denied [5]. 

 

D. Camera 
When the controller detects the unauthorized entry, it 

switches on the camera. It can be placed hidden above the 

driver seat. When it is ON, it automatically captures the image 

of the driver. A tiny digital camera is used so that it is easily 

hidden inside the car. The captured images can also be sent to 

the owners by means of MMS (Multimedia Message Service). 

This can be hand over to the nearby police station.  

 

E. Global System for Mobile Communication 
 GSM is the most popular digital technology in cellular 

networks. It transmits voice, data and multimedia services on 

the move. It provides a data rate of up to 9.6 kbps for voice and 

data transmission. GSM provides secure wireless transfer of 

data globally and hence it is a very effective and faster mode of 

communication to the owners. The AT instructions are used by 

controller to send SMS (Short Message Service) as well as 

MMS to the owners about intrusion. It is very much useful for 

taking further moves from the car owners [6]. 

 

4 Design Methodology Interoperability is "the ability of two or more systems or components to exchange data and use information". This definition provides many challenges on how to get the information, exchange data, and use the information in understanding it and being able to process it
[12]

. 

The system flow may be divided into two major 

modules. The first module deals with the system in its wait 

state and when woken up the system authenticates the person 

inside the car. As shown in Figure 1, the system uses vibration 

sensors and IR sensors to know when the intruder breaks into 

the car.  The sensors alone are in active state while the 

microcontroller is in power down mode for reducing the power 

consumption. If the IR sensors or the vibration sensors 

detecting intrusion, it wake up the controller. The IR sensor is 

triggered OFF when the path between the transmitter and the 

receiver is cut or blocked. The vibration sensor senses intrusion 

when it reads a force that is above threshold programmed in 

that [7] [8] [9].   

 
Fig. 2 Flow Chart for Main program 

 

In second module, the sensors may be turning OFF by 

the switch in the key given in figure 2. When any of the true 

owners turn OFF the sensors, the controller is automatically 

powered ON. When the sensors alert the controller about 

intrusion, it sends a message immediately to the owners. Then 

it turns ON the camera and takes a picture of the person inside 

the car and the image is transferred to the owners using MMS. 

The car is also traced by using the GPS module. The actuator is 
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always in its open state. It is closed by the controller only when 

the valid user is verified by the correct RFID and the 

passwords. Else the actuator is open and hence diesel does not 

flow into the engine.  

 
Fig. 3 Flow Chart for Auto-Startup 

 

When the sensors are switched OFF by the switch in the 

key, the controller is woken up. Figure 3 shows that the 

controller now waits for the RFID reader to read a tag. When 

the tag is read, the reader transmits the information to the 

controller. The validity of the tag is checked. After verifying 

that the tag is a valid one, it recognizes the owner by the tag 

and sends a randomly generated password to the phone number 

of the corresponding owner. The user is then prompted to enter 

the password sent to the phone number. Only when the 

password entered matches with the sent password, the 

controller turns the actuator on [10] [11] [12]. 

When the RFID tag read is invalid or when the 

password entered is found wrong, the controller sends a 

message about the intrusion to the owners. It immediately turns 

on the camera take a picture of the person inside the car. The 

owner can then trace the car using the GPS module.  

 

5 Results and Discussion  

          The proposed system code is developed in Atmel Studio 

software. Simulations are done in emulator environment using 

Proteus ISIS. The hardware prototype connections are given as 

per real time system. Figures 4 and 5 show the detection of 

RFID is valid or invalid. Figures 6 and 7 shows the entered 

password is correct or incorrect. The alarm connected with 

controller turned ON whenever the unauthorized RFID and 

password is detected. The vehicle (car) starts after 

authenticating these parameters shown in figure 8 and the 

prototype is shown in figure 9. 

 

 
Fig. 4 Password being sent to the mobile when valid RFID is 

detected 

 
Fig. 5 Alarm state when invalid RFID is detected 

 
 

Fig. 6 Display when correct password is entered 
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Fig.7 Alarm state and display when incorrect password is entered 

Fig. 8 Car starts when the correct password is entered 

 

 
Fig. 9 Hardware prototype embedded with the vehicle 

 

 

 

6 Conclusion 
Hence this system efficiently prevents car theft using 

RFID and GSM technology. And even if the thief 

manages to steal the car, the owner can easily track the 

vehicle and can also identify the thief by using MMS. 

The sensors, the RFID and the password need to be 

correct to ignite the engine which will be sufficient to 

prevent the theft of the car in most cases. The system 

may be further upgraded by adding a module that 

authenticates the owner using his/her fingerprint.  
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