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Abstract— Network traffic classification process deals with 

various parameters such as port and protocol based that 

are used to automatically identify the traffic classes. This 

type of classification is used to provide security in network 

level as well as system level in a complex classification 

environment where data is in encrypted form. It also 

addresses the issues related to Encryption of data, Security 

in Modern Network Architecture and its Management, 

Controlling QoS for products, Identifying Intruders in the 

Network and Privacy protection of users among the 

network. This paper lists the problems faced by Traffic 

Classification while handling the network traffic. Most of 

the traffic classification methods are not able to satisfy the 

special requirements of individual datasets. There are 

massive amount of network traffic datasets and limited 

numbers of resources are available to produce 

classification analysis. The survey reveals that traffic 

classification need to be updated regularly to maintain the 

accuracy and should be able to adapt the dynamic 

behaviour of network flow.    

 Keywords— Network Traffic, Network Traffic Class, 

Network Features, Statistical features, Classification 

1. Introduction 

Internet has become an unavoidable information hub in our 

daily life and in the work place. Internet today has created 

a great evolution in network technology and 

interconnection of networks. Newly emerging network 

architectures, network protocols and the applications are 

becoming complex to understand and research community 

spurred a lot to invent a noble research work in complex 

networks. Network traffic classification can be adopted in 

the important applications such as network operators, 

Twitter, Facebook, Bit Torrent, WhatsApp, Skype, 

Youtube (i.e., live video streaming) or Uploading and 

Downloading Videos. Network traffic classification help 

for planning and designing new infrastructures. Through 

this accurate classification, Internet Service Providers 

(ISPs) can be able to provide appropriate billing based on 

user’s actual usage and recommend for Quality of Service 

(QoS) based on the application needs. Research 

Community has invented various methodologies of traffic 

classification from real time network traffic. Internet 

Assigned Number Authority (IANA) assigns port numbers 

for TCP or UDP in Port based attributes and also assigns 

source port and the destination port for every packet in the 

IP traffic. All the applications in the network traffic do not 

have registered port numbers, hence it’s very difficult to 

identify the unknown application using port based 

methods. Some applications dealing with online games and 

peer to peer networks are using dynamic port numbers so 

that it’s difficult to classify such applications using port 

based techniques. In Payload based approach, attributes are 

based on application layer level traffic signatures. 

Statistical based attributes related to traffic such as 

duration between the flow, packet ideal time, Length of the 

packets and it’s inter arrival time also play an important 

role in traffic classification. Payload based uses the 

technique named deep packet inspection that match both 

the payload of the packet and known traffic signature but 

this method will not produce good classification accuracy 

in encrypted packets.  

 

Basically there are two types of flows in the network traffic: 

unidirectional and bidirectional. The unidirectional flow 

shares information such as source and destination ports, IP 

and Transport Protocol. In bidirectional the analysis of flow 

between source and destination starts from the establishment 

of connection to end of the network connection. Flow 

Directional Neutrality is calculated from the forward and 

backward direction of individual statistical features. IP 

traffic indicated by the Traffic classes can be caused by a 

single application or multiple applications. Features are in 

the form of numerical attributes and usually more number of 

packets belong to same flow 

 

Network Feature selection play a major role in providing 

accurate results. It is necessary to identify unique attributes 

in the network traffic flow and in the flow observation taken 
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between source and destination of the network in a 

particular time period. In Filter and Wrapper Methods are 

used to do classification work in Feature selection 

algorithm. Filter method finds the independent features 

based on unique and general characteristics. Different subset 

of machine learning algorithms are examined in Wrapper 

method and the results obtained can be used for further 

learning. The features used in packet level categories are 

length of the packet, Mean and Variance of the packet 

length, Square of root Mean. The features at flow level deals 

with duration of the flow, volume of data and number of 

packets per flow. Fig. 3 lists the features used in different 

levels. 

 

2. Network Traffic Classification Techniques and its 

Applications 

                  Kwitt et al [1] and Shen et al. [2] have used 

Principal Component Analysis (PCA) to identify anomaly 

detection and analyzing behavioral metrics of network. 

Karasa et al. [3] have identified botnets through network 

classification. Jin et al works identified network intrusion 

detection using pattern recognition method [4]. Sang et al 

[5] have used (ARMA) auto regressive moving average to 

identify traffic in the network. Cho et al. [6] used policy of 

LRU and Patricia tree to measure and filter the traffic on the 

network in real time. Pang et al. [7], have contributed on 

reducing the system load by examine the known anomalies 

and filtering data. Feldman et al. [8] concentrated on 

identifying multi behavioral traffic on network using 

cascade-based approach and also their system is able to 

identify several problems in the network traffic. Li et al [9] 

and Plonka et al [10] have worked on efficient monitoring 

the network flow using FlowScans and NetFlows. The 

works of Gong et al [11], [12] focus on identifying intrusion 

detection and also finding worms using NetFlow. Alarcon et 

al have proposed Wavelet approach that detects unknown 

flow of traffic in the Ethernet [13]. In the works of Gu and 

Lakina et al preventing unknown flows in the network 

traffic using Entropy measurement are addressed [14], [15]. 

Visual dependencies are conjunct with flows and structure 

of traffic to produce network alerts [16]. Entropy in network 

traffic and its statistics are used in many approaches 

[17][20]. Eimann, et al.[17] have identified events in the 

network using entropy based approach. Harringtons et al 

[19] identified changes in the network using second order 

distribution and cross entropy. Lall, et al. [18] monitored the 

network using entropy on distribution of network traffic. Gu, 

et al.[14] identified the unknown application by measuring 

the entropy and its utilization. Gianve et al and Wang et al 

[20] worked on identifying the dynamic changing channels 

using entropy based approach. Kim, et al. [21], have worked 

on deep analysis of packet header using discrete wavelet 

transform and correlation analysis. For the same analysis 

Celenk et al have applied recognition of patterns theory and 

statistical data analysis to improve the accuracy in results 

[22]. Fu et al [23] proposed a technique considering overall 

statistics of load on the network and identifying the attack 

using supervised statistical pattern recognition. Wagner and 

Plattner et al [24] have identified the change of IP addresses 

and Port numbers in the network traffic but not discussed on 

suspicious flow in traffic. Thott and Ji et al [25] works 

contribute on identifying the change of signals from multiple 

functionalities with different properties. Statistical data 

analysis helped to identify intrusion detection through signal 

processing technique. In Hajjis et al [26], have detected 

unknown application in local area network by observing the 

change in the port and IP of the network traffic. In [27], K-

Means algorithm was used to produce unique clusters with 

training dataset with their similar instances. ID3 decision 

tree has been constructed with k-means cluster and unknown 

flow detected using score matrix. Ziviani et al [28] have 

identified unknown traffic using entropy that reduced false 

negatives. Kim and Reddy [29] analyzed different packet 

header in real time using time series analysis and their signal 

series could identify the attacks efficiently than using traffic 

volume. Androulidakis, et al. [30] work on port entropy and 

proposed an approach for anomaly detection. A two-phased 

machine learning classification mechanism with NetFlow as 

input has been proposed by Taimur Bakhshi [33]. The 

individual flow classes are derived per application through 

k-means and are further used to train a C5.0 decision tree 

classifier. A recurrent neural network (RNN) combined with 

a convolutional neural network (CNN) for network traffic 

classification has been experimented by Manuel Lopez-

Martin et al [34].  

3. MACHINE LEARNING 

 

A. Types of Machine Learning Techniques 

Machine Learning techniques are broadly categorized as 

supervised and unsupervised learning. Supervised Learning 

works on the dataset with known examples and a model is 

built with the training dataset to classify the unknown 

sample. Unsupervised classification builds a model by 

analysing the similarity between the data.  

B. Supervised (classification) Methods 

Bayes Net is a probabilistic graphical model that represents 

a set of random variables and their conditional 

dependencies. It produces better accuracy than other 

classification methods such as RBF and C4.5. Naïve Bayes 

classifier has demonstrated high classification speed and 

good performance using the discretized statistical features in 

traffic classification. It is easy for naive Bayes classifier to 

produce the posterior probability that a testing flow belongs 

to a traffic class.  The key point is to estimate the posterior 

probability that a testing flow belongs to a traffic class. The 

Decision tree algorithm in the classifier C4.5 and enhanced 

ID3 algorithm are also used in some network classification 

approaches. This is a statistical classifier and it produces 

accurate classification performance but requires huge 

number of training samples and deals with various types of 

attributes. Radial Basis Function Neural Network are also 

suggested for network classification which is a feed forward 

network and the output depends on weighted linear basis 

function. 
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C. Unsupervised Methods 

Clustering can combine similar flow attributes using 

unsupervised learning. DBSCAN algorithm identifies the 

corresponding nodes density distribution and its cluster 

count based on two parameters density reachability and 

density-connectivity. In Expectation Maximization the 

clusters are produced through maximum likelihood based on 

iterative method. In Expectation step the parameters are 

identified using random numbers. In second step mean and 

variance are used to re-iterate and this process continues 

until local maximum is reached. K-Means will partition the 

objects with K disjoined subsets and it’s a partition based 

clustering algorithm. It calculates the distance between each 

object center and mean called as square error.        

The combination of unsupervised and supervised is said to 

be Hybrid or semi supervised approach. If the training 

dataset is minimal then supervised learning methods will not 

produce good classification results. If the new application 

sends the data traffic that not known to the classifier then 

prediction is not possible. Supervised techniques can 

identify only the known flows. 

The challenge is to build a classifier that take the decision in 

a fraction of seconds by analyzing few packets from each 

flow. Minimal feature analysis will reduce memory for 

buffering the packets in network traffic classification.  

A brief survey on various supervised and unsupervised 

machine learning techniques to solve internet traffic 

classification has been discussed in [35]. A comparative 

analysis of machine learning algorithms for network 

classification is discussed in [36].  

D. Performance Metrics 

Overall accuracy, Precision and Recall are used to evaluate 

the network traffic class predictions. Fig 4. lists the metrics 

for measuring the classification performance. 

                  
             

                            
 

 

 

                              

  
                

                                  
 

 

  
                           

  
                

                                  
 

 

4. Conclusion  
 

This survey paper has presented different techniques 

involved in network traffic classification. The drawbacks of 

existing approaches are discussed. Features used in various 

levels for identifying network class are listed. Analysis of 

Techniques and applications of network traffic classification 

are also presented. Statistical features in network flow 

provide appreciable results in identifying type of network 

flow. Supervised and unsupervised algorithm suitable for 

predicting the network class are also suggested.                   

The weakness of this method is, we define certain 

parameters and threshold values experimentally since it does 

not follow any systematic approach for gesture recognition, 

and maximum parameters taken in this approach are based 

on the assumption made after testing a number of images. 
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