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Abstract-Internet has been a fastest and easy way of 

communication. E-mail is the predominant method for users to 

send information across networks and has attracted people of 

all ages. Unauthorized users make use of this mode for sending 

unwanted information which is called as SPAMS. Spammers 

also introduce new method of embedding the textual spam 

contents along with the images thereby causing several issues. 

Spam filtering tools and approaches aims at discriminating set 

of original image contents as ham and spam images. In this 

paper we present a study to analyze the content of email spam 

which includes text contents. The proposed study and 

experimental illustration focus on discriminating set of images 

taken from well known corpora as either images which are real 

images are as fake ones based on the distinguishing 

characteristic sets. The proposed framework seems to have 

good accuracy as compared to other baseline approaches.  
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1. Introduction 
Internet technology and services are the core means in today’s 

modern era. This has been used in daily life for effective 

communication with distinctive style. The concept of E-mail is 

used extensively for communication nowadays. This makes it 

possible to communicate with many people simultaneously in a 

very easy and cheap way. E-mail’s are received by users 

without their desire in an unintentional manner. Spam mail (or, 

junk mail or bulk mail) is the general name used to denote these 

types of E-mail. Spam mails are defined as electronic messages 

posted to thousands of recipients usually for advertisement or 

profit. These spam mails increases day by day; hence they have 

to be treated immediately. The usage of email and associated 

spam contents have been a major concern today. It is found that 

about percentage of the incoming E-mail’s to the network as 

spam increases by large amount. Fig 1 presents the overview of 

spam distribution across all domains.  

 

 

 

 

 

 

 

 

 

 

 

 Fig 1: Spam distribution across all fields 

 

The act of inserting text along with image is called as Image 

spam. This is even challenging task, as we need higher 

technology and tools to analyze the contents to the depth. 

Several tricks used by spammers to send spam includes IP 

address, sneaking and obfuscation. Several statistical spam 

filtering tools are available currently each with its own design 

characteristics [2, 18]. There are free software toolkit, which 

may used to conduct similar experiments [1]. Image spam tends 

to  analyze the email’s textual content performed by most of the 

spam filters like SpamAssassin, SpamBayes etc [3]. Fig 2 

presents the distinctive ration of text and image spam. 

 

 

Fig 2: Text and image spam ratio 

 

Image processing is quiet popular approach in converting an 

image into digital form. The approach tends to extract some 

useful features and information from it and derive the useful 

knowledge. Image processing is among rapidly growing 

technologies today, with lot of applications using it for business 

needs. Image processing is a core competent research area in 

engineering disciplines too. Image processing systems are 

becoming popular due to enhanced tools and techniques, 

applications [4]. Preventing text recognition using Optical 

Character Recognition (OCR) tools and imposing additional 

challenges in filtering reduces the spam in email contents. 

There exists several spam filters to meet out such demands and 

challenges [19]. 

Email spams are of major concern in modern world. Spams 

are defined as unsolicited bulk email or malware combined 

with the power of botnets, spammers are now able to launch 

large scale spam campaigns covering wide range of topics 

causing major traffic increase and leading to enormous 

economical loss. Filtering image email spam is considered to be 

a challenging problem because spammers keep modifying the 

images being used in their campaigns by employing different 

obfuscation techniques. Image spam are those as shown in Fig 

3 & Fig 4. Fig 3 presents an example of image with clear 

description of the content. Fig 4 is obfuscated content with text 

and image interrelated or mixed together causing readability 

issues. 

 

 

 

 

 

 

Fig 3: Clear images 
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Fig 4: Obfuscated spam images            

Image visual features and associated low-level image features 

characterizes the image. Support vector machine is used widely 

to classify the images category as genuine or fake ones or not. 

Recent studies have proved that SVM classifier outperforms 

well with improved accuracy [5]. In particular, several authors 

investigated the possibility of recognizing image spam with 

obfuscated images by using generic low-level image features 

like number of colours, prevalent colour coverage, image 

aspect ratio, text area, image metadata [6].  

               Image spam is the have the format which resembles 

text spam including Subject, Message Body, and Receiver 

Address. Elimination of spam is done by matching the text with 

database that eliminates trained text which is considered as 

spam words. There exist several tips and tricks to send spam 

like IP address, obfuscation, URL address, encrypted message 

and others [8]. This paper presents to study the characteristics 

mainly based on obfuscation, when image spam in encountered. 

The text content and spam identification is done using text 

mining.
 

               The rest of the paper is organized as follows. Section 

2 presents some of the work related to the text and image spam. 

Section 3 presents the proposed framework, data set & 

characteristics, evaluation and discussion on the experiments 

carried out. Finally we present the conclusion and future work 

in section 4. 

2.Related Work 

 

        This section presents some of the work relating to email 

spam detection of both text and image contents. Recent 

research studies inclined towards the characteristics of search 

engines and their performance, user interface design and 

analysis of adequate features of the WWW attract the users to 

access the web to deal with text documents as well as 

multimedia information like images, videos, sounds, graphics 

etc [12,13]. Earlier works have proposed a system based on 

Base64 encoding of image files and n-gram technique for 

feature extraction. Here normal images are transformed into 

Base64 presentation and then it used n-gram technique to 

extract the feature. Using SVM, spam images were detected 

from legitimate images leading to an approach shows resulting 

to improved performance in terms of time efficiency with the 

standardized training datasets based on two image features [9]. 

         Work on image spam is considered to be an unsolved 

problem, mainly because of two reasons. One is due to the 

diversity of spamming trick and the other due to the evolving 

nature of image spam. Also it is analyzed and reported that new 

spam has been constantly emerging. To alleviate this problem, 

spam filters were designed. Study in the recent year’s report 

that the effectiveness drop over a period of time interval [10]. 

The authors have presented an effective anti-spam approach to 

solve the two problems reported. First, a novel clustering filter 

is proposed. By exploring the density-based clustering 

algorithm, the proposed filter is found to be robust in nature to 

spamming. Then, subsequently a hierarchical framework is 

presented by combining the clustering filter with other machine 

learning based classifiers. Moreover, incremental learning 

mechanism is integrated to ensure the proposed framework be 

capable of adjusting itself to overcome new image spamming 

tricks. The proposed framework is evaluated on two public 

spam corpora. The experiment results have shown that the 

proposed framework achieves high precision along with low 

false positive rate.  

   One another important aspect is the potential 

significance of search engines. The search engines have 

become an integral part of daily internet usage and user 

predominantly by web surfers. Information retrieval task is 

viewed as a problem of classifying items into one of two 

classes corresponding to interesting and uninteresting ones. The 

performance evaluation is defined in terms of classification 

accuracy, precision and recall metric. Measuring the 

information retrieval effectiveness of World Wide Web search 

engines is costly, since it involves human relevance judgments. 

Web search engines, since such search engines help their users 

find higher number of relevant Web pages with less effort. A 

comprehensive study evaluates the performance of three Web 

search engines. This is more important for identifying the spam 

information which would affect the performance [11].  

 Spam filter developers are confronted with the task of 

integrating their ideas in user-friendly products. Here, the 

authors have introduced Spamato, an open, extendable, and 

multi-faceted spam filter framework. Spamato provides 

fundamental services commonly required by filter developers to 

facilitate the implementation of new approaches. Furthermore, 

we support email clients with add-ons to enable users to 

intuitively collaborate with Spamato. Also, a variety of filters 

and exhibit an evaluation of URL-based techniques is also 

presented [14]. 

 Today, the internet is the most powerful tools 

throughout the world. But the explosive growth of unsolicited 

emails has prompted the development of numerous spam 

filtering techniques. It needlessly obstructs the entire system. 

Spammers are creating new ways against anti-spam technology. 

The newest of which is image-based spam. In general words, 

image spam is a type of email in which the text message is 

presented as a picture in an image file. This prevents text based 

spam filters from detecting and blocking such spam messages. 

There are several techniques available for detecting image 

spam (DNSBL, GrayListing, Spamtraps, etc). Each one has its 

own advantages and disadvantages. On behalf of their 

weakness, they become controversial to one another. This paper 

includes a general study on image spam detection using 

histogram and hough transform, which are explained in the 

following sections. The proposed methods are tested on a spam 

archive dataset and are found to be effective in identifying all 

types of spam images having (1) only images (2) both text and 

images. The goal is to automatically classify an image directly 

as being spam or ham. The proposed method was able to 

identify a large amount of malicious images while being 

computationally inexpensive. [15] 

 Colour and gradient orientation histograms and 

utilizes this data on probabilistic boosting tree (PBT) to 

distinguish spam images from ham images. Each node of PBT 

contains colour or gradient orientation histogram data of 

corresponding part of images inside training dataset. In the 

proposed detection method postulated that spammers use the 

same template to send a lot of spam images and they add 

random noises to an image template in order to bypass filters 

[16]. 

 Image based spam is a recent trick developed by the 

spammers' community with the intention of bypassing the 

successful text based spam filters. Most of the traditional text 

based filters have been based on Na ve  ayes classification 

combined with text categorization methods. This work 

concentrates in developing a spam filtering system that 

accurately blocks image spam. The system analyzes images 

sent as attachments extracting both textual and visual features. 

The rationale behind employing a combination of both kinds of 

features is that spammers usually embed the payload in an 

image hidden by various obscuring methods. We used SVM 

classifier for the classification of low level features. The use of 

a noncommercial OCR for extracting text from images also 

delivered better accuracy. The Voting scheme provides a final 
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measure of the spamminess of the images with its decision 

based on the maximum probability assigned by the two 

classifiers. [7] To circumvent prevalent text-based anti-spam 

filters, spammers have begun embedding the advertisement text 

in images. Analogously, proprietary information (such as 

source code) may be communicated as screenshots to defeat 

text-based monitoring of outbound e-mail. The proposed 

method separates spam images from other common categories 

of e-mail images based on extracted overlay text and color 

features. No expensive OCR processing is necessary. Our 

method works robustly in spite of complex backgrounds, 

compression artifacts, and a wide variety of formats and fonts 

of overlaid spam text. It is also demonstrated successfully to 

detect screen-shots in outbound e-mail. [6]  In recent years 

anti-spam filters have become necessary tools for Internet 

service providers to face up to the continuously growing spam 

phenomenon. Current server-side anti-spam filters are made up 

of several modules aimed at detecting different features of 

spam e-mails. In particular, text categorization techniques have 

been investigated by researchers for the design of modules for 

the analysis of the semantic content of e-mails, due to their 

potentially higher generalization capability with respect to 

manually derived classification rules used in current server-side 

filters. However, very recently spammers introduced a new 

trick consisting of embedding the spam message into attached 

images, which can make all current techniques based on the 

analysis of digital text in the subject and body fields of e-mails 

ineffective. A generic approach to anti-spam filtering was 

presented which exploits the text information embedded into 

images sent as attachments. Our approach is based on the 

application of state-of-the-art text categorization techniques to 

the analysis of text extracted by OCR tools from images 

attached to e-mails. The effectiveness of the  proposed 

approach is experimentally evaluated on two large corpora of 

spam e-mails [17]. 

3. Proposed Work 

Email spam filtering represents a major approach to combat 

spam. The goal of email spam filtering is to classify email 

messages into ham or spam. Content-based techniques inspect 

the body of an email searching for specific keyword(s) or 

features that are typically used by spammers or associated by 

certain spam campaign. Email body itself may be text, image, 

or both. Therefore, content-based filtering techniques usually 

deal with all these content types. This section presents an 

experimental study on some of the baseline methods as 

compared with the proposed approach. In our proposed scheme 

we investigate on the valid set of rules and the order of 

preferences. Figure 5 presents the framework for proposed 

spam filtering. Rule based approaches exists earlier [15], but it 

failed to capture the priority or importance of the rule order. In 

our proposed work, we have taken into account the importance 

or the priority of each such rule. The experiments were also 

compared with other baseline approaches using multilayer 

perceptron (MLP) neural network, Bayesian network and rule 

based approach. The experiments were investigated sing bench 

marked data set containing image spam data sources [18,19] 

collected from multiple email accounts organized into several 

groups. 

 

 

 

 

 

 

 

 

 

 

Fig 5: Proposed framework for Spam filtering 

In the proposed framework, the email contents collected are 

extracted, analyzed and classified. Finally based on the 

classification, the emails are identified as SPAM OR HAM. 

Extraction involves text analysis, which focus on review of text 

components. Table 1 presents the sample, outlining the sample 

set of SPAM words. The words clearly denotes the spam 

content, which could be removed during feature analysis. The 

subsections below present the algorithm used for investigation. 

 

 

 

 

 

 

 

Table 1: Sample set of SPAM words 

 

3.1. Multilayer perceptron (MLP) neural network: 

 

 The model delivers information by activating input neurons 

containing values labelled on them. Activation of neurons is 

calculated in the middle or output layer, as shown in equation 

1. 

                         

                                                                                           (1) 

 

 

where αi represent activation level of neuron i; j is neuron 

set of the previous layer;Wij is the weight of the link between 

neuron i and j; Oj is the output of neuron j and s(x) represents 

a transfer function. 

 

3.2 Bayesian network: 

 

 A Bayesian network is an acyclic directed graph 

indicating probability distribution in a compressed way. A 

node in this graph shows a random variable, Xi. A directed 

edge between two nodes indicates potential interdependence 

between a variable shown by the parent node and another 

variable shown by a child node. Bayesian network used for 

classification including group C which indicates variable of 

class label and variable Xi which indicates features. 

 

3.3 Rule based approach: 

The work here was based on rules for proper scoring in 

terms of the efficiency of rules. The considered rules were 

provided in three forms: 1) email header information 

analysis, 2) keyword matching, and 3) main body of the 

message. A score was finally obtained for these rules. Table 

2 presents a sample set of rule and its description.  

 

Rule id Description 

R1 Email recipient  

R2 Subject in email 

R3 Content of email  

R4 Unclear subject 

R5 Unambiguous info  

 

Table 2: Sample rules for spam identification 

 

The proposed approach adopts the information in the above 

table, however, exhaustive set of rules which doesn’t overlap 

each other is added. These rules are obtained by expert users 

who are knowledgeable and have deep study on the 

spamicity rules. We present our improved approach by 

modifying the weights by incrementing the weights as 

combined with each other rules. The higher the weight, the 

probability that the content is highly spam. Figure 6 presents 

the study results as compared to the baseline approaches 

Mail 

collec

tion 

Extrac

tion  

Feature 
Analysis 

 
HA

M 

SP

A

M  

 

Classif

ier 

SVM 

 

credit, loan, bills, info, money, investment, discount, win, order now, sign up, 

clearance, free gift, free samples dating, find, guess, statement, private, dear, 

partner, singles, fast cash, incredible deal, free info, satisfaction, buy direct call 

free, call now, camcorder, phone, cards, extra inches, cialis, viagra, spa, beauty, 

money back, click here, act now prize, guaranteed, claim, cash, no fees, limited 

time, life insurance, mortgage, amazing, 100% satisfied, 100% free 
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discussed in this section as compared with the proposed 

scheme. It is inferred that the proposed approach outperforms 

than other baseline schemes and has stronger influence 

which leads to reduction of spam. 

  

 

Fig 6: Accuracy of spam detection as compared with different 

schemes 

 

4.  Conclusion and Future Work 

 

In this paper, we present a study on spam detection system. By 

examining the content of incoming mail contents, we perform 

an analysis for comparison of images that are near duplicates of 

known spam images (visually). The contents are analyses using 

text mining approach, our system can effectively analyze the 

spam content maintaining a low false positive rate. The 

proposed framework investigates on an efficient algorithms to 

identify spam mails. It is found that our proposed approach is 

significant in identifying the spam in an accurate manner as 

compared to other baseline schemes chosen for the study.  

Results presented is highly reliable and has potential 

importance in real world scenario. Our work can be extended to 

image spam, involving image processing. We also work 

towards presenting a integrated tool to identify the mails 

containing both text and images together. 
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