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Abstract 
Cloudmigrationdealswithmovingtonewertechnologies,replaceretired 

products fullyorpartially. Deploying legacy applications on cloud involves 

several complicated issues and one of them is choosing the appropriate 

component. To achieve a cost-effective, reliable cloud migration focus has to be 

on the components which are to be deployed on the cloud. This paper deals 

with the importance of dependent components. An algorithm was proposed to 

deduce the dependent components of the main component based on the 

accessible and recurrent properties. The failure rate of dependent components 

increases the failure rate of main component which in turn increases the failure 

rate of application. The dependent components were ranked with the 

significant value.  Fault tolerant strategies are employed on the dependent 

component and the experimental results show that the components with 

interrelated or dependent components show less failure rate and in turn 

application failure rate was alsolow. This paper mainly focuses on the selection 

of components based on the interdependency and shared components. 

Key Words:Cloud migration, components, ranking, legacy application, 

interrelated. 
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1. Introduction  

Cloud migration presents numerous challenges and raise security concerns, but 

it also allows an enterprise to potentially reduce capital expenditures and 

operating costs while also benefiting from the dynamic scaling, high 

availability, multi-tenancy. Enterprises that are built with legacy applications 

are interested in moving towards the newer technologies. The difficulties the 

enterprises experience form a broad area of research in migration. The old 

technology should be replaced or made to cope with the modern technology[1]. 

Migration process is a tedious process and should be handled carefully in order 

to benefit to the enterprise on cost factor. Cloud migration can be public, private 

or hybrid. The enterprise should decide well before migration, the plan to 

migrate the components of application[2].  

Legacy application involves different technologies in it and to deploy that type 

of technology into the cloud is a challenging task and should be planned in 

advance before migration takesplace.Legacy applications were generally 

developed for high bandwidth, low-latency local area network(LAN) 

environments[3]. Legacy applications are often non-web in nature and have 

multiple tiers making them more technically complex than an organization’s 

non-legacy application counterparts. Post migration of application has to 

survive in an environment in which new hardware technology would have been 

implemented [4].The structural analysis studyplays an important role while 

planning for migration.The developers of legacy application may have 

developed the security of the application based on the internal traffic but when 

it is deployed in cloud, the traffic is off-premise data centered.The most security 

oriented and confidential data should be kept in on-premise[5].  Main aim of 

migration is 1) to move to a sophisticated modern technology 2) to minimize the 

maintenance of the legacy enterprises 3) to achieve globalization of the legacy 

business. Cloud provides three main kinds of services [6] such as Infrastructure 

as a Service (Iaas) [7], Platform as a service (Paas) and Software as a Service 

(Saas).Critical and the non-criticalcomponents of a system [8][9]be analyzed 

using the structure analysis of the application and the critical components which 

are of more important for the application and more security oriented are kept in 

on-premise. Sophisticated model such as Markov model is appropriate for 

measuring the relationships between component failures and application 

failures. In Markov model, the state transitions are exponentially distributed, 

meaning that the transition rates are constant and therefore they are 

continuous[10]. Markov model assumptions are i) the transition probability 

depends on only the current state and not on the previous state,in this system is 

memory less,ii) transition probability are constant over time (system is 

stationary), iii) finite number of possible states are considered. Stochastic 

transition probabilityapproach to reliability modeling is appropriate for the 

circumstances in which the exact content and operation profile of the system not 

known in advance.  
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The rest of the paper is structured as follows, section2 presents related work, 

section3 presents reliable model in interrelated components, section 4 presents 

issues of component migration, section5 presents overview of dependent 

component framework and proposed solution, section6 presents simulation 

evaluation and evaluation results, section7concludes the paper. 

2. Related Work 

Component Ranking algorithms for legacy application migration in both public 

and private cloud were studied extensively in references [11] to [15].  

References [11] and [12]proposed a fault tolerant cloud approach. In FTcloud 

approach [11], the significance value of a component is determined by the 

number of components that invoke this component and how often this 

component is invoked. An optimization selection algorithm was applied to 

provide fault tolerance strategies to the significant components.QOS driven 

component ranking framework was proposed in [12]. AccordingtoZheng, when 

designing a cloud application, the application designer has to select the optimal 

cloud componentfrom a set of functionally equivalent component candidates 

(i.e. a1….am).In this paper ranking is done for QOS(Quality Of Service) based 

cloud services to build high quality cloud applications. In [13] a simulator to 

evaluate the fault tolerance policies was proposed.The simulator finds all the 

needed information via the schema  such as 1) Application schema assume that 

only one application process or thread is executed on each node and the node 

count of an application remains static throughout its lifecycle. 2) Node schema 

stores the availability of the spare nodes.Two algorithms were proposed (i.e.) 

ROcloud1 and ROcloud2. The ROcloud1 algorithm deals with the situation in 

which all the components of the applicationsmigrated to the cloud. The 

ROcloud2 algorithm deals with the situation in which the enterprises are opting 

for hybrid model since some components may be critical and some may be non-

critical, so the critical components are kept on-premise and the non-critical are 

migrated to the cloud. Kessel, Marcus, Atkinson, Colin proposed ranking 

software components for pragmatic reuse [14]. Reuse of software components 

done with three main activities such as selection, adaptation and integration. 

Software search engines and the tools to evaluate reuse components support 

were used in this paper. Metrics were applied in finding out the appropriate 

software components and to overcome the issues related was 

evaluated.Reinhardt D proposed ranking software components using a modified 

page rank algorithm includes safety aspects [15]. In this paper ranking is done 

for Qos based cloud services to build high quality cloud applications. Two 

algorithms was proposed as cloudrank1 and cloudrank2. The preference on a 

pair of cloud services was evaluated in cloudrank1.The values for calculating 

preferences could be explicit or implicit. The confidence level was evaluated 

using cloudrank2 algorithm. Dataset was based on a real world web services, 

more than 500 addresses was collected. Open source package in java was used 

for invocation code. Performance comparison was done with nine methods. 
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Figure 1: Architecture of Cloud Migration 

3. Reliable Model For Interrelated 
Components 

The reliable model for interrelated components proposed that the components of 

the legacy application are relying on the dependent components of the main 

component whose failure would cause the main component to fail and as a 

result the whole system fails. To overcome the failure of the main components, 

the dependent components should be given importanceand the failure rate of 

those components also should be taken into consideration.In this model the 

critical and the non-critical components of a system was found out using the 

structure analysis of the application and the critical components which are of 

more important for the application and more security oriented so those 

components are kept in on-premiseenterprise[16]. Less cost can be achieved 

only when correct decision is made for migration.  Since the cloud environment 

is based on pay as you go basis,there arises a problem of finding out 

thecomponents that are moreconfidential and that are at theoperationlevel of 

applications. 

In fig.1 private or critical components are kept in on-premise enterprise and the 

non-critical or the components which are considered for migration (public 

components) are migrated to the cloud. 
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Figure 2: Dependent Components of C1 and C2 

In fig.2 C1 and C2 are the main components and the main component C1 is 

assumed to be dependent on the components A, B and D. The main component 

C2 isassumed to be dependent onthe components A, C and D.Here the main 

component represents the component that was invoked first by the input given 

by the user.Components are considered as the functions which are invoked by 

an input from the user. To accomplish the task given to C1 it needs the result 

from the components A, B and D. Thus the component C1 is dependent on the 

components A, B and D.In the same way, the component C2 is dependent on 

the components A, C and D.The components A and D are shared by both C1 

and C2. Thus, it has been emphasized that the components A and D should be 

ranked top so that the faulttolerance policies could be determined and could be 

adopted to overcome the failure of the main components C1 and C2.Since each 

component is described with a specific role to do, the fault tolerant policies of 

each component should also be separate.  

4. Issues Of Component Migration  

1. Legacy application consists of a number of distributed components. 

2. Ensuring reliability, dependability, consistency and trustworthiness of 

the application is important during migration[17]. 

3. Some components are of outdated technology and so if they are 

migrated they would suffer from high failure rates. 

C1 

A B 

D 

C2 

C 

A 

D 

International Journal of Pure and Applied Mathematics Special Issue

665



4. These components have great impact on system reliability since legacy 

applications consists of large number of component [18][19], it is too 

expensive to replicate all the components. 

5. The components have to be chosen for migration. 

Cloud Computing has several benefits but it is vulnerable to large number of 

system failures and, as a consequence, there is an increasing concern among 

users regarding the reliability and availability of cloud computing services. 

Also, there is a need to implement autonomic fault tolerance technique for 

multiple instances of an application running on several virtual 

machines[20][21]. Server consolidation is an effective approach to maximize 

resource utilization while minimizing energy consumption in a cloud computing 

environment. Live VM(Virtual Machine) migration technology is often used to 

consolidate VMs residing on multiple under-utilized servers onto a single 

server, so that the remaining servers can be set to an energy-saving state. The 

major problem faced is of optimally consolidating servers in a data center. This 

is because server consolidation activities may hurt application performance. For 

server resources that are shared among VMs, such as bandwidth, memory cache 

and disk I/O, maximally consolidating a server may result in resource 

congestion when a VM changes its footprint (resource usage) on the 

server,thusaffecting the application performance[22]. 

5. Overview of  Dependent Component 
Framework 

Fig.3 showsoverview of dependent component framework.  The components of 

the legacy application are extracted along with the number of invocations by 

structural analysis. The components thus extracted are classified into critical 

and non-critical. The critical component refers to the components which are to 

be retained in on-premise and the non-critical components are to be migrated to 

the cloud. The failure rates of all the components of the legacy application are 

calculated.The failure rates are calculated by the significant value equation and 

the components are ranked with the highest significant value first.  The 

proposed interrelated component algorithm implemented on the extracted 

components, the dependent component and the shared components are extracted 

from it.Some of the dependent components are accessed by more than one main 

component then those components are treated as shared components in this 

framework.  A dependent component graph was drawn based on the relationship 

between dependent component and the main component (the component which 

invoked the dependent component). Fault tolerance strategies are applied on the 

dependent components. 

The failure rates of all the components before the extraction of dependent 

component and after the application of faulttolerance strategies to the dependent 

component was compared and found to be reduced.   
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Figure 3: Overview of Dependent Component Framework 

Fault Tolerance Strategies 

Fault tolerance could be achieved through redundancy in hardware and 

software. Redundancy is simply the addition of information, resources or time 

beyond needed for normal system operation.  Softwareredundancy is the 

addition of extra software, to perform a given function, to detect and tolerate 

faults [23]. The use of redundancy could provide additional capabilities for a 

system.  

The popular approaches to detect software faults are 

1. N-Version Programming (NVP). 

2. Recovery Block (RB). 

1. N-Version Programming (NVP) 

NVP is a forward recovery scheme, it masks faults. NVP is a static technique. 

NVP relies on voting.  Multiple versions of the same task are executed 

concurrently and the final result was determined by waiting until all n responses 

from theparallel invocations are reached. Its response time depends on the 

slowest version.  The failure rate and response time for NVP[24] are calculated 

by    

𝑓 =  ∑ 𝐹𝑖
𝑛
𝑖=(𝑛+1)/2       (1) 

𝑡 = 𝑚𝑎𝑥 𝑡𝑖           (2) 

f is the failure rate, t is the response time,n is the number of redundant 

component,Fi is the failure rate of ithcomponent. 
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2. Recovery Block (RB) 

Recovery block uses multiple alternates (backups) to perform the same 

function. Recovery block is a dynamic technique.  It is a backward recovery 

scheme.  The primary task executes first. When the primary task completes 

execution, its outcome is checked by an acceptance test. If the output is not 

acceptable, a secondary task undoing the effects of primary (i.e.,rolling back to 

the state at which primary was invoked) until either an acceptable output is 

obtained or the alternates are exhausted.The failure rate and response time for 

recovery block[25] are calculated by     

𝑓 =  ∏ 𝑓𝑖
𝑛
𝑖=1         (3) 

𝑡 =  ∑ 𝑡𝑖 ∏ 𝑓𝑖
𝑖−1
𝑘=1

𝑛
𝑖=1         (4) 

f is the failure rate, t is the response time, n is the number of redundant 

component, fi is the failure rate of ithcomponent. 

Proposed Solution 
1. Interrelated Component Algorithm 

Inspired by the ROcloud2algorithm [26] and the Markov chain transition state 

properties[27] an algorithm was proposed to find the relationship between the 

dependent component failure rate and the invoked(main) component failure rate 

and to emphasize that the dependent components play a vital role on the 

application failure rate. 

1. Based on the structural analysis and the invocation relationships of the 

migratory component a component dependent graph is drawn. 

2. Initialize by assigning a random value between 0 and 1 to each 

component in the component graph. 

3. When a component is invoked, the reachable rate to the other component 

is calculated by: 

Aij
(nij)> 0           (5) 

i and j are the states, n is the time required to move from one state to another. 

4. When a component reached the last dependent component it has to 

return to the main component with the result, thus the return state is 

computed by 

Ajj = 1            (6) 

jis the start and the end state of the components. 

5. From step 3 and step 4 we can find out the list of the dependent 

components.By repeating the steps 3 and 4 for all the components, we 

can find out the shared components. 

6. The significance value of  the component can be calculated by: 

𝑉(𝑐𝑖) =  (1 − 𝑑)𝜌 + 𝑑 ∑ 𝑉(𝑐𝑘)𝑤𝑘𝑖𝑘∈𝑁(𝑐𝑖)    (7) 

        

where 
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)( ica is the failure rate of application when component ci fails.The more the 

significant value of a component, the component is more significant. 

7. Fault tolerance strategies are applied for the dependent and shared 

components. 

6. Simulation Evaluation 

Case Study 

A reporting application migration was considered as a case studyas in fig.4 to 

illustrate the process of interrelated component algorithm. 

 

Figure 4: Case Study 

Step 1 Identifying the Modules: First, from the selected legacy application and 
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its source code, the modules and the components related to each module of the 

application are identified.In this case, modules identified are report creator, 

report manager and report repository. Each module is associated with processes 

like report submission, query reports and retrieve reports as shown in fig.4. 

Step 2 Ranking the components:  Using the information of number of 

invocations for each component from the application log, the significance value 

of all the components are calculated by equation (7) and the most significant 

component are selected (Query report and retrieve report in this case) and are 

ranked [28] with the highest value first. 

Step 3 Identifying the dependent component: The interrelated component 

algorithm are applied on the most significant components selected in step2 and 

the dependent components of the query report and retrieve report are identified 

and step2 is repeated to calculate the significance value of the dependent 

components. A dependent component graph is drawn. 

Step 4 Optimal Fault Tolerance Strategy selection: Fault tolerance strategies are 

applied for dependent components ranked with top-k highest significant values. 

The failure rates of the main components with shared or dependent components 

are found to be reduced.  The query report and the retrieve report are detected 

with shared and dependent components.  These components are often invoked 

and thus results in high failure rate.  Fault tolerant strategies applied on the 

dependent and shared components, resulted in very much less failure rates in 

main components. 

Evaluation Model 

The algorithm proposed in section 5.2.1 is evaluated. In the preliminary 

evaluation, the dependent component of C1 was found out (step3), after 

drawing a graph of dependent components and assigning random values to the 

edges (weight of the graph)[29].Page ranking was done by developing a 

structural signal using in-links, out-links and reachable values of the web pages 

of network graphs [30].  

Experimental Setup 

The effectiveness of our algorithm is evaluated with an experiment consisting of 

5 PMs (Physical Machine) and 10 VMs (Virtual Machines).  All PMs are 

configured with 4Gb RAM, 500Gb hard disk. The total number of VMsdefined 

for each datacenter here are maximum 40. Initially 10 VMs starting with basic 

configuration having 1 core CPU, 2Gb RAM, 160Gb hard disk were used.The 

experimental setup includes 200 components of real world applications. Call 

graphs for procedural code was used to extract the dependent components list. 

Each component failure rate is calculated by the ratio of the number of times 

failed to the number of times invoked.  200 sequences of random walk are 

generated so that each component would be tested. All the sequences are 

executed for 50 times and the corresponding results are shown in Table3. 
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Performance Comparison 

The simulation setup explained above was employed to perform the four 

different methods NOFT, RB, NVP, ICCloud (Interrelated Component Cloud).  

In this, NOFT refers to no fault tolerance, RB refers to recovery block, NVP 

refers to N-version programming and ICCloud refers to interrelated component 

cloud.   

Table1:  Average Application Failure Rate 

Node 
number 

Method
s 

Threshold 0.01 Threshold 0.03 Threshold 0.05 

10% 15% 20% 10% 15% 20% 10% 15% 20% 

50 NOFT 0.0275
5 

0.0266
7 

0.0264
2 

0.0260
6 

0.0259
0 

0.0254
0 

0.0282
6 

0.0281
6 

0.0280
2 

RB 0.0240
9 

0.0236
3 

0.0231
1 

0.0229
0 

0.0225
0 

0.0222
0 

0.0280
0 

0.0277
6 

0.0275
0 

NVP 0.0194
2 

0.0185
1 

0.0173
3 

0.0172
5 

0.0170
9 

0.0169
2 

0.0270
0 

0.0268
6 

0.0252
8 

ICClou
d 

0.0108
9 

0.0104
8 

0.0097
1 

0.0096
6 

0.0094
4 

0.0093
2 

0.0108
4 

0.0107
5 

0.0106
4 

100 NOFT 0.0308

2 

0.0308

5 

0.0308

0 

0.0295

2 

0.0292

6 

0.0290

1 

0.0303

4 

0.0302

9 

0.0302

6 

RB 0.0237
6 

0.0225
1 

0.0214
3 

0.0239
2 

0.0236
6 

0.0234
4 

0.0277
1 

0.0266
0 

0.0261
0 

NVP 0.0209
6 

0.0197
7 

0.0190
8 

0.0199
2 

0.0197
2 

0.0198
8 

0.0250
6 

0.0247
2 

0.0244
4 

ICClou

d 

0.0107

9 

0.0102

2 

0.0093

8 

0.0092

8 

0.0091

8 

0.0090

2 

0.0129

2 

0.0126

6 

0.0122

2 

150 NOFT 0.0268
2 

0.0267
7 

0.0265
3 

0.0316
4 

0.0313
2 

0.0310
1 

0.0331
5 

0.0334
5 

0.0337
8 

RB 0.0235
8 

0.0231
4 

0.0230
9 

0.0249
8 

0.0237
1 

0.0233
3 

0.0307
8 

0.0305
8 

0.0301
1 

NVP 0.0221

2 

0.0194

2 

0.0191

8 

0.0199

9 

0.0197

1 

0.0196

5 

0.0288

8 

0.0286

6 

0.0284

2 

ICClou
d 

0.0096
1 

0.0095
6 

0.0094
4 

0.0088
1 

0.0086
8 

0.0084
2 

0.0117
8 

0.0115
2 

0.0114
6 

200 NOFT 0.0257
6 

0.0256
1 

0.0249
9 

0.0328
8 

0.0327
1 

0.0326
8 

0.0344
5 

0.0343
2 

0.0341
1 

RB 0.0225

6 

0.0211

5 

0.0200

1 

0.0253

8 

0.0252

2 

0.0251

1 

0.0317

8 

0.0315

6 

0.0314

2 

NVP 0.0184
4 

0.0164
4 

0.0154
2 

0.0167
2 

0.0167
8 

0.0168
2 

0.0278
0 

0.0275
6 

0.0274
4 

ICClou

d 

0.0094

1 

0.0093

0 

0.0090

2 

0.0060

6 

0.0058

1 

0.0056

6 

0.0098

0 

0.0097

2 

0.0096

6 

The number of times of invocations and the failure rates of the components are 

tested with the components in application (Node Numbers) by 50,100,150,200 

and the results are shown in Table1. NOFT resulted in the worst performance 

because of no fault tolerance strategies were employed.  The recovery block 

method has given better performance when compared to NOFT.  NVP was 

better when compared to RB.  ICCloudhasgiven the bestperformance when 

compared to all the other three methods.Thus, the ICCloud emphasized the role 

of dependent components.The failure rates of the main components was reduced 
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when the fault tolerance strategies was employed to the dependent or 

interrelated components. 

The shared and dependent component would be considered for analyzing fault 

tolerance of the components. If these components have less failure rate, then the 

failure of onecomponent would not affect the other invoking components which 

are dependent on it.In this experiment, the methods RB, NVP are employed on 

the main component with the highest significant value. The components with 

the highest significance value whose failure rate also highestbecause of the 

unavailable components at the time of its need. Thus, the components are 

ranked with the highest significant value first and the top-k components are 

extracted. The ICCloud method was employed on the extracted list of 

components to detect the dependent component and shared components. The 

significant values of the extracted componentswere calculated using the 

equation (7). The result tabulated in Table1proved that the method ICCloudhas 

the lowest application failure rate. 

Scalability of the Algorithm 

The ICCloud algorithm’s performances are measured with the factors like 

response time and failure rate of the components using equations (1) to (4) of 

fault tolerant strategies such as N-Version Programming and Recovery 

Block.The fig.5 and fig.6show the performance of the four methods with 200 

components and the threshold value set as 0.01, 0.03 and 0.05. The ICCloud 

perform better when compared to other fault tolerant mechanisms.   

The top-k value of the components was selected with the threshold values set as 

0.01,0.03 and 0.05.   With the threshold value set as 0.01, the failure rates of the 

application generated are listed with top-k values as 10%, 15% and 

20%.Likewise the threshold set with 0.03 and 0.05 listed the application failure 

rates of the components and the top-k values of the components with 10%, 15% 

and 20% are tabulated.The results as tabulated describes that the increase in top-

k value settings by 5% in each stage has given a failure rate less than the 

previous settings.The response time of the recovery block (RB) is greater when 

compared to n-version programming (NVP).The failure rate of recovery block 

was high when compared to NVP. 

The recovery block invokes the standby components sequentially when the 

primary component fails and its response time is the summation of the 

execution time of all the failed versions and the first successful one.   

The response time of the ICCloud method was found to be much better when 

compared to the other methods.TheICCloud algorithm performs with lesser 

response time with any of the selected fault tolerance mechanisms such as RB 

and NVP.  Thus, it emphasized the importance of replication of dependent 

components, so that the main component would be able to access the shared 

components which results in less failure rate of the main component and smooth 

functioning of the application.The threshold value is necessary in this 
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experimentbecause all the components of the applicationwouldnot be 100% 

fault tolerant. The ICCloud algorithm illustrates the need for fault tolerance to 

the dependent component but not fully free from the faults, it would only bring 

down the failure rate.  The threshold value was selected according to the failure 

rates of the individual components, the number of invocations and the number 

of components selected for the experiment.  

 

Figure 5 

 
Figure 6 
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Figure 7 

Impact of Dependent Component Failure on Application Failure Rate 

The impact of dependent component failure on the application was studied by 

comparing the failure rate of the four methods NOFT, RB, NVP, ICCloud. The 

equation (5) was employed to calculate the dependent component failure 

impact. If equation (5) results in 1, then the dependentcomponent failure 

affected the performance of the main component which in turn affects the 

performance of the application.  The average dependent component failure 

impact settings considered are 0.25, 0.5 and 1.  

 The fig.7, show the performance of the four methods for 50 components 

and with the threshold values of 0.01, 0.03 and 0.05.  The ICCloud 

method outperforms the usual fault tolerance mechanisms. 

 The top-k values set as 10%,15% and 20% clearly indicated that the 

curve of ICCloud decreases with the increase of the number of 

components.  Different threshold values were used for different top-k 

values and analyzed the performances of the methods. 

 The fact that the more the component redundancy, affects the 

performance of the application was also considered and the threshold 

values and the top-k values of the components selected were only up to 

first 20% of the total components and the results show that the more the 

number of components the less was the fault rate occurred. 

 The impact of shared component was very high thus the redundant 

components of the shared components brought down the high 

unavailability rate of the components and the main component show the 

lower failure rates at different threshold values. 

7. Conclusion and Future Enhancement 

The benefit of cloud migration of legacy application lies in the achievement of 
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reliability and cost minimization. The hybrid component migration approach is 

appropriate for the migration of components of legacy application.  This paper 

emphasized that the software fault tolerance mechanism applied on the 

identified dependent components and the shared components of the application 

highly reduced the failure rate thus increasing the effect of reliability among the 

components.  The selection of appropriate components for migration with 

appropriate fault tolerant mechanism minimizes the cost of migration.  The 

experimental results described the failure rate of dependent component affected 

the failure rate of the application. The network delay and the impact of network 

delay on the dependent component migration will be for future study. 
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