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Abstract 

 Cyber Physical Systems (CPS) bridging the cyber world with the physical world. The 

exploitation of such systems has extensively augmented in the recent years. CPS is used in 

variety of applications such as Healthcare, Transportation, Process control, Large scale 

infrastructure and in Defense system. According to World Health Organization (WHO), Cardio 

Vascular Disease (ie., heart disease and heart stroke) is the prime cause of death. These types of 

deaths will reach upto 23.3 million by 2030. To give attention to these issues, CPS is combined 

with Healthcare field. So, CPS in Healthcare is often referred to as Medical Cyber Physical 

System. In this, Sensor nodes are embedded in, on or around the patient’s  body to measure 

patient’s physiological vital signs such as temperature, blood pressure, heart rate, respiration rate, 

ECG, EEG, etc., If these sensitive information are interrupted could lead to several consequences 

like mental instability, relationship issues, even job loss and wrong treatments leads to patient 

death. Due to this, more attention should be given and taken to provide security and privacy to 

the data. This paper discuss various issues that need to be taken into account to fulfilling the 

security and privacy requirements and also discuss about the relevant mechanisms and 

terminologies used by the various researchers to solve those issues. 
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1.0 Introduction 

 Cyber physical systems is an emerging technology which connects physical environment 

into virtual. It integrates the physical components known as cameras, sensors with cloud and 

continuously monitors the changes in the physical environment. The applications of cyber 

physical systems are smart grid, healthcare, automotive systems and aerospace. In this modern 

world healthcare is very important one. Old age people and people suffered by chronic diseases 

require continuous monitoring. One type of cyber physical system known as Medical Cyber 

Physical System is used for this. It consists of medical devices, sensors and networking 

components. Sensors are used to measure the various signs of a patient such as temperature, 

electrocardiogram, blood pressure etc. These measurements can be transferred to the specialists 

via network.  There are some issues occur while forming a sensor network and moving from 

sensor network to cyber world. The sensors implanted on the patient body is known as 

implantable medical devices and these devices having the issues such as computing power, 

storage and energy. The information collected from these devices can be processed in the form of 

e-health records. These e-health records reduce healthcare costs and also having some security 

issues. The sensors have the limited storage, so to process large information cloud platform is 

required. Encryption methods are used to encrypt the data before storing. These methods cannot 

allow calculations, so homomorphic encryption techniques are used. The cloud platform also 

have advantages and challenges. This paper summarizes the challenges related to cloud and 

healthcare. 

2.0 Requirements / Properties of Medical Cyber Physical System: 
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The following are the requirements of Medical Cyber Physical System to build an 

efficient Health Care system 

Security: The physiological signals which are collected from the patients must be well protected 

from intentional attacks. 

Privacy: Medical data collected and managed by MCPSs is very significant. Tampering of this 

information leads to several consequences to the patient in the form of privacy loss, abuse and 

physical harm. So, safeguarding the security of MCPS is very vital. 

Data Integrity: The physiological data collected from the patient should be accurate and reliable 

for making correct treatments. 

Data Access Control: The patient’s data should be accessed only by the authorized person. 

Availability: It is expected that the operation of medical devices is available uninterruptedly for 

a long period of time. 

Interoperability: In MCPS, medical devices will communicate with other devices. It is essential 

to ensure that the integrated devices are safe and secure. 

 

3.0 Literature Survey 

Buket Yuksel et al. explained the characteristics of e-health records [1].They also 

discussed about the design architecture and various access control techniques and encryption 

methods. The results show that the access control techniques have less performance and extra 

security is required. Uthpala Premarathne et al. used three techniques to process the data in 

secured manner [2]. In this biometrics is used to authenticate the user location. The EHR 

information is encrypted using role based method and embedded into ECG signals using 

steganography. Ji-Jiang Yanga et al. reviewed about the various techniques used to process 

health care data [3]. The techniques involved in this journal are big data, cloud and data mining. 

Mohd Anwar et al. discussed privacy and security challenges in healthcare [4]. They categorized 

these challenges based on devices used, communication techniques and applications. 

José Luis Fernández-Alemán et al. discussed various techniques used to achieve privacy 

and security of e-health records [5].E-health records maintains the patient medical history and 

personal details. So, it is necessary to protect the information without leaking to                

unauthorized persons. Sebastian Haas et al. used a system to protect the privacy for patient 

information by logon process [6]. Patients have separate logins to verify their details. The 

authors not specified the methods for authentication and access control. ZHANG Li et al. 

explained the concepts of attacks in cyber physical systems, design and required measures 

[7].They also explained the attacks at various layers. Junbeom Hur and Kyungtae Kang 

developed a system to transmit between the devices and it is controlled by a controller [8].The 

information is encrypted using the attributes. This system helps to achieve enhanced security and 

privacy and fails to adapt emergency situation. Khin Than Win et al. reviewed about different 

types of threats and mechanisms to protect the personal health records [9].They explained pin 

and password based methods. These methods provide poor security. 
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Sensors play an important role to gather information from the patient body. Mamta and 

Shivaprakash et al., reviewed about the security attacks and their requirements for wireless 

sensor networks to solve health issues [10]. They also compared the protocols used in sensor 

network. With the advancement of networking and communication technologies, wireless body 

area networks plays an important part to monitor the patients. Chunqiang Hu et al. proposed a 

method that combines signature and encryption to transfer data from source to sink node [11]. 

Pallavi Meharia and Dharma P. Agrawal described public key encryption technique that 

authenticates the user [12].Hua-Pei Chiang et al. developed a system with help of cloud. The 

system adjusts the signal frequency and sleep time of sensor nodes to monitor the vital signs of 

the patient [13].Wireless sensors are used to collect information from patient body. But sensor 

nodes have limited storage, so cloud is required to store large information. Chandrani Ray 

Chowdhury surveyed about how to integrate sensors and cloud [14]. She also explained about 

the data bases and the techniques used for processing the data. 

People in rural areas do not have facilities for proper medicine. They are not able to meet 

the specialists. Shah J. Miaha et al. developed a cloud based system to help rural people. 

Intermediate workers help the patients to communicate with specialists [15]. Patient’s details 

stored in a database and transmitted to the destination. The authors not specified any methods to 

ensure availability, confidentiality and integrity of data. Kashfia Sailunaz et al. also developed a 

system for rural people using cloud [16].The authors used private cloud to process the data. 

Integrity of data is not achieved using this method. Charalampos Doukas and Ilias Maglogiannis 

collected the heart beat and movement of the patient continuously and stored to a cloud [17]. The 

authors used motion and ECG sensor to acquire the data and a microcontroller is used to process 

the data. This data can be used for emergency situations. Internet of things allows the sensors to 

communicate directly with cloud. The authors also combined cloud and internet of things to 

process bulk data [18]. Other than the security issues, types of sensors, standards used are 

discussed by Mona A. Alhumud et al [19] .The authors also provides an architecture that gives 

combined view of sharing data, analysis and making decisions. Sonith Raveendran Poyyeri et al. 

also used Google platform to store information about the patient and they gave the alert 

messages to patients about their health [20]. 

 

4.0 Conclusion 

MCPS is a convergence technology useful to monitor the medical situation of patients at 

anytime, anywhere without limitations. This paper reviewed about the various techniques used in 

Medical Cyber Physical Systems such as wireless body area networks, cloud, electronic health 

record, big data, internet of things etc. The security requirements of MCPS are also discussed. 

Inferences from the various techniques, required knowledge about the challenges and 

mechanisms will be useful to build an efficient Healthcare System. 
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