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Abstract: In cloud storage environment data is stored 

among storage boxes such as Drop box and Bitcasa to 

increase the data persistent. Currently, with prevalence 

of mobile computing the user can incorporate to edit 

the newest version of documents and files on their 

smart mobile devices. To support unlimited storage the 

cloud storage provider utilizing data deduplication 

technique to reduce the data to be stored and therefore 

reduce the storage expense the use of data 

deduplication also helps significantly reduce the need 

for bandwidth and therefore improve the user 

experience. Nevertheless, in spite of the above benefits, 

data deduplication has its inherent security weaknesses. 

Among them, the most severe is that the adversary may 

have an unauthorized file downloading via the file hash 

only. In this article we first review the previous 

solutions and identify their performance weaknesses. 

Then we propose an alternative design that achieves 

cloud server efficiency and especially mobile device 

efficiency. 

 

1. Introduction 

Cloud computing is envisaged to play key roles of 

motivation in the design of the future smart grid. Cloud 

computing is an emerging technology advocated for 

enabling convenient, on-demand network access to 

shared computing resources that can be rapidly 

provisioned and released with minimal management 

effort or service provider interaction Using cloud 

infrastructure, a customer can gain access to their 

applications anytime, from anywhere, through a 

connected device to the network. cloud computing is 

not limited to localized isolated systems[1-3]. In case 

of large computing or storage resources, the mobile 

nodes request services from the cloud servers. A 

mobile health-cloud is an integration of health-cloud 

into the mobile environment. In a mobile health-cloud 

environment, the data processing and storage 

applications are moved from the mobile body-sensor 

nodes to the servers situated in the health-cloud. The 

integration of health-cloud into the mobile environment 

improves data computing and storage facility, which leads 

to the prolongation of lifetime of batteries in the mobile 

body sensor nodes. The cloud service providers have to 

spend a lot of human and financial resources to store and 

manage these data. Even worse, according to literature[4] , 

more than 70% data in cloud storage are duplicated data. 

To relieve the storage stress of cloud service providers and 

to make data management scalable, deduplication 

becomes a basic requirement in cloud storage systems [5-

6]. 

 

2. Security Weakness 

However, client side deduplication incurs its own 

security weaknesses. First, the privacy of the file 

existence in the cloud may be compromised because the 

adversary may try to upload the candidate files to see 

whether the deduplication takes place. If the 

deduplication takes place, this will be an indicator of the 

file’s existence. Otherwise, the adversary may infer the 

file’s nonexistence. The situation becomes even worse 

when we consider the low-entropy files because the 

adversary may exhaustively create different files and 

upload the hashes to check the file’s existence. For 

example, a curious colleague may query his/her 

manager’s salary by uploading different salary sheets 

because the sheets are of a similar form, restricting the 

number of file contents to be tested[7-9]. The 

deduplicated cloud storage may be abused as a covert 

channel. By agreeing upon a common file beforehand, 

two users may exchange the bit information via the file 

status. In particular, if bit 1 needs to be sent, then a user 

uploads the file. Another user detects the deduplication, 

interpreting the deduplication as a bit 1. If bit 0 needs to 

be sent, the file is removed from the cloud and the 

deduplication does not take place at another user. Despite 

its very low bandwidth, such a covert channel may be 

used as a botnet command and control (C&C) channel 

International Journal of Pure and Applied Mathematics
Volume 116 No. 15 2017, 313-317
ISSN: 1311-8080 (printed version); ISSN: 1314-3395 (on-line version)
url: http://www.ijpam.eu
Special Issue ijpam.eu

313



for the botmaster to dispatch the botnet controls in a 

stealthy way that can also penetrate the firewall and 

escape the deep packet inspection. Third, the 

deduplicated cloud storage may be abused as a can 

gain the file’s ownership and then download it by 

uploading the hash [10-12]. 

 

3. Proof of Ownership 

An even more severe and direct security threat from 

using deduplicated cloud storage is that the adversary 

may gain the ownership of files by only eavesdropping 

on file hashes. A closer look at client side deduplication 

can find that anyone in possession of the file hash can 

gain ownership of the file by uploading the file hash. 

More specifically, the cloud considers receiving a store 

request for a file already in the storage, avoids the 

redundant file transmission, and then adds the user as 

an additional owner of the file Such a situation is 

apparently undesirable because in theory the adversary 

cannot infer the file content via the hash. However, in 

this case, once the adversary knows the hash, it is able 

to download the entire file content. On the other hand, 

in practice, the user considers the hash unharmful and 

in some cases publishes the hashes as timestamps. 

However, the publicly available hashes can be abused 

to gain the file. This security weakness comes from 

using the static and short piece of information (hash) as 

a way of claiming file ownership. the cloud and user 

such that the user can prove to the cloud that it is indeed 

in possession of the file[13-14]. 

 

4. Design  Objective 

There are many metrics to evaluate the efficiency of a 

POW scheme such as the bandwidth requirement, I/O 

overhead at both user and server sides, and the 

computation overhead at both sides. While the first and 

third obviously concern the performance, the second is 

less known in the POW design. More specifically, 

cloud storage usually has a storage hierar- The 

execution of a POW scheme might require the user and 

cloud to access the file stored in the disk multiple 

times. The server might also need to keep the 

verification object in either the memory or the disk to 

verify the user’s claim. The above all might result in a 

huge amount of I/O delay because of the access time 

gap between the memory and disk. In this article we 

focus only on the abuse of a file hash to gain the 

ownership of the file and aim to design a POW scheme 

with minimum performance overhead[15-17]. 

 

5. Prior Art 

A series of modifications to the general universal hash 

function used in the second construction, trying to further 

improve the computation efficiency the third construction 

does not have provable security guarantee, and can only be 

secure for high-entropy files. Though the POW schemes 

have low storage overhead and incur no I/O delay at the 

cloud, the user needs to compute the Merkle hash tree, 

causing an unavoidable computation burden and I/O delay 

at the user. Aiming at improving the user side efficiency, 

also propose three POW schemes: s-POW, s-POW1, and 

s-POW2. The rationale behind the three schemes in is 

even simpler. Once the user claims ownership of the file f, 

it needs to be able to correctly answer every bit of f. s -

POW implements the above simple idea. After receiving 

and storing the first copy of the file f, the cloud randomly 

chooses certain positions and keeps a number of the 

corresponding bits of f in the memory. Upon receiving 

subsequent requests, the cloud issues the challenge about 

the bits of f. With the observations that the collision- free 

hash function used for checking whether the deduplication 

takes place can be replaced with either the random bits of 

the file or even the file size only design s -POW1 and s-

POW2, respectively, by trading off the deduplication 

accuracy and computation efficiency. 

Despite the efficiency at the user side, the server 

has substantial I/O burden, contrary to the POW schemes 

in Specifically, since the positions of the file to be queried 

need to be random, once a file is requested multiple times, 

all bits of f in the memory will be used up and therefore 

the cloud is forced to fetch more bits from the disk. Note 

that because of the memory space constraint, we can only 

store some sampled bits . 

The Proposed POW Scheme 

The POW schemes in performance very well on the 

server side since only a small size index (tree root) needs 

to be stored in the main memory.However, the proof of 

ownership is achieved by the user sending an 

authentication path of size O(log |f|) to the cloud, 

resulting in more communication overhead and 

computation load on the cloud. The I/O overhead of the 

user side is also increased, compared to the POW 

schemes in , because the user needs to retrieve the entire 

file. On the other extreme, although the s-POW schemes 

in have great computation and I/O efficiency in the user 

side, its I/O burden on the cloud is significantly 

increased since the cloud is required to retrieve random 

bits from the secondary storage. 

In this article we propose an alternative design that 

strikes a balance between server side efficiency and user 

side efficiency.Before introducing the s cheme’s details, 

we present two observations. First, the POW schemes in 

are I/O efficient at the server side because the Merkle tree 

root can be thought of as a compact summary of the file. 

Therefore, there is no need for the cloud to access the disk 
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to retrieve the file. Second, the user side is 

computationally efficient in three s-POW schemes 

because the user is simply required only to answer a 

few bits of the file. With the above two observations, 

our design strategy is to have a probabilistic data 

structure for the compact summary of the file, in 

contrast to the deterministic data structure, Merkle hash 

tree, in the POW schemes . The query challenge is also 

modified as random blocks, in contrast to the random 

bits in s-POW schemes. An overview of the proposed 

POW scheme goes as follows[18-20]. 

During the cloud storage initialization, the cloud 

constructs an empty Bloom filter . Note that Bloom 

filter B is kept in the memory. Upon receiving the first 

copy of the file f, the cloud partitions f into blocks of 

fixed length l. Here we simply assume the Upon 

receiving the subsequent request, the cloud checks 

whether h(f) is already in the memory. If not, the cloud 

simply ignores the request. Bloom filter, to 

accommodate the deletion operation without 

compromising the false positive probability. Note that 

the counting Bloom filter is a natural extension of the 

ordinary Bloom filter, where each bit is replaced with a 

counter. The counting Bloom filter supports insertion 

and deletion operations since each counter can be 

incremented and decremented. For the latter case, we 

use the dynamic Bloom filter to keep the use of 

memory to a minimum and keep the false positive 

probability low. A remarkable feature of the dynamic 

Bloom filter is that in the case of full capacity, the 

length of the dynamic Bloom filter can be extended to 

accommodate more elements. the dynamic Bloom filter 

is in essence a variant of the counting Bloom filter. 

Thus, it is sufficient to handle the above issues by 

replacing the ordinary Bloom filter with the dynamic 

Bloom filter[21] . We omit a detailed description 

because of its similarity to the POW scheme with the 

ordinary Bloom filter. is larger than the tree root in , 

our scheme maintains the advantage that the server has 

no need to access the disk after storing f because the 

block information about f has all been kept in B, which 

is similar to the POW schemes the other hand, the user 

needs to access different blocks of the file and calculate 

the hashes, resulting in more computation overhead 

compared to the one in s-POW schemes . it is much 

more efficient than the POW schemes in that need to 

access every bit of the file and perform a lot of hash 

computation. The performance comparison can be 

found in Some simple analysis is sufficient to 

demonstrate the performance improvement. Assume 

that the cloud issues a challenge about l random bits in , 

l random random leaf positions in and l random blocks 

in our POW scheme. It is sufficient for the cloud to 

verify the user’s claimed ownership by using B in the 

memory only. Thus, no disk I/O is needed. Assuming hash 

functions used in B, since the cloud needs to check the 

membership of l random blocks in B, lk hash computations 

are necessary[22]. 

 

6. Conclusion 

Aiming to minimizing both the server side latency and the 

user side latency, we propose an alternative POW design 

on the problem of unauthorized file downloading in 

deduplicated cloud storage. In our design, the use of 

probabilistic data structure, the Bloom filter, primarily 

contributes to the overhead reduction. Since the Bloom 

filter has been used widely in various applications and is 

easy to be implemented, our proposed POW scheme is 

considered realistic and can be deployed in real-world 

cloud storage services. Despite the use of the Bloom filter 

in reducing the I/O needs, the size of the Bloom filter may 

grow with the number of files stored in the cloud. The 

Bloom filter may also be of a huge size so that it needs to 

be partitioned and part of it needs to be stored in the disk. 

Thus, one possible future research focus is to develop a 

more succinct data structure or devise a new index 

mechanism such that the index (the Bloom filter in this 

article) can be fit into the memory even in the case of a 

huge number of files in the cloud. 
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