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Abstract: Remote data integrity checking is of crucial 

importance in cloud storage. It can make the clients 

verify whether their outsourced data is kept intact 

without downloading the whole data. In some 

application scenarios, the clients have to store their data 

on multi cloud servers. At the same time, the integrity 

checking protocol must be efficient in order to save the 

verifier’s cost. From the two points, we propose a novel 

remote data integrity checking model: ID-DPDP 

(identity-based distributed provable data possession) in 

multi cloud storage. The formal system model and 

security model are given. Based on the bilinear 

pairings, a concrete ID-DPDP protocol is designed. The 

proposed ID-DPDP protocol is provably secure under 

the hardness assumption of the standard CDH 

(computational Diffie-Hellman) problem. In addition to 

the structural advantage of elimination of certificate 

management, our ID-DPDP protocol is also efficient 

and flexible. Based on the client’s authorization, the 

proposed ID-DPDP protocol can realize private 

verification, delegated verification, and public 

verification. 

 

1. Introduction 

Cloud computing has become an important theme in the 

computer field. Essentially, it takes the information 

processing as a service, such as storage, computing. It 

relieves of the burden for storage management, 

universal data access with independent geographical 

locations. The foundations of cloud computing lie in the 

outsourcing of computing tasks to the third party. It 

entails the security risks in terms of confidentiality, 

integrity and availability of data and service. The issue 

to convince the cloud clients that their data are kept 

intact is especially vital since the clients do not store 

these data locally. Remote data integrity checking is a 

primitive to address this issue. For the general case, 

when the client stores his data on multicloud servers, 

the distributed storage and integrity checking are 

indispensable. On the other hand, the integrity checking 

protocol must be efficient in order to make it suitable 

for capacity-limited end devices. Thus, based on 

distributed computation, we will study distributed remote 

data integrity checking model and present the 

corresponding concrete protocol in multicloud storage. 

 

2. Motivation 

In cloud computing, remote data integrity checking is an 

important security problem. The clients’ massive data is 

outside his control. The malicious cloud server may 

corrupt the clients’ data in order to gain more benefits.In 

PKI (public key infrastructure), provable data possession 

protocol needs public key certificate distribution and 

management. It will incur considerable overheads since the 

verifier will check the certificate when it checks the remote 

data integrity. In addition to the heavy certificate 

verification, the system also suffers from the other 

complicated certificates management such as certificates 

generation, delivery, revocation, renewals, etc. In cloud 

computing, most verifiers only have low computation 

capacity. Identity-based public key cryptography can 

eliminate the complicated certificate management. 

 

3. Related Work 

In cloud computing, remote data integrity checking is an 

important security problem. The clients’ massive data is 

outside his control. The malicious cloud server may 

corrupt the clients’ data in order to gain more benefits. 

Many researchers proposed the corresponding system 

model and security model. In 2007, provable data 

possession (PDP) paradigm was proposed by Ateniese et 

al. [1]. In the PDP data integrity with a high probability. 

Based on the RSA, they designed two provably secure 

PDP schemes. After that, Ateniese et al. proposed dynamic 

PDP model and concrete scheme [2] although it does not 

support insert operation. In order to support the insert 

operation, in 2009, Erway et al. proposed a full-dynamic 

PDP scheme based on the authenticated flip table [3]. The 

similar work has also been done by F. Sebe´ et al. [4]. PDP 

allows a verifier to verify the remote data integrity without 

retrieving or downloading the whole data. It is a 
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probabilistic proof of possession by sampling random 

set of blocks from the server, which drastically reduces 

I/O costs. The verifier only maintains small metadata to 

perform the integrity checking. PDP is an interesting 

remote data integrity checking model. In 2012, Wang 

proposed the security model and concrete scheme of 

proxy PDP in public clouds [5]. At the same time, Zhu 

et al. proposed the cooperative PDP in the multicloud 

storage [6]. 

Following Ateniese et al.’s pioneering work, 

many remote data integrity checking models and 

protocols have been proposed [7], [8], [9], [10], [11], 

[12]. In 2008, Shacham presented the first proof of 

retrievability (POR) scheme with provable security 

[13]. In POR, the verifier can check the remote data 

integrity and retrieve the remote data at any time. The 

state of the art can be found in [14], [15], [16], [17]. On 

some cases, the client may delegate the remote data 

integrity checking task to the third party. It results in 

the third party auditing in cloud computing [18], [19], 

[20], [21]. One of benefits of cloud storage is to enable 

universal data access with independent geographical 

locations. This implies that the end devices may be 

mobile and limited in computation and storage. 

Efficient integrity checking protocols are more suitable 

for cloud clients equipped with mobile end devices. 

 

4. Proposed System 

In MultiCloud environment, remote data integrity 

checking is required to secure user’s model, the verifier 

can check remote data. User will upload file to Cloud. 

This file is split into blocks using Dynamic Block 

generation Algorithm and stored in a MultiCloud 

environment. File Allocation Table (FAT) File System 

has proper Indexing and Metadata’s for the different 

Chunks of the Cloud Storage. If Attacker corrupts data 

in MultiCloud, the continuous auditing process helps 

the Verifier to perform Block level and File level 

checking for remote data Integrity Checking using 

Verifiable Data Integrity Checking Algorithm. Cloud 

provides random blocks to Verifier for Integrity 

Checking which is to protect user privacy from Verifier 

(Third Party). File recovery is done by the Verifier 

automatically if the data gets corrupted during 

checking. User can complaint Cloud for File 

Recovery.At every access of the file by the user, blocks 

of the data will be dynamically reallocated between the 

Cloud Servers. This achieves access confidentiality in 

Cloud Computing. 

 

5. Proposed Methodology 

 

5.1 Admin Configuration 

 
Admin configure MultiCloud server setup. Server IP 

Address and Port number is given by the admin for each 

Cloud. Now a Server Architecture is created for 

MultiCloud Storage. If the admin has to reconfigure the 

old MultiCloud server setup, it can be done. For old server 

setup, FAT file can be modified or remain same. Audit 

time will be set by the admin for Data Integrity checking 

process[22-26]. 

 

5.2Data Upload and Block Split 

 

User has an initial level Registration Process at the web 

end. The users provide their own personal information for 

this process. The server in turn stores the information in its 

database. After Registration, user can upload files to the 

server. Uploaded files will be stored in a Server. When the 

user upload the data to different cloud by the time it is 

Splitted into different blocks using Dynamic block 

generation Algorithm and each block will be appended 

with Signatures before Storing the data in FATFS. 

Signature generated using MD5 Algorithm. Also 

the data gets encoded using for Base64 Algorithm[27]. 

 

5.3Verifier Integrity Checking 

 

FAT FS has proper Indexing and MetaData’s for the 

different Chunks of the Data that is being uploaded by 

User. Verifier performs Remote Integrity Checking on 

Cloud Data. Cloud allocates random combination of all the 

blocks to the Verifier, instead of the whole file is retrieved 

during integrity checking. This is to protect user privacy 

from a third party (Verifier). Verifiable Data Integrity 

Checking Algorithm is done in two steps: Block Checking 

and File Checking. In Block Checking step: Three 

signatures are generated for Block level Checking[33-35]. 

 

1. A signature of a block retrieved from a FATFS  

2. A new signature is generated for block to be checked  

3. A Signature is retrieved from the block appended with 

the signature which is stored in the Cloud The above three 

signatures are cross checked for Block level Integrity 

Checking. And the block contents are appended to verify 

with File level Integrity checking. 

 

5.4Automatic and On Demand File Recovery 

 
Attacker can corrupt data in any one of the cloud servers. 

On Data Integrity Checking done by the Verifier, Verifier 

informs Corrupted blocks to the Cloud. Recovery Process 

will be done by the verifier automatically when data gets 

corrupted. User can complaint to the Cloud if the user file 

get corrupted (Verifier doesn’t perform checking on this 

file).Whenever user access file, Blocks will be reallocated 
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dynamically to provide access confidentiality in cloud 

and FAT File System will get updated[36]. 

 

6. Conclusion 

In multicloud storage, this paper formalizes the ID-

DPDP system model and security model. At the same 

time, we propose the first ID-DPDP protocol which is 

provably secure under the assumption that the CDH 

problem is hard. Besides of the elimination of 

certificate management, our ID-DPDP protocol has also 

flexibility and high efficiency. At the same time, the 

proposed ID-DPDP protocol can realize private 

verification, delegated verification and public 

verification based on the client’s authorization. 
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