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Abstract: Technology has been increases rapidly in our 

surrounds and also increases the usages of 

communication become more users friendly. While 

growing those communications we want to attend to 

protection for the person’s information. To keep data 

secure the researcher invented many complex algorithms 

for user application in the real life. AES is one the best 

the algorithm among many of the complex logarithm and 

this algorithm are based on the cryptography which is 

used to keep the personal information more secure from 

the attackers. We already have some AES algorithm 

which uses very complex cryptographic algorithm to 

increase the performance and more usage of lookup 

tables. This paper deals with modified  AES encryption 

and decryption using Rijndeal algorithm and increase one 

of the operation to keep data more secure when compare 

to the existing methods or algorithm. AES algorithm is 

designed, integrated and simulated by way of the usage 

of a tool referred to as Xilinx. Rijndeal algorithm is very 

guarded with very less weakness. AES algorithm is 

partitioned into three types namely plain text conversion 

to cipher data, inverse cipher data and key extension had 

been taken under sustainable conditions. The personal 

information which converts know one to the unknown 

information called as cipher. 

 

Key words - AES, plain data block, key data, rounds, 

Cryptography, Encryption and Decryption. 

 

1. Introduction 

       From the past years, there are many cryptographic 

advancement had changed the design, algorithms 

according to the priority and challenging explores in both 

mathematical area and engineering area [1-3]. To transfer 

the data within the present days continually entail the use 

of encryption. It is used mainly in navy and authorities’ 

mystery communication. Encryption which is widely to 

secure varieties of many civilian system such as cellular 

networks, online transactions, navy and many more wide 

range of applications. Data encryption is achieved by the 

systematic algorithm called encryption algorithm [4-5]. 

Encryption presents keeping private data private, 

identifying someone’s identity, completeness and non 

rejection. This algorithm program is systematic block 

ciphers that code and decode of given data. AES 

encryption algorithm scrambles message and output is 

unrecognizable data called as cipher data [6]. Decryption 

algorithm unscrambles the message and turns into 

original message called as plain data. To secure the 

information cryptography plays a crucial role, and its 

permit to store the sensitive information and transmit the 

information to the insecure network so that unauthorized 

person unable to read information [7-9]. The key size is 

selected while using AES algorithm, the key length may 

be 128, 192 and 256 bits data. The length of the key size 

contains dictum range of rounds that scrambles to 

perform the key length of the bits whose emphasis are 10 

rounds, 12 rounds and 14 rounds respectively and it is 

shown in below table 1. In our design, we are going to 

implemented 128 bits of key length which has 10 rounds. 

Here the given block size is 128 bits, which specifies data 

block size and the key length is arranged in a square 

array of 4X4 i.e., arranged into 4 column and 4 rows 

respectively.  

 

Table 1.Key-Block-Round Combinations 

 

 
 

       AES algorithm is made up of couple of initialization 

steps like first round key, rounds, final round key is used 

in the specification of key extension. Series of round of 

encryption are performed using the key expander [10]. In 

the initial round it perform only single operation like Add 

round key, in the rounds it perform five types of 

operation like sub byte, shift Row, 1’s complement, mix 

column and add round key. Final round is quite different 

for the rounds it consists of sub byte, Shift Row, 1’s 

complement and add round key operation. Decryption 

process will be done in the reverse process [11]. 

 

2. Advanced Encryption Standard (AES) 

     The AES technique for the conversion of plain data 

block values to final cipher data. There are three modes 

to encrypt the data such as 128 bits, 192 bits and 256 bits 
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in each mode. Every method having identical number of 

rounds Nrs depend on the key size of Nkl data. 

2.1 Encryption Process 

        In the Encryption process specific changes carried 

out one after the other  from above the data obstruct bits, 

in a hard and quantity of repetition, referred to as rounds. 

The total number of rounds in the encryption process 

depends upon the key size for 128 bits has 10 rounds. For 

every iterations the data values undergoes five functions 

such as Sub Byte, Shift Row, 1’s Complement, Mix 

Column, and Add Round Key. The basic block diagram 

is shown below figure 1 and each operation is explained 

in coming session.  

2.2 Sub byte Operation 

       The substitute byte operation is also called as Sub 

Byte. To implement the sub byte operation it contains 

two types of approaches. One approach is LUT (look up 

tables) in which cipher data is obtained from the 

SUBBYTE conversion table and alternative method is by 

using the mathematical equations we can calculate sub 

byte value. Here there are 256 different values in sub 

byte table stored in ROM. When sub byte operation is 

performed, than it replaced of given input value is 

concluded by using stored values in READ ONLY 

MEMORY (ROM). In this way, sub byte operation is 

done with look up tales, it is simple to design and that 

value is shown in below table 2 and effects of s box is 

shown in figure 2.  

 

 

Figure 1. Flow chart for modified AES algorithm 

 

Figure 2. Effect of S box operations 

Table 2.S Box table in Hexadecimal format 

 

2.3 Shift Row Operation 

      The shift row operation is a switching round of bytes 

on the sub sequence representing of data values in the 

fallowing state.  Each arrangement of the state is 

cyclically moved by apparent number of bytes. The 

encryption data of 1st row there is no change in their 

values. In the 2nd row 1 byte is shifted towards the left 

side, the 3rd row 2 bytes is shifted towards left side 

similarly fourth row in the same manner. The output of 

sub byte will be taken as the input of shift row operation 

and it proceeds in the following manner and it is shown 

in figure 3. 

 
Figure 3. Shift row operations 

 

2.4 1’s Complement 

         The binary system having base 2 (0,1). Here the 

one’s complement can be operated on the data which will 

interchange as follows zero’s to one’s and one’s to zero’s 

of a given number is called one’s complement. The 

output data of the one’s compliment had taken as an input 

for the shift row operation. 

 

2.5 Mix column Operation 

        Mix column is continuous state function in which it 

intermix for every column, this function has the extensive 

dispersion assets in the AES algorithms and it is difficult 

than the other operations like shift row, sub byte 
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operations. During this operation the state matrix of 

every column is multiplied with the identified matrix that 

is for 128 bit key and this operation is shown in figure 4. 

 

Figure 4. Mix Column performances on state column by 

column 

The mathematical formulas for the mix column theory: 

  

 
 

Where r₀, r₁, r₂, r₃ are the results after the mix column 

operation and a₀, a₁, a₂, a₃ are the matrix after the data 

under goes one’s complement. This multiplication 

operation defined as: multiplied with 1 means the value 

does not change that means remain constant only, 

multiplied by 2 can be implemented (<<1) 1-bit left shift 

operation is to be performed, multiplied by 3 1-bit shift to 

the left and perform the XOR operation with the initial 

unchanged value, if LSB bit has the original value 1 

before the (<<1) shifting operation followed by the 

conditional bitwise XOR with (00011011).  

2.6 Add round Key 

     In this operation, the state key is sum with sub key, by 

using key schedule we can convert the cipher data to sub 

key. There will be identical size of the state and sub key 

in this process. When a sub key of each byte is added to 

the state of each byte and it performs a simple bitwise 

XOR operation shown in figure 5. 

 

Figure 5.Add round Key XOR State 

2.7 Input Data and Output Data 

      The input data and the output data for the AES 

algorithm is the sequence of 128 bit data. The cipher key 

size having the sequence of 128, 192 and 256 bits. AES 

algorithm the given data .the next step can be 

implemented in two dimension array of bytes. This is 

considered as state array and consists of four bytes. For 

this each one is having Nbs bytes, where Nbs is block 

size and is partitioned by 32 in words. The inner 

operations of AES algorithm are considered as state array 

and last value replicated to the output. The state array 

changed back to sequence. 

2.8 Cipher Text 

     The cipher means that convert input from known form 

to the unknown of a given data. Here we given the plain 

data and the key data of 128 bit length, firstly the128bits 

length of text is converted into byte and arranged in the 

state matrix form4x4 and than by using all five types of 

operations that it convert into cipher. 

2.9 Key Program 

      Key Program operation is one of the hardest part 

when compare to remaining operation in the AES 

algorithm, it generates the Nrs+1 round key based on the 

given key. Cipher key k is used in the AES algorithm to 

produce the key program in the key extension process. 

Initially this algorithm requires Nbs of words which can 

generate a Nbs(Nrs+1) words, for each rounds Nrs had 

required Nbs words of key data. A linear array of four 

byte of words represented by [Wi] where 

 in a key program [3]. The four 

bytes of data are settled by the subword( ) function, done 

the cyclic circular rotation and that data is converted sub 

byte function is applied. The cyclical permutation of the 

input words [b0 b1 b2 b3] is performed Rotword( ) and 

return [b1 bo2 b3 b0]. In the field  the round 

stable word array or Rsta[i] holds 

where in y^i-1being power of 

y (y is denoted as {02}). Using 10 rounds, the key 

extension is usual for 128-bits. The subword ( ) operation 

which takes 4-bytes of input data and on each of four 

bytes of data sub byte function is applied. 

3 Decryption Procedures 

    The decryption procedure for this algorithm is quite 

similar to the encryption process in the reverse order, the 

decryption process contains of the following operation 

such as inverse sub byte, inverse shift row, inverse mix 

column, 1’s complement and add round key.  
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3. 1 Inverse Sub byte Transformation 

       In this process is inverse of the sub byte process and 

it is obtaining by applying the inverse of affine function 

followed by taking the multiplicative inverse in GF(2^8).  

Inverse Shift row operation: This operation is same as the 

Shift row operation in the first row as there is no change. 

In the 2nd row 1 byte of data is shifted towards right side, 

In 3rd row 2 bytes of data will be shifted towards right 

side and fourth row is in the same manner. 

Inverse mix column: This function has no inverse process 

by using some of the mathematical formula we can 

calculate inverse mix column 

 

 
 

4. Simulation Results 

      A field-programmable gate array (FPGA) is a 

semiconductor device that can be programmed after 

manufacture to perform a specific application design, 

typically specified as a digital logic system. Taxonomy of 

FPGAs commonly starts with the program storage 

technology. Here we used 128-bit plain text and 128-bit 

key.  Table 3 shows the encryption process table. Table 4 

show the FPGA synthesis report. Encryption timing 

analysis: Maximum combinational path delay: 1.711ns. 

Total REAL time to Xst completion: 29.00 secs. Total 

CPU time to Xst completion: 29.16 secs. Decryption 

timing analysis: Maximum combinational path delay: 

0.857ns. Total REAL time to Xst completion: 23.00 secs. 

Total CPU time to Xst completion: 22.76 secs. Figure 6 

and figure 7 shows the simulation results of Simulation 

result for substitute byte using Look up Table and 

modified AES encryption process. 

 

Table 3.Encryption Process 

 
 

 

Figure 6.Simulation result for substitute byte using Look 

up Table 

 

 
 

Figure 7.Simulation results of modified AES encryption 

process 

5. Conclusion 

     In this paper we have proposed a modified AES 

algorithm that increase one block of 1’s complement 

operation in each round thus it can increase the security. 

So that it increases the efficiency and gives high 

accuracy. By using same security key we are optimizing 

the resource utilization. In critical encryption applications 

the AES algorithm increases the message encryption 

throughput for real time. For the further scope it will 

increase the accuracy of the encryption of information, 

by increasing the key size of 192 bits which has twelve 

rounds when compared to 128 bits of key size having ten 

rounds.  
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