
 

Enhancement of HOP Count Filtering Mechanism- 

An ANTI-IP Spoofing Technique 
1
P. Indu, 

2
Shalom Elza Joseph, 

3
M.C. Sreelakshmi and 

4
T. RemyaNair  

 

1
Department of Computer Science & IT,  

School of Arts &Sciences, Amrita University, Kochi. 

indup4494@gmail.com
 

2
Department of Computer Science & IT,  

School of Arts &Sciences, Amrita University, Kochi. 

shajo2913@gmail.com
 

3
Department of Computer Science & IT,  

School of Arts &Sciences, Amrita University, Kochi. 

lachusreekutty6@gmail.com
 

4
Department of Computer Science & IT,  

School of Arts &Sciences, Amrita University, Kochi. 

remybhi@gmail.com
 

 

Abstract 
Distributed Denial of Service often exploits various IP spoofing 

techniques to conceal flooding sources. Several techniques have been 

developed to identify these forged IP addresses. Hop Count Filtering-HCF 

algorithm is an effective anti–ip spoofing technique. Here the IP addresses 

and their Hop Count values are mapped to filter the spoofed packet. In this 

paper we propose the inclusion of service port numbers in the IP2HC (IP 

address to Hop Count) table to filter spoofed packets more efficiently. So 

we propose a modified algorithm which spoofs out illegitimate packets 

more accurately. 
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1. Introduction 

Source address spoofing is one of the major threats that an IP network faces. IP 

spoofing is generally associated Distributed Denial of Service attacks, 

commonly known as DDoS. DDoS attacks uses IP spoofing to conceal flooding 

sources. The attacking sources hide their identity by using an ip address of 

another legitimate user. Most attacks takes places by spoofing the 32-bit source 

address field in the IP header. This hides the attacker’s or flooding source’s 

address. 

Hop Count Filtering (HCF) algorithm is an efficient anti-ip spoofing 

mechanism that uses hop count or the number of hops from source to 

destination as its major index to spoof out illegitimate packets with spoofed IP 

addresses. This mechanism which filter around 90% [1] of the spoofed packets. 

According to [1] hop count values can’t be altered by an attacker. Hop Count 

Values can be fetched from the TTL field in the IP packet. TTL or time- to -live 

is an 8 bit field which determines the lifetime of a packet. Each time the packet 

encounters with an intermediate router, the TTL value is lessened by 1.In HCF 

mechanism, at the destination [1, 2] the final TTL is calculated by subtracting 

the number of hops from the initial TTL values. According to [1], most OS uses 

only a few selected initial TTL values 30,32,60,64,128,255. HCF builds an IP - 

Hop Count (IP2HC) mapping table during the 3-way handshake process [1]. 

During the 3 way handshake process [1] the hop count to the destination is 

calculated and this value is stored in the IP-HC table as Hs. The final Hc is 

compared with the IP-HC table. Hc is calculated at the destination by 

subtracting the final TTL value Tf from the initial TTL value Ti. The 

background behind the HCF mechanism is that the spoofed packet with 

illegitimate IP addresses arriving at the receiver will have hop count values 

which are not consisted with the Hs in the stored table. Thereby easing the 

omission of forged packets and retaining the genuine ones.  

Table 1: Initial table 

IP Address(S) Stored Hop Count (Hs) 

192.168.1.1 14 

192.168.3.0 3 

172.16.254.1 2 

The algorithm [1, 3] is: 
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Though HCF works satisfactorily, the chance of this algorithm failure arises 

when the source’s IP address hop count matches with the attacker’s hop count 

[1] i.e. attacker’s Hc becomes equal to Hs. The probability of occurrence of this 

scenario is very limit since the attacker should have a prerequisite of the hop 

count of the source which is not easy to figure out. But there are chances that 

the attacker could guess it out by a trial and error method.  

2. Detailed  Problem Definition 

Consider a source S with IP address 192.168.3.0 which is three routers away 

from the destination D(as in Figure 1). Let us take the initial TTL value Ti as 

32.So Tf at the final destination is 29 (i.e.32-3).Therefore Hc = Ti- Tf which is 3 

. So Hc=Hs as stored in the Table. This works satisfactorily. The problem arises 

when an attacker say A spoofs the IP address of S at router R2 (as in Figure 

2).Suppose the Ti of the intruder is also 32.So Tfof A will also be 29(i.e. 32-

3).So in this case Hc=Hs in the table and will fail to identify that packet is not 

legitimate and the address of S have been spoofed. So we are proposing a small 

modification to the HCF algorithm by including source port number in the 

IP2HC table. The detailed solution is explained in section. 

 

Figure 1      

 

Figure 2 

So in this paper we are trying to incorporate port service number along with the 

hop count checking to improvise the current system. Source port no is a 16 bit 

number in the IP header packet which identifies the sending host’s TCP port no 

and also tells the type of service the client is intending to use. Different services 

uses different port number. For example: 21 for FTP, 23 for Telnet, 80 for 

HTTP etc. So for determining whether a packet is spoofed or not we include 
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two parameters, hop count and source port. This will help to detect spoofed 

packets more precisely. 

3. Literature Review 

Many approaches have been proposed for security against IP spoofing. 

In paper by Sonal Patel and VikhasJha[4], the oldest and the simplest approach 

is the Ingress and the Egress filtering methods. Ingress Filtering is the method 

verifying that inbound packets in a network are from addresses which claim to 

be from legitimatesources. They are granted access after verification. . Here an 

access control list is maintained that contains a list of permitted source IP 

addresses and this list can be used to block prohibited IP addresses. Egress 

Filtering is similar to Ingress filtering except that it filters outbound packets 

usually by means of a firewall. The difficulty with these methods is its 

deployment, as every routers in the network has to be configured to use these 

methods.  

Unicast Reverse Path Forwarding (uRPF) is another method that uses 

forwarding table reversely for filtering the packet. The packet is marked as 

spoofed and dropped if the outgoing interface of the packet does not match with 

the incoming interface. This method works correctly only if the forwarding 

table is symmetric. Route Based Filtering (RBF) depends on the incoming 

interface of the packet. If the incoming interface of the packet is different from 

the expected incoming interface, the packet is considered to be spoofed and the 

packet is dropped. This technique fails if the interface of the two or more 

packets are the same.   

V. Shyamaladevi1, Dr. R.S.D Wahidabanu explain [5] In StackPi (Stack path 

identifier) mechanism, as a packet on its path towards its destination, the routers 

mark bits in the packet’s IP Identification field. These markings assures that 

packets traversing along the same path will have the same marking. These 

StackPi marks plays a major role in defending against an IP Spoofing attack by 

filtering out illegitimate packets on a per packet basis. Apart from this, the 

victim could maintain a log relating StackPi marks to IP addresses. Then if an 

attacker spoofs an IP address, it is likely that the StackPi mark in the spoofed 

packet will not match with those StackPi marks corresponding to that of the 

legitimate addresses in the database and thereby enabling the victim to identify 

the spoofed packets.  

In [10] Source Address Validation Enforcement (SAVE) runs on individual 

routers and filter packets based on their incoming directions. SAVE also contain 

an incoming table that has an incoming packet’s IOP address with its interface. 

If the packet has a valid interface the router will deliver the packet or else 

discards. 

Haining Wang, Cheng Jin, Kang G. Shin says that Hope [1] Count Filtering 
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depends on the number of hops the packet takes to reach the destination. An 

attacker can forge any field in the IP header; he cannot deceive the number of 

hops of an IP packet. This paper builds an IP2HC table during the three way 

handshake process. The server can identify the spoofed packet by taking the 

information from the IP2HC table, because spoofed packet will be having a 

different hop count. Hope count value is directly obtained from the TTL field of 

IP Packet. Hope count information is not directly stored in TTL field; one has to 

compute the value on the base of final TTL field value. As each and every hop 

between the source and the destination decrements the TTL value by one before 

forwarding to the next hop. The final hop count is compared with the IP2HC 

table (as in the above mentioned algorithm). The background behind the HCF 

Mechanism is that the spoofedIP addresses which arrive at the receiver will 

have hop count values which are not consistent with the spoofed IP addresses. 

 

4. Proposed System 

As mentioned earlier we are trying to incorporate source port number in the IP-

HC table to solve the above mentioned drawback and to make the algorithm 

more efficient. The source port depicts the type of service requested by the 

client such as FTP, HTTP etc. So during the TCP 3 way handshake the source 

port from where the initial SYN packet is sent to the destination is stored as the 

Stored Port no Sp. After TCP connection is set, the packet is send to the 

destination. While the packet travels the initial hop count Ti is decreased by 1 

until it reaches the final destination. So the final hop count is calculated as per 

the algorithm [1].Now the final hop count is compared with the stored hop 

count in the modified IP2HC table as in the existing algorithm. Along with this 

we check the source port in the modified IP2HC table to the source port in the 

IP packet Sf received at the destination. This is the final source port. If the Hc= 

Hs and Sp = Sf, we determine the packet is legitimate else packet is spoofed. So 

even if the attacker spoofs the IP address of the attacker and the Hc of attacker 

becomes equal to Hs in the IP2HC table but if the source port in the IP packet of 

the attacker Sf ≠ Spin the modified IP2HC table (Table 2) the packet can be 

concluded to be an illegitimate one. That is if the service requested by the 

source which is represented by the source port number field (Sf) in the IP packet 

does not match with the stored source port in the table Sp we can conclude that 

the packet is said to be an illegitimate packet. The modified algorithm is given 

below. 

 

Table II: Modified Table 

IP Addresses(S) Stored Hop Count(Hs) Stored Source Port(Sp) 

192.168.1.1 14 21 

192.168.3.0 3 80 

172.16.254.1 3 23 
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The modified algorithm is: 

 

5. Conclusion 

In this paper we proposed a small modification to the existing HCF algorithm 

which works as an efficient algorithm to detect packet with spoofed IP address. 

We have tried to modify the existing algorithm by including the source port 

number in the IP2HC table .We believe that this inclusion of source port 

number in the existing algorithm can help in omitting out spoofed packet more 

efficiently. So this paper proposes an enhanced version of the algorithm and 

also tries to solve the drawback in the existing algorithm as mentioned above. 
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