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Abstract 
Securing the data over a cloud network is always a challenging problem 

for the researcher over the past one decade. There exist many conventional 

algorithms/techniques which proclaim to ensure secure transmission, storage 

and retrieval of data over the cloud platform. All these mechanisms mainly 

focus on ensuring privacy preserve for of client / user‟s data. This research 

work aims to propose distinctive elliptic curve cryptography. DECC is based 

on the algebraic structure of elliptic curves in the finite fields. The DECC is 

used for privacy preserving since smaller keys are used when compared to all 

the rest of the existing cryptographic algorithms. Performance metrics such as 

average relative error, time, anonymization time and information loss are 

taken into account. Implementations are carried out in MATLAB tool. Results 

portrays that the proposed DECC outperforms the existing methods. 

Key Words:Privacy preserving, cloud computing, cryptography, 

encryption, decryption, elliptic curve cryptography. 

  

International Journal of Pure and Applied Mathematics
Volume 114 No. 11 2017, 265-275
ISSN: 1311-8080 (printed version); ISSN: 1314-3395 (on-line version)
url: http://www.ijpam.eu
Special Issue ijpam.eu

265



1. Introduction 

Cloud computing is technology that focus to perk up the administration of 

computing resources by integrating things namely elasticity, on-demand use, 

and dynamic resource allocation. The usages of resources are being shared 

between various users, big data applications that entail a supplementary level of 

confidence among several internet service providers, web hosting companies, 

enterprises and much more. Pertaining to this, the Identity Access Management 

(IAM) is gaining its importance in order to offer access control provisions. Still, 

assimilation between cloud computing and IAM is one of the open research 

problem, more than ever concerning privacy issues. As far as IAM is concerned, 

identity provider‟s takes charge for authentication and service provider‟s takes 

charge for authorization in the cloud computing scenario. 

An example scenario is portrayed in the Fig.1. It can be understood that the data 

owner saves all his / her files in the cloud server. The third party server does the 

process of Identity Access Management by providing a unique user id to the 

data owner and generates private keys to the users. The overall work carried out 

in the PKG is portrayed in the Fig.2. 

 

Figure 1: Cloud scenario for IAM through PKG 

 

Figure 2: Working of PKG  
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This research work considers authentication as the key research issue. From a 

broader perspectives authentication means the process of identity verification. 

In common, authentication makes assured that the person is in point of fact the 

individual who he/she acclaims to be. In other words, authentication is the 

testimony of possession of the identification characteristics. The authentication 

is the primary and mandatory step sooner than permitting somebody to carry out 

an operation. The course of action during authentication is carried out with the 

help of attributes of users. Once the authentication is performed, the IAM 

forward a indication or credential to the ISP.  

2. Recent Related Works 

Pan, Y., et al [1] proposed data retrievable perturbation method used in the 

privacy preserving data that is present in cloud that fulfil the requirements of 

three parties at the same time. Their proposed work generates noise with the 

help of random generator. In addition to that certain amount of additional noise 

is also added up with original data. Such above said mechanism aims to hide the 

privacy information but the mean and covariance of data remains unchanged. 

The authors proposed a retrieval algorithm for getting back the original data and 

at last put together the retrievable perturbation with the access control process. 

The perturbed data in this process is order sensitive it may affect the retrieving 

process which is the major disadvantage of this method.   

Rong, H., et al [2] aim to proposed privacy preserving k-Nearest Neighbor 

(kNN) computation in the midst of multiple cloud environments. Habitual 

secure outsourcing protocols are not viable for broader applications. Such issues 

are identified and the authors proposed outsourced Collaborative kNN 

(OCkNN) and a set of secure building blocks. Their method makes use of the 

user to encrypt the data with their user defined keys. Particularly it does not 

require any user server interactions during the outsourcing stage. The author 

claims that the above mentioned process offers high confidentiality to data and 

it is quick enough for huge amount of data.  

Zhou, J., et al [3] established a novel authorized accessible privacy model 

(AAPM) to keep the patients data confidentiality and patient identity privacy. 

The patients were authorized by setting an access tree supporting flexible 

threshold predicates. Based on this threshold a new technique was devised 

named as attribute-based designated verifier signature and proposed patient self 

controllable multi-level privacy-preserving cooperative authentication scheme 

(PSMPA). The PSMPA provided a three level of security and a privacy 

requirement in a distributed cloud environment. But the security level of this 

method is depends on the threshold value which is the major disadvantage of 

this method.  

Liu, H., et al [4] proposed shared rights based privacy preserving authentication 

protocol in order to meet out several privacy issues over the cloud storage 

space. The authors made use of anonymous access request matching mechanism 
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that has major scope with respect to privacy and privacy considerations. Their 

proposed work also integrates attribute based access control. This will help to 

realize the user access exclusively for their respective data fields. The authors 

introduced a proxy data re-encryption in order to offer the data sharing amongst 

multiple users on the cloud network.  

Pasupuleti, S. K., et al [5] proposed an efficient and secure privacy preserving 

approach for outsourced data in the cloud computing. The files in the cloud 

were retrieved by employed a probabilistic public key encryption technique to 

encrypt the data and invoked ranked keyword search over the encrypted data. 

The main intend of this approach is to encrypt the data efficiently without 

sacrificing the data privacy in the cloud. This approach is failed to efficient 

dynamic data operations and ranked keyword search over the encrypted data in 

the cloud.    

Aldeen, Y. A. A. S., et al [6] proposed a new anonymization technique to obtain 

better privacy protection with high data utility over incremental and distributed 

datasets on cloud computing. It realized the superior privacy security with high 

utility datasets on cloud computing. The incremental anonymization technique 

was applied to improve the security of data in cloud. The anonymized dataset 

are integrated in the cloud data which was performed through the privacy 

preservation metric together along with the additional metrics like computation 

and storage.   

Jung, T., et al [7] presented an anonymous privilege control scheme named as 

AnonyControl to address the data privacy problem in cloud computing along 

with the user identity privacy issues in access control schemes. In this scheme 

multiple authorities were used in the cloud computing system it achieved fine 

grained privilege control and anonymous cloud data access. It protects user‟s 

privacy against each single authority and it has capability to tolerate against 

authority compromise and compromising of up to N-2 authority does not bring 

the whole system down. The experiments are conducted with the fixed number 

of attributes the performance may vary for different number of attributes.      

Chen, R., et al [8] proposed a probabilistic top down partitioning algorithm to 

publish set valued data in the framework of differential privacy. In this paper, it 

was demonstrated that the set valued data should be effectively released under 

differential privacy with guaranteed utility with the help of context free 

taxonomy trees. The proposed algorithm created a differentially private release 

it increased linearly with input data size. The differential privacy was achieved 

by demonstrating an efficient non iterative solution which was achieved by 

make use of the underlying datasets. The running time of this method is high. 

Terrovitis, M., et al [9] proposed an anonymization technique named as 

disassociation to preserve original terms and it hides the fact that two or more 

terms present in the same record. This method protects the user privacy by 

disassociating the records terms which present in identifying combinations. By 
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doing this process, the adversary cannot associate with high probability a record 

with a rare combination of terms. It provides protection against identity 

disclosure. But the transformation of records in this method may leads to 

different types of information loss in data.   

Huang, Q. L., et al [10] proposed a secure and privacy preserving digital right 

management scheme to provide a convenient way for content trading and 

sharing. This scheme used homomorphic encryption technique and it allowed 

content provider to outsourced encrypted contents to centralized content server. 

It also allowed the user to obtain contents with the licenses that was issued by 

the license server. Moreover, a secure content key distribution scheme was 

provided based on the proxy re-encryption and additive homomorphic 

probabilistic public key encryption. This scheme also achieved privacy 

preserving by allowing users to stay anonymous towards service provider and 

key server. The major disadvantage of this method is high complexity. 

3. Proposed Work 

Distinctive Elliptic Curve Cryptosystem (DECC)   

To overcome certain limitations of existing cryptographic techniques, 

Distinctive Elliptic Curve Cryptosystems (DECC) is proposed to decrease the 

number of bits for ciphertext generation and also to decrease computational 

overhead. DECC is a fast public key cryptosystem with more efficiency and 

security. This paper intends to maintain privacy preserving in data security by 

using DECC. 

The equation for a distinctive elliptic curve ( C ) is given as: C : y
2
+ h(x)y =f(x), 

h, f  ∈ K[x], deg(f)=2g+1, deg(h) ≤ g, f is monic where genus g = (deg(f)-1)/2. 

The points on distinctive-elliptic curves do not form a group. Group law is 

defined via the Jacobian variety of C over a field K, which is a finite abelian 

group. Distinctive- Elliptic Curve (DEC) over Finite Field Fp is defined as: C : 

y
2
 + h(x)y = f(x)(mod p), h, f  ∈ K[x], deg(f)=2g+1, deg(h)≤g, f is monic, where 

genus (g) = (deg(f)-1)/2  

The basis for the Distinctive elliptic curve cryptosystem is the Discrete 

Logarithm Problem which is described as follows:  

“Let Fq be a finite field with q elements. Given 2 divisors, D1and D2 in the 

Jacobian, determine m ∈ Z, such that D2=mD1.” 

Public Key and Private Key Generation  

Input: Distinctive elliptic curve C, prime p and divisor D. 

Output: Public Key- PA and Private Key- aA. 

 aA∈R N [choose a prime (aA) at random in N]. 

 PA      [aA] D [The PA is represented using Mumford representation which is 
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of the form (u(x), v(x))]. 

 return PA and aA. 

Encryption Algorithm 

The message „m‟ is encoded as a series of points represented as (u(x),v(x)). 

Encoded message is referred as Em. To encrypt and send a message to B, A 

performs the following steps: 

 k∈R N (choose k as a random positive prime number in N). 

 Q        [k]D (D is the Divisor of the DECC & form of Q is (u(x),v(x))). 

 Pk     [k]PB (PB:(u(x),v(x)) is receiver‟s(B‟s)public key)return PA and aA. 

 Cm{     Q , Em + Pk } (Cm :(u(x),v(x)) is the Cipher Text to be sent). 

Decryption Algorithm 

To decrypt the cipher text Cm, B extracts the first coordinate „Q‟ from the cipher 

text then multiplies with its Private Key (aB) and subtracts the result from the 

second Coordinate.  

Em+ kPB - aB(Q) = E 

= Em + kPB - k(aBD) 

= Em + kPB - aB(kD) 

= Em + kPB - kPB 

= Em  

„A‟ has masked the message Em by adding kPB to it. Only „A‟ know the value of 

k, so even though PB is a public key, nobody can remove the mask kPB. For an 

attacker to remove message, the attacker have to compute k from the given D 

and [k]D i.e. Q, which is assumed very hard. 

Client Authentication 

Step 1: Client machines/Users on the cloud registers with the cloud data center 

by providing necessary details. The necessary details includes the ip address of 

the machine where the client/user registers. 

Step 2: Cloud data center provides a unique id and a pair of keys, both public 

and the private key for DECC encryption for the newly registered clients/users. 

This id is kept unique for everyusers as well as for clients. It stores the details in 

the secured database. Next time when the cleint/user logins with his valid id, 

cloud data center checks in the database whether the client/user has registered 

already. If client/sender sensor node has already registered, they are allowed to 

use cloud data center‟s offered services.  

Data Encryption/Decryption 

Data encryption and decryption is performed on client/user side in this work to 

prevent information leakage of client/user and key. This saves resources in 

network thereby improving the efficiency of computing resources. Steps include 

the following:  
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Step 1:  Before storing data in data center, authenticated client/user encrypts 

data with public key provided by data center using distinctive elliptic curve 

cryptography. 

Step 2:  When client/user needs data, encrypted data is decrypted by private key 

provided by data center to registered client/user. Clients/Users then can start 

using the data. 

4.  Results and Discussions 

Implementations are carried out using MATLAB tool. For the experimental 

purpose, 256 bit of elliptic curve, 1024 bit of RSA and 1024 bit of AES are 

chosen for comparison. The performance of the proposed method is tested in 

terms of average relative error, time consumption, anonymization time and 

information loss.  

Average Relative Error 

It is the metric used to assess the probability of error while performing the 

whole operation. The simulations are done for varying size of the file from 128 

MB to 1 GB.From the results it is evident that when compared to existing 

methods the proposed DECC mechanism has very less error rate.The results are 

shown in Table 1. and the MATLAB simulation results are portrayed in the 

Fig.3.  

Table 1: Performance analysis in terms of average relative error 

Data Size 
Algorithms 

Triple DES RDP ECC DECC 

128 MB 0.0015 0.0033 0.0049 0.00034 

256 MB 0.0073 0.0132 0.0237 0.00059 

512 MB 0.0102 0.0198 0.0274 0.00091 

1024 MB 0.0273 0.0367 0.0427 0.00108 

 

Figure 3: Average relative error analysis 

Time Consumption 

This metric computes the overall time which includes time taken for key 

generation, time taken for the encryption, time taken for decryption. The 
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simulations are done for varying size of the file from 128 MB to 1 GB. From 

the results it is evident that when compared to existing methods the proposed 

DECC mechanism consumes less time. The results are shown in Table 2. and 

the MATLAB simulation results are portrayed in the Fig.4.  

Table 2: Performance analysis in terms of overall time taken 

Data Size 
Algorithms 

Triple DES RDP ECC DECC 

128 MB 18seconds 15 seconds 12 seconds 7 seconds 

256 MB 39seconds 32 seconds 23 seconds 15 seconds 

512 MB 64 seconds 67 seconds 44 seconds 33 seconds 

1024 MB 133 seconds 147 seconds 76 seconds 60 seconds 

 

Figure 4: Overall time taken analysis 

Anonymization Time 

The metric anonymization time is the amount of time taken for anonymization 

process. The simulations are done for varying size of the file from 128 MB to 1 

GB. From the results it is evident that when compared to existing methods the 

proposed DECC mechanism consumes less anonymization time. The results are 

shown in Table 3. and the MATLAB simulation results are portrayed in the 

Fig.5. 

Table 3: Performance analysis in terms of anonymization time 

Data Size 
Algorithms 

Triple DES RDP ECC DECC 

128 MB 122 seconds 78 seconds 69 seconds 51 seconds 

256 MB 249 seconds 148 seconds 98 seconds 72 seconds 

512 MB 501 seconds 263 seconds 121 seconds 83 seconds 

1024 MB 1122 seconds 321 seconds 143 seconds 91 seconds 
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Figure 5: Anonymization time consumption analysis 

Information Loss cum Overhead 

Information loss is the amount of information loosed and also the overhead 

during the whole cryptography process. The simulations are done for varying 

size of the file from 128 MB to 1 GB. From the results it is evident that when 

compared to existing methods the proposed DECC mechanism consumes less 

information loss. The results are shown in Table 4. and the MATLAB 

simulation results are portrayed in the Fig.6. 

Table 4: Performance analysis in terms of average relative error 

Data Size 
Algorithms 

Triple DES RDP ECC DECC 

128 MB 741 KB 493 KB 218 KB 101 KB 

256 MB 1103 KB 901 KB 302 KB 198 KB 

512 MB 2108 KB 1278 KB 459 KB 376 KB 

1024 MB 3904 KB 2094 KB 903 KB 644 KB 

 

Figure 6: Information loss cum overhead analysis 

5.  Conclusion 

This research article aims to propose an effective privacy preserving mechanism 

for cloud using distinctive elliptic curve cryptography (DECC). The objective of 
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the DECC is to reduce the time complexity and also to bring down the error 

occurrence along with information loss. Due to the adaptive nature of the work, 

DECC performs better than that of the existing chosen research algorithms / 

mechanisms.   

    References 

[1] Pan Y., Xiaolin G., Jian A., Jing Y., Jiancai L., Feng T., A 
retrievable data perturbation method used in privacy-preserving 
in cloud computing. China Communications 11(8) (2014), 73-84. 

[2] Rong H., Wang H., Liu J., Xian M., Privacy-Preserving k-Nearest 
Neighbor Computation in Multiple Cloud Environments, IEEE 
Access (2016). 

[3] Zhou J., Lin X., Dong X., Cao Z., PSMPA: Patient self-
controllable and multi-level privacy-preserving cooperative 
authentication in distributed m-healthcare cloud computing 
system, IEEE Transactions on Parallel and Distributed Systems 
26(6) (2015), 1693-1703. 

[4] Liu H., Ning H., Xiong Q., Yang L.T., Shared authority based 
privacy-preserving authentication protocol in cloud computing, 
IEEE Transactions on Parallel and Distributed Systems 26(1) 
(2015), 241-251. 

[5] Pasupuleti S.K., Ramalingam S., Buyya R., An efficient and 
secure privacy-preserving approach for outsourced data of 
resource constrained mobile devices in cloud computing. Journal 
of Network and Computer Applications 64 (2016), 12-22. 

[6] Aldeen Y.A.A.S., Salleh M., Aljeroudi Y., An innovative privacy 
preserving technique for incremental datasets on cloud 
computing. Journal of Biomedical Informatics 62 (2016), 107-
116. 

[7] Jung T., Li X.Y., Wan Z., Wan M., Privacy preserving cloud data 
access with multi-authorities, Proceedings INFOCOM (2013), 
2625-2633. 

[8] Chen R., Mohammed N., Fung B.C., Desai B.C., Xiong L., 
Publishing set-valued data via differential privacy, Proceedings of 
the VLDB Endowment 4(11) (2011), 1087-1098. 

[9] Terrovitis M., Mamoulis N., Liagouris J., Skiadopoulos S., Privacy 
preservation by disassociation, Proceedings of the VLDB 
Endowment 5(10) (2012), 944-955. 

[10] Huang Q.L., Yang Y.X., Fu J.Y., Niu X.X. Secure and privacy-
preserving DRM scheme using homomorphic encryption in cloud 
computing, The Journal of China Universities of Posts and 
Telecommunications 20(6) (2013), 88-95. 

International Journal of Pure and Applied Mathematics Special Issue

274



275



276


