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Abstract

Non-abelian structure have attracted by the cryptog-
rapher to build the public key cryptographic protocols.In
this article we proposed a new key exchange protocol based
on triple decomposition problem which work in non-abelian
near-ring. We have prove that our protocol meet the secu-
rity attribute based on centralizer near-ring.
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1 Introduction
Public key cryptography (PKC) was introduced by [3], many public

key cryptography schemes have been proposed most of them bro-
ken. Currently most outstanding PKC schemes are based on the
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recognized challenging of convinced problem in special large finite
commutative rings. For example, [10] solving the integer factoring
problem defined over the ring Z,, forms the ground of the basic RSA
cryptosystem.

PKC presently in use, such as the RSA algorithm, Diffie-Hellman,
and elliptic curve methods are number theory based on the struc-
ture of abelian groups. Although there have been Most common no
successful attacks on the standard protocol there is a feeling that
the courage of computing machinery has made these techniques less
secure. As a result of this there has been an active line of research
to develop and analyses the new cryptosystems and key exchange
protocols based on non-commutative cryptographic platforms its
more useful for cryptographer to build the PKC system.

In [1] introduced a new key agreement scheme using non-comm
utative groups known as the Commutator KAP exploiting the dif-
ficulty of conjugacy search problem. In [7] proposed a new key
exchange primitive based on the Triple Decomposition Problem in
non-commutative monoid and he implement our protocol based on
the braid groups. [6] proposed a new key exchange protocol estab-
lished on Discrete Heisenberg group they form a two layers secu-
rity based on triple decomposition problem and twisted conjugacy
problem. In [11] used decomposition problem in braid groups and
reducing the length based attacks. [12] proposed new platform key
exchange in elliptic curve cryptography based on decomposition
problem and improved security condition of Shpilrain and Ushakov
key exchange protocol. [4] proposed new key exchange protocol
based on decomposition problem in centralizer near-rings and se-
cure the men-in-middle attacks. In this article we proposed new
triple decomposition problem based on centralizer of near-rings.

This paper is organised Section 2 we recall the some basic def-
inition of near-rings and centralizer of near-rings. Section 3 we
construct new key exchange protocol based on triple decomposi-
tion in non-commutative near-ring 4 Implementation of our key
exchange protocol based on centralizer of near-rings, and section 5
we conclude the paper.
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2 Preliminaries

In algebraic systems with two binary operations such as addition
and multiplication, satisfying the entire ring axioms except possibly
one of the distributive laws and the commutativity of addition, such
systems are called near rings.

Definition 1: A triplet (N, +, o) is called a near-ring if

i The ordered pair (N, +) is a group (not necessarily abelian)
ii The ordered pair (N, e) a semi group

iii For every element ny,ng,n3 € N then (ny + ng) - ng =ny - ng +
Mo - N3

To be more precise, they right near-rings because the right distribu-

tive law is satisfied.
Definition 2:

i N is called a abelian near-ring with respect to addition then
ny + ny = ng +ny for all ny,ny € N.

ii N is called a abelian near-ring with respect to multiplication
then nq - ny = ny - nq for all ny,ny € N.

iii N is called a non-abelian near-ring with respect to multiplica-
tion then ny - ny # ny - ny for all ny,ny € N.

Definition 3: For an element n € N let C(n) be the set of
elements that commute with n., i.e., C(n) = {r € N\nr =rn}.
C(n) is called the centralizer of near-ring in N. For a subset R =
{n1,na,...,n;} of N, define as follows C(R) = C(ny,na, ..., ny) to be
the set of elements in NV that commute with all n; for i =1,2,.... k
where C(R) = C(ny) N...N C(ng).

3 Diffie Hellman-like Key Exchange pro-
tocol based on triple decomposition
problem

In this section we construct new key exchange protocol based on
triple decomposition in non-commutative near-ring
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The protocol

The system requires a non-commutative near-ring with identity
elements and two sequences containing 5 subsets of N each, say
P ={P,, P, P3,Y1,Ys} and Q = {Q1,Q2, Q3, Z1, Zo } satisfying the

invertibility and commutativity conditions:

i The element of Y;,Ys, 71, Zs are invertible(invertibility condi-
tions).

i [PQ,Zl] = ]_,[P3,ZQ] = 1,[@1,}/1] = 17[Q2,§/2] = ]_( commuta-
tivity conditions).

Setting the private and the public keys

Suppose a near-ring N and the subsets P = { Py, P, P5, Y1, Y5}
and Q = {Q1,Q2,Q3, Z1, Zo} satisfying i and ii above are fixed.
Alice and Bob carry out the following steps:

Step 1 Alice and Bob agree on who will use which set of subsets;
say Alice uses P and Bob uses Q.

Step 2 Alice randomly chooses p1 € Py, ps € Py, p3 € P,y €
Y1,y2 € Ya, and computes: ¢ = p1yy,d = y; 'paye and € = y; 'ps
Her private key is (p1, p2, p3) and her public key is (¢, d, e).

Step 3 Bob randomly chooses ¢ € Q1,¢2 € Q2,93 € Q3,21 €
Z1,29 € Zg, and computes: u = q121,v = zflqzzQ and w = Z2_1Q3
Her private key is (q1, g2, ¢3) and her public key is (u, v, w).

Key exchange protocol

Alice and Bob want to agree key exchange by the following steps
follows

Step 1 Alice sends Bob her public key (¢, d, e).

Step 2 Bob sends Alice his public key (u, v, w).

Step 3 Alice computes pyupsvpsw.

Step 4 Bob computes ¢ cgadgse.

Step 5 Alice computes piupsvpsw = p1qiz1p27; G222P37; 3 =
P1G1P242P343-

Step 6 Bob computes qicqadgse = qip1yigay; P2yadsys Pz =
P141P242pP393-

Shared key is = p1¢1p2g2psqs
The idea is to hide the private key by multiplying each compo-

nent by some elements from the non-commutative near-ring. These
elements are chosen from subsets satisfying the invertibility and
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commutativity conditions so that both parties compute the same
key.

Note: The following case should be avoided because, they allow
immediate computation from public key to the shared key.

Casel: If [Y1, Z1] = 1,[Ys, Z1] = 1, and[Ys, Z5] = 1 then shared
key can be computed from the public keys by

shared key= (p1y1)(q121) (Y1 ' p2y2) (Y2ps) (22b3) = cudvew

Case2: If [P, Q1] = 1,[P5,Q2] = 1,and[P3, Q1] = 1, then
shared key can be computed from the public keys by

shared key= (p1p2p3)(q1G2q3) = cdevvw

4 Implementation of key agreement pro-
tocol based on triple decomposition
problem in centralizer of near-rings

Let N be non-abelian near-rings with two sets of subnear-rings
Sy1, Sy2 and 5.1, S.o that are finitely generated and the user pub-
lishes the generators of subnear-rings. The elements of the above
subnear-rings satisfy the commutative condition the elements of the
above subsets commute with each other.

Step 1 Alice chooses two elements ¥,y € N and computes
the centralizers of y; and y, its gives C(y;) and C(y2) published
her choice of subsets S,; of C(y;) and Sy of C(y2).

Step 2 Bob chooses two elements 21, 2o € N and computes the
centralizers of z; and 2o its gives C'(z1) and C(zy) published her
choice of subsets S,1 of C'(21) and S,5 of C(z2).

Step 3 Alice chooses random elements p; € N,py € S.1,p3 €
S.o. (p1,p2,p3) as her private key and She sends Bob her public
key (c,d,e) where ¢ = pyy1,d = y; 'paye and e =y, 'ps

Step 4 Bob chooses random elements ¢; € Sy1,¢2 € Sy2,q3 € N.
(¢1, G2, q3) as his private key. He sends Alice her public key (u, v, w)
where u = q121,v = 27 'qazo and w = 25 g3

Step 5 Alice computes Kp = piupvpsw = p1G1Pp2G2p3qs-

Step 6 Bob computes Kq = qi1cqadgse = p1q1p2Gap3gs-

Where Kp = Ko = piqip2q2p3qs key agreement is successful.
The following discussion directs us to some necessary conditions
for the system to truly rely on the triple decomposition problem.
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c=piy (1)
d = y; 'paye (2)
e=1y;'ps (3)

Solving(2) that is is decomposing d as a three elements y; ', pa, 12
known as triple decomposition problems.In order to apply the triple
decomposition problem in near-ring must satisfy the following prop-
erties.

i N should be a non-abelian near-ring with identity element.

ii It should be computationally easy to perform near-rings opera-
tions multiplication and inversion.

iii It should be computationally easy to generate pairs
(p,{p1, .-, pr.}) such that pp; = p;p for each i =1, ... k

iv For a generic set {ny, ..., ny} of element of N it should be difficult
to compute C(ny) N...NC(ng) = C(ny, ..., ng).

v Even if Ry = C(nq,...,ng), Ry = C(ny,...,ny) are computed it
should be hard to find y; € Ry,y2 € Ry and p € R and such
that d = y1py, where R is some fixed subnear-ring of given by
its generating set.

4.1 Security analysis of protocol

The adversary break the protocol it is sufficient to find either Alices
or Bobs private key which may be accomplished as follows

Possible attacks on Alice private key

Find an element ¢; and ¢ which commutes with every element
of the subnear-rings of Sy, Sy2 and an element g3 € N such that
Kp = prupyvpsw .The triples (w,v,w) is equivalent to (u,v,w)
(That means, p,Up20psw = prupvpsw where it = G121, 0 = 2; ' (o,
and w = Z, '3 therefore the triples (,,w) can be used by the
adversary to get the shared secret key).

Possible attacks on Bob private key

Find an element p, and p3 which commutes with every element
of the subnear-rings of S.1, S.,» and an element p; € N such that
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Kq = qiégodgse The triples (¢, d, €) is equivalent to (c,d,e) (That
means, ¢16g2dqsé = qicgadgse where € = pigi,d = §; ' Py, and
€ = i, ' p3 therefore the triples (¢, d, ) can be used by the adversary
to get the shared secret key). Consider the attack on Alice and Bob
private Key. The most obvious way to carry out such an attack is
the followings.

i Given ny,...,n; and compute C'(ny, ..., ng).

Suppose Sy1 = (ny,...,nx) an adversary trying to find y; does
not know where to choose y; from in the beginning. He knows
that it commutes with all elements in Sy;. This implies that
y1 = C(ny)N...nC(ng) = C(ny,...,ng). Similarly he knows that
v, = C(m,...,ny) where Sy = (ny,...,n5). So if the problem
stated above is solved then the subnear-rings that y; and ys
belong to can be computed. Now the adversary knows where
to take y; and yo from.

ii Given d = yflpgyg find y; € R,ps, € P and y» € R where
R=C(ny,...,n), R=C(ny,...,nx) and P is a subnear-rings of
N given by its generators.

These two problems become hard because the adversary is unable
to break the protocol.

5 Conclusions

This paper, we proposed a new key agreement protocol based on
triple decomposition problem in centralizer of near-rings.This pro-

tocol has two major advantages over all key exchange protocols.There

are two way an intruder has to solve the situation.The first way is
to find the common centralizer of a finite number of elements and
the second way is to solve the triple decomposition problem.The
main security guard is to find the common centralizer of a finite
number of elements then we have not yet found a way to make sure
that triple decomposition problem is hard.
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